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Abstract: Aiming the substantial development of Cyber-
Physical systems, which are becoming a key element of 
everyday life, the smart measuring instruments are 
considered below as the indispensable part of entire 
systems. Verification of the metrological subsystems for 
parameters determining the controlled equipment and 
processes through the development, implementation and 
realization of specific metrology and standardization 
methods, instruments, that is successfully described by the 
terms “metrological hardware, software, and middleware”.  
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I. INTRODUCTION 
Smart measuring instruments (further – MIs) are the 

prerequisite for CPS design as they constitute the 
essential units of information and measurement 
subsystems. There is a set of smart MIs which is divided 
into the following subsets: smart sensors, smart 
transducers, their grids and etc. that can be joined 
together in modern wireless sensors networks (WSNs). 
Emerging field of cheap and easily deployed sensors 
offers an unprecedented opportunity for a wide spectrum 
of various applications. When combined, they offer 
numerous advantages over traditional networks. These 
include a large-scale flexible architecture, high-
resolution data, and application-adaptive mechanisms as 
well as a row of metrologically specific features and 
performance (self-check, self-validation, self-verifica-
tion, self-calibration, …, self-adjustment). 

For instance, special attention according to opinion 
of Carnegi Mellon University scientists can be given to 
verification the WSNs in full compliance with well-
known methodology. Timing verification has to 
guarantee the execution of assigned tasks in real-time 
WSNs within planned duration. In this area our efforts 
are directed in developing the schedule-ability 
techniques for multi-core platforms, where new 
challenges of shared resources, such as memory, 
different and changeable algorithms of signal processing 
and storing, transmission and aggregation have to be 
considered. Often it would be needed for decision-

making in real-time systems, especially in health care 
and life safety. 

II. SMART SENSORS & TRANSDUCERS  
AND THEIR GRIDS 

Main milestones in everyday work aiming the 
insurance of reliable WSN reliable operation lie in the 
direction of functional and probabilistic verifications. 
We provide the software and middleware development 
aiming to reach predetermined behaviour. The easiest 
way to achieve this may be demonstrated on the example 
of widespread wireless fire detectors networks. They are 
characterized by a number of special algorithms directed 
on as fast as possible and accurate triggering and 
actuating the automation of higher level. So, it becomes 
the necessity of researching and implementing the 
original operation algorithms for fire sensors and also the 
checking algorithms for periodic real-time software 
examination. Considering their structural complexity 
(presence of smoke and heat sensitive elements, various 
principles of elaboration of the received signals, their 
drift of characteristics, and pollution of translucent 
elements, etc.) development of such algorithms is a 
daunting task. Herein, human life may be the price of 
bug. Equally important seems to be probabilistic 
verification that is assigned to boost the probability of 
reaching WSN declared goals (estimation of their 
chances being achieved). This can be fulfilled in two 
known ways: a) probabilistic model based on Markov 
approach, b) the similar one based on Monte Carlo 
simulation techniques.  

Significant attention should be given to collaborative 
autonomy of WSNs designed from the autonomous 
changeable groups of dissimilar sensors. We try to 
optimize performance and scalability of them by 
designing the decentralized operating environment. It 
may be open– and closed– sourced; the latter is proposed 
for WSNs that perform mission-oriented tasks. New 
challenge of CPSs operation is their ability of rapid 
adaptation to continuous environment alters even unto 
malfunctions. “Self-adaptive system is the system, 
capable of changing its behaviour and structure, with 
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aim to adapt without human intervention to changes in 
itself and its operating environment” [1] while 
considering the WSN’s approaches. We obligate to 
develop not only overall adaptation strategies including 
predictions of environment evolution but also the 
specific metrological proactive adaptive mechanisms 
caused by mentioned changes. If it is the MIs, the 
arrangements in particular are bound with the change in 
metrological characteristics and as the consequence with 
CPS dysfunction. Additionally due to modelling, the 
adaptations can be performed proactively outpacing the 
happening drifts and other kinds of performance 
changes. As result, it spares the time necessary for 
adaptation strategy that has to be fulfilled. 

Smart sensor, according to generally accepted 
industry definitions, combines a sensing element, analog 
interface circuit, ADC, and bus interface; all in one 
housing [2]. Except it, smart sensor includes the 
microprocessor that conditions the signals before 
transmission to the control network. Also it 
filters out undesired noise and compensates for errors 
before sending the data. Making the grade against the 
newest generation of smart sensors, however, means that 
additional functionality must be included, such as self-
testing, self-identification, self-validation, or self-
adaptation. Of particular interest and importance to 
designers are such smart sensor capabilities as self-
calibration and self-diagnosis, the ability to use signal 
processing, and multi-sensing capabilities.  

Smart Temperature Sensor is the analog or digital 
primary thermosensitive transducer combined with a 
processing unit and a communicating interface [3] and 
able to perform a row of smart metrological functions 
due to installed metrological software. This is intelligent 
temperature sensor with a number of specialized 
algorithms provided in the design or installation stage, 
i.e. a sensor with such embedded algorithms that are 
necessary to provide implementation of following 
specialized metrology functions. Namely, such functions 
include, f.i. the ability to realize automatic switching of 
sub-range of measurement, depending on input signal 
value; automatic self-validation, self-check, self-
diagnostics and etc.; the introduction of adjustments 
when the action of impact factor takes place; lineari-
zation of metrological characteristics; compensation of 
cold-junction temperature for thermocouples and so on. 

High-mentioned autonomous smart sensors being 
spatially distributed are frequently combined in network 
assigned to monitor preset or environmental conditions  
(T, p, etc.) and to cooperatively send received and 
processed data by network to the end user. Set of such 
sensors is named WSN if specified sensors are 
interconnected and distributed in space. Furthermore, the 
most modern WSNs can operate bi-directionally which 
means that the control of smart sensors becomes enable 
as well as their software and middleware updating. 

III. DISTRIBUTED SENSOR NETWORK 
Each WSN consists structurally from a large number 

(up to 103) of nodes which are the individual sensors that 
have ability to radio communicate with one or several 
neighbouring units. Most common WSN is the fire alarm 
sensors network each branch of which has up to 26 
sensors that was caused by limiting the length of 
microcontroller register [4]. Topology of every WSN 
may differ: star, cluster tree, mesh, up to advanced multi-
hop mesh WSN. Propagation technique between the 
hops of network can be routing or flooding. Nowadays, 
the problem arises to adapt the traditional network 
topologies to contemporary communicating conditions. 
Its significant segment is described in [5] and considered 
below. 

Early sensor networks used simple twisted shielded–
pair implementations for each sensor. Later, the industry 
adopted multidrop buses (e.g., Ethernet). Now we can 
apply web-based networks (e.g., the World Wide Web) 
implemented on the factory floor. Three classic network 
topologies (point-to-point, multidrop, and web) are well-
known. In the more reliable first one, each sensor node 
requires a separate twisted shielded–pair wire 
connection. In a multidrop network, each sensor node 
puts its information onto a common medium; this 
requires careful attention to protocols in hardware and 
software. Afterwards, few networks have provided 
frequency-modulated signals on wires to carry multiple 
sensor readouts on FM channels. Furthermore, early 
WSNs were simple radio-frequency implementations of 
this topology. They applied RF modems to convert the 
RS-232 signal to a radio signal and back again. Due to 
simple FM coding and interference impact, the reliability 
of such networking does not satisfied principally. Only 
when it was selected the particular frequency ranges of 
network operation the complete wireless local area 
networks were emerged. Remote data acquisition 
systems of similar topology are frequently implemented 
with in-field data concentrators and radio transmitter 
aiming the hosts, where the signals are demultiplexed 
into original sensor signals. 

Once the industry began the migration to multidrop 
buses, problems associated with digitization began to 
emerge [6]. Especially, it occurs with point-to-point 
systems, where a single clock of host could be used to 
time stamp when the analog signals from multiple 
sensors were acquired. With distributed smart sensors 
required to implement a multidrop network, 
synchronization of their clocks becomes the critical issue 
and important design parameter. Somewhat different 
problems are inherent in a web topology which all nodes 
are potentially connected to all other nodes. Some of 
them can be eliminated by applying the repeaters and 
routers to make virtual connections.  

Significant interest is emerged to ad hoc networks. 
They are multi-hop networks consisting of wireless 
autonomous hosts, where each host may serve as a router 
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to assists traffic from other nodes [7]. Wireless ad hoc 
networks cover a wide range of network scenarios, 
including sensor, mobile ad hoc, personal area, and other 
networks. Research activities in the specific field of 
WSNs include sensor training, security through smart 
node cooperation, sensor area coverage with random and 
deterministic placement, object location, sensor’s 
position determination, energy efficient broadcasting and 
activity scheduling, routing, connectivity, data 
dissemination and gathering, path exposure, tree 
reconfiguration, and topology construction. Network 
topology involves not only the sensor nodes, but also the 
base stations and cross-layers for normal operation. 
Cross-layering becomes quite important for WSNs. So 
cross-layer can be used to make the optimal modulation 
to improve the transmission performance, such as data 
rate, energy efficiency, etc.  

In accordance with [7] the ideal wireless sensor is 
networked and scalable, smart and programmable, 
capable of fast data acquisition, reliable and accurate 
over the long term, and requires the minimal 
maintenance. Selecting the optimum sensors and 
wireless communications link requires knowledge of the 
application and problem definition. Battery life, sensors 
update rates, and sizes are all major design 
considerations. Examples of low data rate sensors 
include temperature, humidity kinds. Examples of high 
data rate sensors are the sensors of strain, acceleration, 
and vibration. Contemporary examples of extra high data 
rate sensors are thermal and optical imagers, remote 
control sensors, and others. 

Advance in micro electronics have resulted in the 
ability of sensors, based on digital electronics, and radio 
communications to develop the integrated units. Such 
sensors acquire the ability to communicate with each 
other with help of wireless data routing protocols. The 
WSN preferably has to consist of a base-station 
(“gateway”) that can communicate with a few of 
wireless sensors via radio-waves. Data is accumulated at 
the sensors node, compressed and transmitted to the 
main or to the intermediate base station.  

We are not considered the architecture of WSNs 
below as it is traditional (star, mesh, hybrid star – mesh). 
Similarly it is not the special purpose to study ordinary 
network standards (IEEE802.11x that is used for LANs 
at high bandwidth data transfer;  IEEE802.15.1 and 2 
that are known as Bluetooth that is of lower power and 
applies for personal area network; IEEE802.15.4 that is 
specifically designed for the requirements of WSNs, here 
the worldwide licence-free band – 2–4 GHz – is applied; 
ZigBee which alliance encompasses the IEEE802.15.4 
specification and expands on the network speci- 
fication and the application interface;  and one of most 
modern standard is IEEE1451.5 that aims the ope- 
rating of smart sensor working groups in their wireless 
option).  

If a centralised architecture is used in a sensor 
network and the central node fails, then the entire 
network will collapse, however the reliability of sensor 
network can be increased by using distributed control 
architecture. Distributed control is used in WSNs for the 
following reasons: sensor nodes are prone to failure; for 
better collection of data; to provide nodes with backup in 
case of failure of the central node; resources have to be 
self organized.  

A smart grid sensor is a small, lightweight node that 
serves as a detection station in a sensor network. Smart 
grid sensors enable the remote monitoring of equipment 
such as transformers and power lines and the demand-
side management of resources on energy smart grid [8]. 
Smart grid sensors can be used to monitor weather 
conditions and power line temperature, which can then 
be used to calculate the line’s carrying capacity. This 
process is called dynamic line rating and it enables 
power companies to increase the power flow of existing 
transmission lines. Smart grid sensors can also be used 
within homes and businesses to increase energy 
efficiency [9]. According to NanoMarkets, companies 
like GE, LG and Whirlpool have already announced 
their commitment to building home appliances that are 
smart-enabled. Smart grid sensors will link these 
appliances with smart meters, providing visibility into 
real-time power consumption. Power companies can use 
this information to develop real-time pricing and 
consumers can use the information to lower their power 
consumption at peak times [10]. 

IV. MIDDLEWARE AND WIRELESS  
SENSOR NETWORKS 

Middleware layer is a novel approach to fully 
meeting the design and implementation challenges of 
WSN technology. We are considering the WSN 
middleware as a software infrastructure that glues 
together the network hardware, operating systems, 
network stacks, and applications. A complete middle-
ware solution should contain a runtime environment that 
supports and coordinates multiple applications, and 
standardized system services such as data aggregation, 
control and management policies adapting to target 
applications, and mechanisms to achieve adaptive and 
efficient system resources use to prolong the sensor 
network's life. Middleware should provide low-level 
programming models to meet the major challenge of 
bridging the gap between hardware technology's raw 
potential and the necessary broad activities such as 
reconfiguration, execution, and communication.  

The relevant middleware projects for WSNs were 
studied in [11]. In cases where physical contact for 
replacement or maintenance is impossible, wireless 
media is the only way for remote accessibility. Hence, 
middleware should provide mechanisms for efficient 
processor and memory use while enabling lower-power 
communication. Major WSN properties are studied 
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below. Scalability is the first one and is defined as 
follows: if an application grows, the WSN has to be 
flexible enough to permit this growth anywhere and 
anytime without affecting network performance. 
Efficient middleware services must be capable of 
maintaining acceptable performance levels as the 
network change its dimensions and topology. The latter 
is subject to frequent changes owing to factors such as 
malfunctioning, device failure, mobility, and so on.  

Most WSNs’ applications are real-time phenomena; 
so, middleware should provide real-time services to 
adapt to the changes and provide consistent data. 
Application knowledge's design principles dictate 
another important and unique property of WSN 
middleware. Middleware must include mechanisms for 
injecting application knowledge of WSN's infrastructure. 
This lets developers map application communication 
requirements to network parameters, which enable them 
to fine-tune network monitoring. WSNs are being widely 
deployed in domains that involve sensors information for 
example, in healthcare and rescue areas. The untethered 
and large deployment of WSNs in harsh environments 
increases their exposure to malicious intrusions and 
attacks such as denial of service. In addition, the wireless 
medium facilitates eavesdropping and adversarial packet 
injection to compromise the network's functioning. All 
these factors make security extremely important. 
Furthermore, sensor nodes have limited power and 
processing resources, so standard security mechanisms, 
which are heavy in weight and resource consumption, 
are unsuitable. These challenges increase the need to 
develop comprehensive and secure solutions that achieve 
wider protection, while maintaining desirable network 
performance. Middleware efforts should concentrate on 
developing and integrating security in the initial phases 
of software design, hence achieving different security 
requirements such as confidentiality, authentication, 
integrity, freshness, and availability [12-13]. 

V. SPECIFICS OF MEASURING INSTRUMENTS DUE 
TO THEIR SMARTNESS 

Analog interface is a set of MIs that are an integral 
part of measuring channel between the primary 
measuring transducer and ADC. It performs the 
following functions: scale transformation of 
measurement signals, their filtering, temperature 
compensation of thermocouples cold junctions, galvanic 
separation of transferring and receiving parts, 
linearization of characteristics and  initialization of 
passive MTs, measuring signals multiplexing, 
measurement and service information transmission. 

Smart sensors are supplied with digital information 
transmissive means by equipping them with built-in 
digital controllers to match the universal network 
interface or by combining technology of analog and 
digital transmission in a single measuring channel. By 
the structure all smart sensors are divided into 4 groups: 

sensors of centralized and decentralized types, as well as 
sensors with digital and analog buses. By correction 
methods the analog interfaces with smart sensors are 
divided into the groups: with manual error correction, 
with auto correction of errors in analog-digital form, and 
with digital correction of errors.  

It is imperative the further development of R & D 
works regarding the assessment of accuracy in field of 
metrology in particular while single measuring the 
multivariable values by using multiparameter smart MIs, 
for instance Coriolis mass flowmeters (CMF) [14]. They 
can be considered to flexible tools and equipment to be 
able to quickly re-engineer existing procedures. 
Resultantly, by choosing the right measurement 
technology solution we can efficiently supply both 
development and production with relevant data. 

CMF transformation function is the dependence of 
the liquid mass or volume on its flowing velocity 
through the specified cut. It is determined by the 
comparison of the time characteristics of two identical 
sensors in the CMF input and output. More phase 
difference of mentioned characteristics corresponds to 
faster controlled environment flowing. So there is a 
dependence on the hydrodynamic regime of the current 
environment flowing through the CMF, its viscosity, the 
temperature etc. Within the current metrological 
conception the CMF consists of transducers with 
appropriate sensors and peripheral devices and the 
microprocessor unit of received signals processing. The 
CMF sensors determines the flow velocity, temperature 
and provide information in form of output signals to the 
microprocessor that carries out the function of the brain 
of the measurement device and system in total providing 
access to the display, main menu and output device of 
processed information for the interaction with other 
systems, for instance, the filling system. Peripheral 
devices provide monitoring, warning signalization and 
other functions, for instance, periodic processes 
management and the function of liquid density more 
accurate determination etc. The CMF transfer function 
error temperature component is the error specified by the 
temperature regime of liquid/gas flowing. It depends on 
the temperature of the control environment (on 
temperature dependence of the liquid flowing regime 
through the CMF); on the CMF body outlet temperature 
that is provided with the help of temperature detecting 
means for detecting a temperature of the inner tube, and 
temperature detecting means for detecting a temperature 
of the outer tube; temperature correcting means for 
compensating an instrumental error according to a 
change of temperature of the inner tube; temperature 
difference correcting means for compensating an 
instrumental error according to a difference between a 
temperature of the inner tube and a temperature of the 
outer tube. 

Next example of the necessity to develop smart MIs 
could be industrial tomography systems. Their 
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development consist in development and implementation 
of methods and algorithms to process the results of 
measurements which would enable for a limited amount 
of gauges exactly and quickly obtain high-quality images 
of the distribution of the studied variables. Mainly it 
would be the spatial distribution of the electrical 
conductivity of the medium. Improvement of the 
exactness and rate of tomography measurement have 
been reached recently [15] by reducing additive gauge 
errors through the use of the difference measurement 
method; by elaborating the particular methodology for 
calculating the sensitivity matrix without of methodical 
errors inherent in finite-difference methods and based on 
only a unitary solution of the direct task; ensure the 
stability and convergence of the iterative procedure of 
the spatial distribution determination. 

VERIFICATION OF METROLOGICAL SOFTWARE  
AND MIDDLEWARE 

Presented here approach substantially differs from 
generally accepted one. The latter is described in the 
following subsection. Commonly as the software metric 
is considered a standard of measure of a degree to which 
a software system or process possesses some features. 
Since quantitative measurements are essential in all 
areas, the goal is obtaining objective, reproducible and 
quantifiable measurements, which may have numerous 
applications in schedule and budget planning, cost 
estimation, quality assurance testing, software debug-
ging, software performance optimization, and so on.  

Our specific measurement consists in evaluation of 
MIs performance reliability, trueness, and other 
metrological properties, due to the quality of the certain 
kind of metrological software, or the software linked 
with metrological features of MIs. 

Design and development of MIs involves the 
reduction of analog units and expansion of digital ones 
due to the advances of last. These include the digital 
microcontrollers, programmable logic arrays and more. 
Trend of modernity consists in growing the “weight” of 
software in measurement means. Inconsistency of 
software to the measuring tasks of certain MI, accidental 
or intentional alteration of its functions can lead to 
incorrect measurement results. It is therefore advisable to 
conduct verification of software to derive its impact on 
the metrological characteristics of MI and the possibility 
of further running the studied software as a consisting 
part of the device, tools, or metrological mean [16]. 

Under the MI’s software we mean a set of programs 
and procedures designed to register, aggregate, process, 
display and save, and post the measurement results. Such 
software as a functional part of MI is delivered jointly 
with hardware [17-18]. According to [18] software, that 
may affect metrological characteristics of MIs, concerns: 
a) programs and program modules that participate in 
processing of measurement results; b) involved in the 
calculations the software parameters that affect the 
results; c) programs and program modules that carry out 

presentation of measurement data, its storage and 
transmission, software update and identification, secure 
software development [19] and data protection;  
d) components of protected interface for data exchange 
between software modules of CPS units. 

The last 2 items are appropriately attributed to overall 
not metrological verification of software, since no 
measuring or computing actions that affect the 
measurement results, have been fulfilled. These points 
characterize the correctness of the software functioning in 
general. So, we have the expertise to incorporate security 
practices – authentication, authorization and auditing – 
into each phase of the verification, from software design 
and implementation to testing and deployment [20].  
Secure software engineering has become an increasingly 
important part of software quality, particularly due to the 
development of the Internet. While IT security measures 
can offer basic protection for the main areas of our IT 
systems, secure software is also critical for establishing a 
completely secure CPS’s environment. Every single 
software MI developer must care about security, because 
users need to be able to trust the proposed software 
including the MI software and middleware. Entire cover 
cycle of the aforementioned wares development includes 
requirements engineering, trust & threat modelling, secure 
coding, security testing, and security response to code 
protection [21]. 

MI software metrological verification raises the 
problem of choice the appropriate methods of software 
and middleware assessing, testing, and certifying. Result 
of the metrological validation must be the confirmation 
or negation of studied ware to the requirements noted in 
normative documents. Procedures and methods of 
checking software, and determining its disadvantages are 
considered below. Software study include first of all the 
fulfilment the procedures of inambiguity ensuring the 
operating functions for generated data. Selection of the 
procedures is defined by regulation requirements, as well 
as by software developer or user desires to confirm its 
compliance with target specification. 

To validate the type of MI, test procedure should 
envisage an identification and evaluation of software 
impact on metrological characteristics as well as to 
prevent unauthorized software reconfiguration and 
interference that can degrade the trueness of received 
measurement results. Therefore the developed under 
tests, project description of MI type should contain 
additionally to metrological characteristics the 
description of software, identity, impact assessment, and 
the level of protection against unintentional and 
intentional changes. Certification of MI software and 
middleware is the research that aims the determination of 
characteristics, features, identification data, and 
confirmation of requirements compliance. In accordance 
with methodology of software certification to determine 
one or more characteristics (analysis of documentation 
and source code, functional inspection under controlled 
conditions, etc.) the tests are carried out [22]. 
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Distinguish two kinds of certification: general and 
metrological. The object of general appraisal is the 
complete software, study of which is conducted to justify 
the application of algorithm (program) within specific 
tasks. To assess the impact of software on the data 
inexactness, the metrological certification examines 
merely that software which is an integral part of 
complete software of the particular MIs. Software 
certification is mostly voluntary except the software that 
performs especially responsible functions, where the 
lack of quality, mistakes or failures can severely 
disrupted or are dangerous for life and health (aviation, 
nuclear power, management of authorities and banking 
systems, etc.) [23].   

It is important to choose the correct verification 
method for MI software and middleware. There are 
considered the possibility and cost of its implementation, 
the checking quality and more.  

Method of comparative testing with applying the 
reference software is used for the certain software which 
helps to identify its features being checked. As the 
reference software can be studied: attested and/or 
certified software, functionality of which is similar to 
tested software features; specially developed software 
with functions that are identical to functions of software 
that has to be checked; software for assignments of 
computing tasks (e.g. spreadsheets, software for 
mathematical and statistical calculations, etc.). 

To development of reference software, somebody 
may resort in cases when the software under test is not 
too complicated and its implementation algorithm is 
rather simple. Reference software should not reproduce 
all the functionality of software that is tested and could 
only contain functions and parameters that affect MI 
metrological characteristics. In certain cases, the 
peculiarities of graphic user interface and functions that 
do not participate in the handling of measurements (e.g., 
display functions, data storage, etc.) are not taken into 
account. Given method enables to consider the metrolo-
gical characteristics and maximum peculiarities of 
software that is tested. Drawback of this method is that 
often the complexity of software implementation makes 
it inexpedient due to high costs of developing the 
reference software. 

In absence of reference software, the priority is given 
to the method of comparative trials by using output data 
models and comparative tests with the generating the 
“standard” data. The latter is recommended for 
certification of data processing algorithms of 
measurement results. Method enables to evaluate the 
algorithm possibilities by comparing of processed results 
of output data model obtained with help of mentioned 
algorithm, towards the specified parameters of this 
model. The method of output data models is a kind of 
generation method of “standard” data, not just data 
generated by specially developed programs; only data 
are not generated by the specially developed program, 
and programmatically they are set at the input of 

software which is tested. Output data models are selected 
in a way that they fully regard the measuring tasks 
covering the greatest range of possible values. These 
may include: data that completely cover the range of 
possible values; data close to the largest and smallest 
values as well as several intermediate values; specific 
values of input variables – points of the sharp rise or 
rupture of derivatives, zero, single, and extremely small 
numerical values of variables, etc. 

If values of a variable depend on values of another 
variable, the test is carried out for the certain 
combinations of these variables, such as the equality of 
two variables, or large and small their difference, or zero 
values of variables. Test method of output data models is 
easier to implement than the classic method of 
generating “standard” data. However, development of 
this method requires a priori information about software 
algorithms and their program realization, which it is not 
always known. 

Method of generating “standard” data, as the method 
of output data models, is applied alternatively to the 
reference software method, or in the case of inability to 
check the particular functions of implemented software. 
One of the prerequisites of method of generating 
“standard” data is the availability of a priori information 
about the corresponding measuring task. “Reference” 
data is produced by specially developed generating 
program. i.e. the generator of “standard” data based on 
specified output data. The last realize in one of 
programming languages or by using the standard 
mathematical (statistical) software package. Initial data 
for testing, including for the generation of “reference” 
data, are formed considering the properties of software 
algorithms that are checked. Method of generating 
“standard” data is an alternative one to the method of 
using the reference software. On the other hand, 
development generator of “standard” data is advisable as 
it is cheaper than other methods of implementation [24]. 

If there are several program realizations of the same 
measurement algorithm at absence of the reference 
software, is expedient to carry out checks by comparing 
method implementation. According to it, the same set of 
“standard” data is submitted to inputs software products, 
and comparison of relevant test results is performed. 
Comparison method is simple and requires no the extra 
programs. However, programs with the same functions 
are quite rare. 

When testing on an analysis of source code of software, 
the following items are checked: conformity of algorithms 
structure to the rendered documentation; correctness of 
recorded algorithms to the chosen programming language; 
matching the selected algorithms up measuring tasks 
(detection of unstable algorithms). 

When checking the compliance of algorithms structure 
to the rendered documentation, the algorithms block 
diagram can be composed and compared with the 
algorithms described in documentation. In the event of 
differences between the structures of algorithms, the 
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additional analysis elements block designs is conducted. 
When checking the correctness of algorithms to the 
chosen programming language, the compliance of code to 
programming regulations, the presence of uncertain 
variables and operators, the correct organization of cycles 
and so on are established. Conformity of selected 
algorithms with measuring task can be estimated by 
mathematical analysis of implemented software algo-
rithms. It can be explored algorithms of realized different 
characteristics, in particular, may be executed an optimal 
analysis of numerical methods for solving measurement 
tasks. This method provides an opportunity for detailed 
assessment of metrological software. However to 
implement test method on analysis of source code, the 
experts in software industry and in metrology must be 
engaged simultaneously. So, costs for implementation of it 
are much higher compared to other methods. 

Middleware, being downloaded from the Internet and 
installed in MIs, is the software that provides services to 
software applications beyond those available from the 
operating system of programmable block of MI. It is 
often can be presented as “software glue”. Middleware 
makes it easier for software developers to fulfil 
communication and input/output, so they can concentrate 
the attention on their own problems. Middleware is the 
software layer that lies between the operating system and 
such an application as WSNs. As a result, it supports 
complex, distributed business software applications.   

Middleware includes Web servers, application servers, 
content management systems, and similar tools that 
support application development and delivery. It is 
especially integral to information technology based on 
Extensible Mark-up Language (XML), Simple Object 
Access Protocol (SOAP), Web services, SOA, Web 2.0 
infrastructure, and Lightweight Directory Access Protocol 
(LDAP), which is commonly used for communicating and 
managing in distributed applications.  

In simulation technology, middleware is generally 
applied in the context of high level architecture to a 
number of distributed simulations. This is a layer of 
software that lies between the application code and the 
run-time infrastructure. Middleware mainly consists of a 
library of functions, and enables a row of applications – 
simulations or federates in HLA terminology – to page 
these functions from the common library rather than re-
create them for each application. Wireless networking 
developers can use middleware to meet the challenges 
associated with WSNs. Implementing a middleware 
application allows developers to integrate operating 
systems and hardware with the wide variety of various 
applications that are currently available. For instance, 
radio-frequency software toolkits provide middleware to 
filter noisy and redundant raw data. 

VII. METROLOGY AND MODELLING FOR 
ADDITIVE MANUFACTURING 

Increasing demands for precision measurement raises 
the new problems of optimization of mathematical 

models of measuring transformations, and adequate 
processing of experimental data. This problem in modern 
MIs is particularly relevant due to the capabilities of 
inexpensive hardware implementation in basis of modern 
microelectronic components that opens the possibility of 
computing realization directly in the measuring path. 

Obtaining the necessary precision in many cases is 
only possible in the case of optimal mathematical models 
that provide in certain sense the best approach of MI 
general transformation function. Rational choice of 
mathematical model of transformation function often 
improves the measuring accuracy or expands the 
measurement range of preset accuracy. 

In this regard, becomes important choice of suitable 
criterion during processing the experimental data. 
Normal criteria mostly applicable for analyzing 
experimental data, is the most common method of mean 
squared errors, which consists in minimizing the sum of 
squares of the errors and computing the average of these 
squares. Unfortunately, the root-mean-square 
approximation does not provide achievement of the 
lowest difference between the estimator and function 
that is estimated at all points of observation, which is 
desirable during the precision processing of experimental 
data. Therefore, for solving the calibration tasks should 
be used the minimax criterion which ensures the 
minimum possible errors of reproducing the 
experimental calibration characteristics. 

Physical modelling is an experimental method of 
scientific research, which implies the substitution of the 
studied physical process by other similar to it of the 
same physical nature – by model. Physical model is a 
smaller or larger physical copy of an object. The 
geometry of model and object that represents it, are often 
similar in the sense that one is a rescaling of the other; in 
such cases the scale is an important characteristic. 
Geometrically similar to the original the model can be 
both reduced and increased in the comparison with 
original sizes, and the model of process or phenomenon 
may differ from the real process by the quantitative 
physical characteristics such as power, energy, process 
pressure etc. In a broad sense, any physical experiment 
conducted in laboratory, including an experiment with 
natural object or part of it, is a physical modelling. The 
latter is based on the similarity theory and dimensional 
analysis, establishing the similarities criteria. The 
identity of the latter for a nature and the model provides 
the ability to transfer the experimental results obtained 
by physiccal modelling, in natural conditions. With the 
implementation of relevant conditions of physical 
modelling, i.e. the identity of similarity criteria, the 
values of variables that characterize a real phenomenon 
of proportionality of the similar points in space and at 
similar moments of time, become to be proportional to 
values of the same variables for the model. Presence of 
such proportionality allows performing recalculation of 
experimental results that were obtained on a model by 
multiplying the value of each of the identified variables 
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on a constant for all values a given dimension set  
factor – the similarity factor [25]. 

VIII. METROLOGICAL PROBLEMS OF ADDITIVE 
MANUFACTURING 

Advances in AM processes and systems caused by 
the necessity of design-to-product transformation have 
resulted in evolution of measurement science, namely in 
the conjugated material characterization and their 
performance qualification as well as in process sensing, 
monitoring and model-based controlling of particular 
stages of CPS’s operation. Since the AM provides “the 
agility needed to rapidly make innovative customized 
complex products and replacement parts that are not 
realizable by more traditional manufacturing 
technologies or are required to be produced in low 
volumes” [26], it is especially demanded by CPS-based 
technology. Therefore NIST Program focuses on 
overcoming the hurdles, f.i., of 3D-printers wide-
spreading resulted from metrology insufficient 
development in aforementioned area. Such an optimized 
system requires the tightly integrated software and 
hardware components with well-understandable 
interactions. That is why it should be studied below the 
contribution of these components into the total 
efficiency. Unfortunately, 3D-printers, especially 
printers that perform the units from unique compositions, 
are currently supplied to market as closed “black boxes”. 

We, as the process developers, try to access internal 
hardware and software components with integrated new 
sensors, models, or control algorithms oblivious to AM 
vendors [26]. 

 

 
 

Local monitoring the melt area with help of system 
QMmeltpool 3D: photodiode and camera are responsible for 

coaxial monitoring [28] 
 

Researches of Selective Laser Sintering technology 
have been conducted in this way [27] basing on their 
own measurements. Here the Quality control is one of 
the basic requirements. Monitoring the key parameters of 
laser melting of metallic powders – temperature, oxygen 
content, power of the laser, and quality of powder – have 

become a part of modern standards. However, it is 
impossible to describe exhaustively the product quality 
on the basis only of equipment parameters. Systems of 
controlling the local processes in-situ, created by coaxial 
principle, are desperately needed. In such away it could 
be received the information about defects that arise 
during manufacturing. 

For monitoring the processes system QMmeltpool 3D 
[28] in real time provides data that determines the 
products quality, and records parameters of the melt zone 
with spatial reference, ensuring the 3D-visualization for 
further analysis which is similar by HD-resolution to 
computer tomography. The received result is 
exceptionally accurate 3D-description of the product, or 
more truly the definition of characteristic features of 
deposited layer (measured by photodiode and camera data 
on area and temperature of the melt zone that are 
conjugated with relevant data on the laser beam location). 
General data are visualized in 3 coordinates immediately, 
gaining the opportunity to track the process of creating 
each detail in space. This approach simplifies the 
identification of individual defects in obtained product. 
Due to the high resolution and frequency of digitization 
(every 0.1 mm, depending on the speed of scanning), the 
mentioned system simplify the identification of defects at 
early manufacturing stages as well as avoid them in the 
future. Consequently, there arises the possibility to 
optimize production and technical developments through 
iterative parameter variation. It can be reached through a 
two-way process, firstly, by software development on 
correct description of the details’ surface while 
manufacturing or reconstructing, or, secondly, by further 
technology development of LayerWise manufacturing of 
products of given shape from specific, for example, a 
composite material. 

IX. CONCLUSIONS 
Implementation of Cyber-Physical Systems is 

impossible without easily deployed Smart Measuring 
Instruments that suppose an opportunity for a wide 
spectrum of various applications. Numerous advantages 
include a large-scale flexible architecture, high-
resolution data, and application-adaptive mechanisms as 
well as a row of metrologically specific features (self-
check, self-validation, self-adjustment, etc.) which 
unprecedentedly improve their performance. 

Predictable ways of Smart Measuring Instruments 
development consist in further studying the Smart 
Sensors Grids with improved parameters that are reached 
not only by software & middleware enhancing and 
metric introduction, but also by ensuring their 
scalability, flexibility and a number of other 
characteristics as well as by providing the specific 
metrological checks, for instance, of software, or by 
model-based diagnostics of Smart Instruments reliability.  

Particularly clearly the similar challenges for smart 
metrology are manifested on the example of metrology 
for AM purposes, which operates on a double 
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transformation, especially on building a computer model 
of created object, and then on product’s realization 
behind this model. In such a way, the method of 
segmental polynomial approximation based on 
invariance of signal intensity of white-light inter-
ferogram from optical path difference, may be applicable 
for surface reconstruction at complicated and non-
stationary surface topology [29].  
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