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Abstract: The system for various types of sensors
monitoring and analysis has been described in the article.
The system architecture and some aspects of imple-
mentation have been described.

Index Terms. Internet of Things, client-server system,
indicators, smart home.

I. INTRODUCTION

The building sensors values and status processing
system is one of the components of remote monitoring
and contralling system. More recently, the loT (Internet
of Things) term is used for describing network, which
consists of interconnected physical devices with built-in
sensors, as wdl as software, that alows the data trans-
mission and exchanging between the physical world and
computer systems, using Standard communication
protocols. The prospect of development of this concept
is enormous, since the system built on the basis of the
loT alows remote monitoring of various indices in the
room, which, in turn, allows quick detection of possible
problems.

1. THE CONCEPT
OF THE INTERNET OF THINGS

Internet of Thingsis one of the most popular concepts
in modern futurology. Moreover, one of those few who are
no longer conceptsand arewiddy used in life.

According to the mos widespread formulation, Internet
of things is the concept of a computer network of physical
objects (that is, things, actudly) that are equipped with such
technol ogiesto interact with each other. The concept suggests
that Internet of things can serioudy affect society life, sinceit
allowsto automate alat of processes. Internet of Things(1oT)
is a globa network of physical devices connected to the
Internet - “things' that are equipped with sensors, ssnsorsand
data communication devices These devices are connected to
information contrd and processing centers. On the other
hand, 10T, gpparently, Stands out in the middle of zero when
the number of devices connected to the World Wide Web
exceeded the number of users. 10T combinesred thingsinto
virtud sysems that are capade of solving completey
different tasks The main idea of the concept isto connect dl
the objects that can be connected to the ngwork [4, 5].

TheloT architectureis shown in Fig. 1.
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Fig. 1. The architecture of loT

The main advantage of such system isin possibility
to automate some processes, which allow people to have
more free time. The connected devices on the Internet
will also give people more opportunities for efficient
resource management. Already today, they help to
optimally spend heat, water, light and save on payment
of utilities. It is important to note that not only the lives
of individuals, but also entire industries will change.

One of the most susceptible industries to change
will probably be a tdecom, as mobile operators will
gradualy change their business models from network
providers to smart service providers and applications
[1,2].

[1l. TECHNOLOGIES USED
FOR IMPLEMENTATION

To combine evayday things in the network the
following should be taken into account:

Object identification. Only unique identi-
fication system can provide correct collecting and
accumulating information about a particular object in the
network.

Data processing. For sensors, data processing
and accumulation, a built-in processor (computer) such
as Raspberry Pi, Intel Edison should be used.

Data transmission without wired connection.
Wirdess technology (Wi-Fi, Bluetooth, ZigBee,
6LOWPAN) can be used to exchange information
between devices, which are mobile and autonomous.

Firg of al, we need some sensor, for example The
Eaton VoltageWatch, whichisshownin Fg. 2.

We will collect data from this sansor udng
communications protocol Modbus. It has become a standard
communication protocol and is now a commonly
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available means of connecting industria eectronic
devices. Data from the sensor is transmitted to the
“Sensor Connect”, which is responsible for sending this
datato the server.
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Fig. 5. Architecture of Angular framework

Fig. 2. The Eaton VoltageWatch - ) .
) ] The server will interact with the Angular with the hdp
The server based on Nodejsor .NET Coreafter having  of REST API. Fig. 6 showshow REST APl works
receved the data must save them. For the system
implementation, Nodejs sarver is chosen. The prindple of
Nodejsisshownin Fg. 3. REST API Design
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To gore data we need to use a “key-value’ database . . Wi
(MySQL, ClickHouse, MongoDB or Firebes). The datat For the data trander in red time WebSocket

Al j cati i h i full-
view isshoan in Fig 4. communications pratocol is chosen, what provides ful

duplex communication channds over a gngle TCP
connection. Itisshownin Fg. 7
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sysem is dso an achitecturd template To solve this
gata = | map - @ problem, the best architecturd template is Modd- View-
Controller (MVC). It is an architecturd template that is used
when designing and deve oping software.

After data saving, it could be depicted on the Web This template sparates the sysem into three
Client with the hdp of JavaSaipt framework — Angular  interrdated parts: a datamodd, aview (user interface), and a
(architectureisshown in Fg. 5). contrd module. It is used to separate data (models) from the

Fig. 4. Database view
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usa interface (view), so that changes to the user interface
minimaly affect the opeation of daa, and changes in the
data modd could be carried out without changing the user
interface. [[3]]

Fig. 8illustrates MV C pattern.

Fig. 8. MVC pattern

IV. THE SYSTEM DESCRIPTION

The system collects data from the sensors of various
types. Using Modbus communications protocol, data from
the sensors are tranamitted to the Sensor Connedt, which is
reponsble for sending them to the server. After receiving a
data aray from server, the system processes it by generating
theinput datathat is depicted on the graphs. After thegraphis
shown, it is necessary to specify units of measurement, which
asocomeinthearay.

Graph is a graphic display of indicators from different
types of sensars. It is dso reguired to implement the
possihility to view metrics in online mode with the hdp of
WebSockets. The system is dso able to andyze the data
obtained. Furthermore, such systems provide reaction on the
sensors va ues changes. For example, if theroom tempearature
has garted to drop sharply, the system could react on that in
an automatic mode (without human hdp) by using an
additiona heater. To makeit possible it isnecessary to allow
to sat the minimum and maximum ranges of the sensor
vaues When sensors exit a certain range system must
inform the user (usng SMS/email/message on user interface)
and provide an appropriate reaction on that.

V. THE DESCRIPTION oF RESULTS

Firg of dl, the user mus pass the authorization in the
system. Thisprocessis shownin Fig. 9.

In case of successful vdidation of the user in the
system, it will be redirected to the main page, where the
gatus of al active premisesisdigplayed, asshown in Fg. 10.

After the user selects the premises, which indicators he
wantsto view, the sysem will redirect to the monitoring page
of thisroom.

Fig. 11 illugrates the graph view, which is responghble
for monitoring two voltage ssnsors.

For a danger area, a user should specify how often to
send natifications. For the warning area, the user should
specify how many seconds the data mugt be in the warning
zone, so tha the system sendsthedert.

Fig. 12 shows the process of setting danger and
warning area conditionsfor the voltageindicators

Login

Sign In to your account

M, | Username

& | Password

Fig. 9. Login page

Fig. 10. Main page of the system

As can be seen in Fig. 12, dl vdues, which are grester
than 242 and lower than 198, are drawn asared ling, values
between 198 and 208, 230 and 242 are drawn as the ydlow
one. The vaues in the valid range (from 209 — to 230) are
drawn asablueline

But what if the usr does not sit a the computer a a
time when the sensor is out of the dlowed limits. In order for
the user to find out about the problem, a natification system
must be implemented (SMS, email, web-natification). After
sdtting the conditions, the user should determine the method
of notification for that case Itisshown inFig. 14
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Fig. 11. Indicators of two voltage sensors

Fig. 15 shows the Error web-natification when the
sensor output exceedsthe dlowed range.

Fig. 16 shows the Warning web-natification when the
sensor output exceedsthedlowed range.
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Set the permissible areas

Danger Value Condition:

>z 243 || <= 197

Out of range: seconds

Warmning Value Condition:

(>= 198 8& <= 208) || (>= 230 && <= 242)

Out of range: seconds

Method of Notification:

O sms
O Email
[0 Messenger

[ webMessage

Set the permissible areas

Danger Value Condition:

>= 243 || <= 197

Qutofrange: 2 seconds

Warning Value Condition:

(>= 198 && <= 208) || (>= 230 && <= 242)

Outofrange: 5 seconds

Method of Notification:

0 sMms

B Email

e.g. a@gmail.com, bigmail.com *
muxailo717@gmail.com

[J Messenger
B2 Web Message

Fig. 12. The process
of setting conditions to the sensor
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Fig. 13. Theresult of permissible value

Fig. 14. Methods of natifications

Ermror

sensor] exceeded the permissible
lirnit

Fig. 15. Web-noatification with error

&y o
Sensorl for 5 seconds is out of

permission range

Fig. 16. Web-notification with warning
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VI. CONCLUSIONS

The concept of the Internet of things, principles of
functioning and technology for its implementation were
considered and chosen as the technology for
implementing monitoring, processing and displaying
syssem for using in smart house. The client-server
architecture was chosen for the proposed system.
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