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The concept of creating a multi-level mobile personalized system for fighting viral diseases, in
particular Covid-19, was developed. Using the integration of the Internet of Things, Cloud Computing
and Big Data technologies, the system involves a combination of two architectures: client-server and
publication-subscription. The advantage of the system is the permanent help with viral diseases, namely
on communication, information, and medical stages. The smart city concept in the context of viral
disease control focuses on the application of Big Data analysis methods and the improvement of fore-
casting procedures and emergency treatment protocols. Using different technologies, cloud server stores
the positioning data obtained from different devices, and the application accesses API to display and
analyze the positioning data in real time. Due to the technologies combination, internal and external
positioning can be used with a certain accuracy degree, being useful for various medical and emergency
situations and analysis and the following processing by other smart city information systems. The result
of the given investigation is the development of the conceptual model of multi-level mobile personalized
health status monitoring system used for intellectual data analysis, prediction, treatment and prevention
of viral diseases such as Covid-19 in modern “smart city”.
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Introduction

Integration of Internet of Things (IoT), cloud computing and Big Data technologies in health care field
resulted in the “smart health” innovative concept development. “Smart health” is one of the elements of the
“Smart City” system concept concerning medical services supply for prevention, diagnosis, treatment and
further patients rehabilitation at any time and place by modern information technologies implementation.

It should be noted that IoT makes it possible for physical devices to collect and exchange data using
modern information and communication technologies. Smart devices implemented in IoT enable doctors to
perform preventive care, diagnosis and patients treatment more completely and comprehensively. They
significantly improve the services quality and promote effective problem solution in health care such as
patients' health status monitoring in real-time scale, especially with acute and chronic diseases (heart
failure, arrhythmia, diabetes, asthma attacks, etc.).
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The introduction of Internet of Things (IoT) technologies contributes to improvement of monitoring,
diagnosis and treatment methods and tools suitable and effective in problem solution in emergency cases,
such as viral diseases outbreaks. Information technology based on the Internet of Things (IoT) technology
use makes it possible to carry out the patients' health status monitoring in real time and qualitative and
complete obtained data processing.

Covid-19 pandemic broken out in densely populated areas of China and ripped round the world,
demonstrates the great importance of paying attention to the systems of monitoring, positioning and emergency
response for viral threats. This approach generates the need to create integrated medical cyber-physical systems,
particularly in the context of the “smart city” and “smart region” concepts implementation.

Information about disease progression should be received and processed in real-time making it
possible to respond quickly and qualitatively to the emergence of new viral threats, to provide perso-
nalized, targeted and highly qualified medical care.

Review of scientific publications

Real-time remote patient health status monitoring systems generated the premises for rapid teleme-
dicine development, innovative approaches promoting rapid monitoring data transfer to doctors, regardless of
location, using modern information and communication technologies. Remote operational monitoring
procedures for patient health status require continuous improvement as approaches for diagnosis the changes
of patient health status indicators and as well as the means for real-time data transfer to the healthcare service
providers. Such changes tracking is based on the application of information systems including information
technologies based on sensors, communication systems, artificial intelligence etc.

Telemedicine is a new way of patient treatment protocols management providing the processes
integrity health care field regardless of their location, and improving patient and doctor communication [1].
This method has numerous clinical advantages, but its implementation causes a number of problems
including the healthcare system scale.

One of the first remote health monitoring systems, presented as integrated MobiHealth platform
based on communication technology using only GPRS / UMTS is described in paper [2].

The authors of papers [3, 4] consider non-invasive biosensors and sensors providing patients health
status monitoring in real time, as well as performing of non-invasive and convenient physiological
measurements by replacing usual methods.

Smart contact lenses integrated with sensors for glucose level measurement, wireless messaging
circuits, and LED image transmitters for glucose level control in tears are described in papers [3, 5], and
ECG sensors use for monitoring several patients at the same time are described in [10].

The mobile phone use plays an important role in monitoring patients' health status to receive,
transmit, and process remote patient examination data. The authors of paper [6] propose to use built-in
clothes sensors (Body Sensor Network) reading in patient health status indicators and connected to the
patient's mobile phone. Sensors and central hub are built-in the patient's shirt, and the information is
transmitted to the mobile phone by Bluetooth.

The architecture of the patient health status monitoring system based on sensors is considered in
paper [9]. Biosensors are constantly picking up signals about the physiology of the patient and transmitting
them to a central node and based on the use of a smartphone and a microcontroller. Before being sent to the
central site, messages are digitally converted if they are generated in analog form. The biosensors and
center node are connected using wireless technologies (Bluetooth, Zigbee, etc.).

Monitoring systems of physiological health status indicators for patients with Alzheimer's disease
for support of data transmission by Bluetooth are described in papers [7. 8]. The system records the patient
movement in the house, and collected information about his location at a certain moment of time is
transmitted to the hospital.

The issues of reading in the biomedical indicators of patients' health status by IoT devices, using
cloud computing technologies and Big Data to transmit, store, and process them in real time are considered
in papers [11-13], and the problems of miniaturization of nodes and sensors that can monitor important
parameters of human health status are dealt with in papers [18-20].

In early 2020, the world faced the outbreak of COVID-19 viral disease. After the first confirmed
disease case in China, the virus rapidly spread in the country and during the first month infected tens of
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thousands of people. Such case generated the task of urgent location tracking and controlling the migration
of a large number of people.

To solve the problem of coronavirus control, the functionality of about 10 mobile applications was
developed and tested. In February 2020, the application (YiKuang) was introduced for testing possible
contact with infected persons, which enabled to track the presence of infections in a particular home,
entrance, plane or bus used by the traveler during the last 14 days. The application access is by special QR
code. Registration requires the mobile telephone number entry and person verification, by entering the user
real name and passport number. The application makes it possible to collect information about the most
dangerous places in where coronavirus infection is spread, as well as to identify crowded public areas (in
order to be avoided by the users).

QuantUrban and WeChat Companies developed the platform that uses information from official
sources (based on officially confirmed infection cases) and creates real maps of places and territories
directly associated with an increased risk of coronavirus infection.

TraceTogether app, which notifies the user if a person with positive virus testing result is near by
(Bluetooth technology) [21] is used in Singapore and StopCovid application [22], which notifies the user
about the contact with infected person by Bluetooth technology is used in France.

In Israel and Turkey the infected citizens and their contacts monitoring is carried out by the
telephone monitoring technology traditionally reserved for counter-terrorism operations. If a person with
positive COVID-19 virus testing result or in close contact with the infected one breaks the quarantine laws,
a text message or a phone call ordering to return home is automatically sent to him/her. If such warning is
ignored, the police is informed in order to take necessary measures.

Technologies of Bluetooth signal analysis from users' smartphones enabling to collect information
about people location, contacts, and to control keeping to quarantine rules introduced in the country are
used in the United Kingdom, Germany, Poland, Spain, and other EU countries. Smartphones are also used
to examine people health status by messaging surveys, recording their messages in patient medical record
by means of different data input forms providing the combination of information about the user's location
and health status becoming the basis for person health status “estimate” generation) [23]. Bluetooth-based
technologies provide accurate determination of the smartphone user “contacts” on the basis of analysis of
the so-called “handshake between devices” duration and strength.

The above mentioned applications use makes it possible to obtain and analyze health status information
of a large number of people, promoting rapid and accurate identification of geographical regions, including
cities, counties, villages where the virus is circulating, and to estimate the risks of staying in that region, so
healthcare institutions and medical service providers can prepare the necessary resources better.

The smart city concept in the context of viral disease control focuses on the application of Big Data
analysis methods and the improvement of forecasting procedures and emergency treatment protocols.

The concept of multi-level mobile personalized system development

The experience of Covid-19 pandemic control indicates the imperfection of existing systems of preven-
tive population testing, i. e. the lack of systematic approach for decision-making with the possibility of making
adjustments in the disease diagnosis processes. One of the sticking point of viral diseases spread is timely
diagnosing, establishing the contact persons circle, monitoring the compliance with self-isolation requirements.

The authors propose the concept for the development of multilevel mobile personalized system based on
the combination of consumer-server architecture and “publication-subscription” interaction concept.

Structural organization of “publication-subscription” interaction concept for tasks related to persona-
lized medical services supply involves the implementation of users identification procedure; data
transmission from sensors; module of local calculations and results presentation. The global database is
formed on the server and comprehensive analysis is carried out. Its results can be used for identifying,
monitoring, analyzing treatment processes or peculiarities of certain diseases progression.

The system is designed for comprehensive and effective healthcare professionals assistance,
particularly in viral diseases control and for the improvement of health care services quality. The main
functions of this system are as follows:

Communicational, which provides the main actors mobility, wireless high-speed communication
and geopositioning.
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Informational which promotes the patients identification, links databases “PATIENT”, “DOCTOR”
and “POSITIONING”, as well as telemetry logs keeping.

Medical — diagnosis, modeling and prediction of treatment procedures based on the obtained data,
selection of effective treatment protocols and provision of personalized services, development of recommen-
dations for doctors and patients concerning effective actions aimed at getting over the disease.

Figure shows the general diagram of remote health status monitoring system using loT services and
5G data transmit technology.
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Diagram of remote monitoring of patient health status indicators

Terminal devices using IP-protocol provide data collection and transmission. After authorization, the
customer or his/her agents gain access to the collected data by interacting with web-server according to
customer-server principle.

The system performs the following tasks: automation of telemetry data acquisition technologies using loT
sensors; determination of the patient location; analysis of the collected data; immediate response to critical changes
in health status indicators; provision of on-line diagnosis with individual approach to the patient; expansion of the
telecommunication technologies use by telemedicine implementation on the basis of mobile operator networks;
improvement of the quality and level of medical services supply for different population groups.

The comprehensive solution is used in order to increase the efficiency of the epidemic outbreak control -
this is synthesis of three main technologies, mainly Internet of Things, social networking environment and Big
Data analytics. The result of such solution implementation is to combine data with complex event processing
system, to assign context to these integrated data, and to create the patients profile.

The person positioning subsystem uses universal GPS in conjunction with GSM and, when connected to
A-GPS and WIFI, to implement the external positioning function. For more accurate positioning and
getting information about possible people contacts, information from Bluetooth and Wi-Fi is used as a
priority from the data set.

Its functional tasks are as follows: first, the positioning method should operate continuously, and the
most optimal positioning mean is automatically selected for different scenarios; second, the internal
positioning system operates using Wi-Fi-based wireless local network. Positioning accuracy is ensured by
modern intelligent elements of the smart city, smart watches, smartphones, etc. with positioning functions
outdoors and indoors. Let us consider the positioning technologies used in the system:

Bluetooth — is the wireless technology standard for data exchange between fixed and mobile devices
over short distances, using shortwave UHF radiowaves in industrial, scientific and medical radiofre-
quencies, from 2.40 to 2.480 GHz and creation of personal area networking (PAN). The use of technology
for positioning purposes requires notification of neighboring devices about the time and possible contact
with sick person at the average distance of 5 meters.

GSM — (Global Mobile Communications System) — is the digital mobile telephony system. The
advantage of this technology is its wide application. GSM operates in the frequency range 900 MHz and
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1800 MHz. 2.2 GPRS To determine the position, some signal or location parameters dependent on the
location are required. (3) The Global Positioning System (GPS) is a space-based navigation system
providing information about the place and time of stay at any point on the Earth's surface.

GPS generates specially coded satellite signals that are processed by GPS receiver, allowing the
receiver to calculate location, speed and time. (6) Disadvantages of the usual GPS are: time of the first
coordinates determination depends on the relevance of the stored in receiver almanac transmitted by GPS
signal and on the orbital data (ephemeris). The device which is not active for a long period requires more
time for possible position determination.

Auxiliary GPS or supplemented GPS (A-GPS) is the system greatly improving startup performance,
such as, acceleration of the GPS receiver “cold start”. The acceleration is due to information obtained by
alternative communication channels. A-GPS is widely used for mobile phones supporting GPS. First of all,
it was created for emergency calls managers. It is considered to be one of the best wireless positioning
technologies under low signal conditions. A-GPS is able to work in cellular networks. A-GPS uses satellite
communication to determine the location. This technology uses original information from mobile base
stations. The main advantage is: quick coordinates receiving immediately after connection. A-GPS does
not function outside the cellular network coverage area. [7]

Wi-Fi is the solution for positioning of the wireless local network of IEEE 802.11 standard. The system
uses the combination of empirical testing and signal propagation models, it is easy to install, requires a small num-
ber of base stations, can use the same basic wireless network structure, and has high overall system accuracy.

Using different technologies, cloud server stores the positioning data obtained from different devices, and
the application accesses API to display and analyze the positioning data in real time. Due to the technologies
combination, internal and external positioning can be used with a certain accuracy degree, being useful for various
medical and emergency situations and analysis and the following processing by other smart city information
systems.

Conclusions

The result of the given investigation is the development of the conceptual model of multi-level
mobile personalized health status monitoring system used for intellectual data analysis, prediction,
treatment and prevention of viral diseases such as Covid-19 in modern “smart city”.
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ByJsa po3po0ieHa KOHLeNLiss CTBOPeHHs 0araTropiBHeBOi MoOiIbLHOI mepcoHidikoBaHoi cucremu 00-
POTHOM 3 BipyCHHMH 3aXBOpPIOBaHHSIMH, 30kpeMa Covid-19. BukopucroByroun interpanito InTepHery peueii,
XMAapHHUX 00YHC/IeHb Ta TeXHOJIOTii BeJUKUX JaHUX, CHCTeMa Nnepeadadyae MOETHAHHS IBOX apXiTeKTyp: KJIi-
€HT-cepBep Ta myoaikauiro-nepenniary. IlepeBaroro cucremu € nocriiiHa qomomora Npu BipyCHHUX 3aXBOPIO-
BaHHSAX, a caMe Ha CTaJlifX CNIKyBaHHs, iH(opMmauii Ta JikyBanns. KoHuenuis po3yMHoOro Micra B KOHTEKCTi
00poTHOM 3 BipyCHUMH 32XBOPIOBAHHAMH (IOKYCYETHCS HA 3ACTOCYBAHHI METOAIB aHAI3Y BeJIMKMX JAHUX Ta
BIOCKOHAJIEHHI NpoLeIyp NPOTrHO3YBaHHSI TA NMPOTOKOJIB €KCTPEHOro JiKyBaHHsl. BukopucroBywouu pisHi
TeXHOJI0Tii, XMapHMii cepBep 30epirae JaHi Npo NO3ULIOHYBAHHSA, OTPUMAaHI 3 Pi3HUX NPHCTPOIB, a MpPorpama
orpumye noctyn 10 API 1151 BinoOpaskeHHs1 Ta aHATIZY JaHUX NPO MO3MUIOHYBAHHS B PeKUMIi PealbHOI0 4acy.
3aBAsIKH NMOEIHAHHIO TEXHOJIOTiH, BHYTPIIHE Ta 30BHIlIHE IO3MLIOHYBAHHSI MOKHA BHKOPHCTOBYBATH 3
MEeBHOI0 MIpPOI0 TOYHOCTi, KOPHCHO /ISl Pi3HUX MeAMYHMX Ta HAA3BUYANHHUX cUTyaliii Ta aHai3y i momaab-
LIOT0 ONPALIOBAHHS iHIIMMH iHGOpMAaIiHUMU cHCTEeMaMHU PO3YMHOI0 Micta. Pe3yJbTaToM Iboro AocIiaKeH-
HAl € po3po0ka KOHLENTYAILHOI MoJeJli faraTopiBHeBoi MOOLIbHOI NepcoHidikoBaHOI cUCTEeMH MOHITOPUHIY
CTaHy 310POB'fl, III0 BAKOPUCTOBYEThCA /ISl IHTEIEKTYAIBHOI0 AHATI3Y IaAHUX, IPOrHO3YBAHHS, JiIKYBaHHS Ta
npodiIaKTHKHN BipyCHUX 3aXBOPIOBaHb, TAKuX sik Covid-19, y cyuyacHomy “po3ymHomy micti”.

Kurouosi ciioBa: posymue micro, IoT, Bipyc.



