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USE OF KVATERNARN LINEAR-FRACTIONAL FRACTAL FORMS IN
ENCRYPTION - DECRYPTION IMAGES WITH ELEMENTS RSA
ALGORITHM

An application of the kvaternarn fractional-linear form with using the standard
elements of the RSA algorithm for encryption and decryption of two-dimensional images
is resistant to unauthorized access to images clearly distinguished contours..
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Introduction

The problem of improving the quality of information protection systems can be viewed from the
point of view of economy, science and technology, which have contributed to the rapid development of
computer technology, microelectronics, telecommunications, etc. Significant contribution to the development
of information protection methods was made by such Russian and foreign scientists: I1.J[. T'op6erko,
A.A. Monnosan, B.M. Pyauunpkuii, B.®. Illausrin, b. HInaiinep and others.

One of the most prevalent and persistent information encryption algorithms is RSA algorithm [1]. He
belongs to the most frequently used groups of algorithms and public key cryptography. The security of RSA
is based on the resource cost factorization of large integers. The public and private keys are functions of two
Prime numbers with a capacity of 100-200 or more decimal digits.

Using the RSA encryption algorithm [1], as the most resistant to unauthorized decryption of
encrypted signals, for the images, which allow very strictly allocate contours, does not yield satisfactory
results. On the encrypted image all the same, you can distinguish the basic contours of the input image. That
is, there is the effect of incomplete degradation of the image.

An important characteristic of the image is the presence in the image paths. The problem of
separation circuit requires the use of operations on the adjacent elements that are sensitive to changes and
npuramiatoth the field of permanent brightness levels, i.e. paths are those areas where changes occur,
becoming pale, other parts of the image remain dark [2].

In relation to the image, there are certain problems encrypt it, namely partially preserved to the
contours of the sharp fluctuation images [3, 4].

Mathematically - contour image this is the gap spatial function of the levels of brightness in the
image plane. Therefore, the path selection in the image means finding the most dramatic change, i.e. the
highs module gradient vector [2]. This is one of the reasons for that contours remain in the image when
encrypting the RSA algorithm, because the encryption here is based on a hill in the degree modulo a certain
natural number. Thus, on the path, and on adjacent to loop pixels mignecens in the degree of brightness
values gives even greater disparity.

For information protection is the most commonly used raster and vector graphics, and promising
methods are methods of information protection through the use of fractal transformations of algebraic
fractional-linear forms.

Among the common fractals decided to allocate three basic groups [5-6]:

— Algebraic fractals, which are created using non-linear computational processes in n-dimensional
spaces. To this group, in particular, belongs to the Mandelbrot set.

— Geometric fractals that in the two-dimensional case are created using a broken generator. One-step
algorithm for each of the segments of a broken replaced with a broken generator and thus the appropriate
scale creates a geometric fractal image. To this group of fractals are Tpuagnoe Koch curve and the dragon
hurter.



— Stochastic fractals that are created iterative process with random parameters. Images of stochastic

fractals are very similar to natural unbalanced tree.
We assume that the image corresponds to a matrix of flowers

Quiater of fractional-linear form has the form

ax+by+ fz+gm+o
cx+dy+hz+km+A

t(x,y,z,m)=

Using (1), fulfil the transformation

« = Ax ,+By,,+Fz ,+Gm _,+J
" Cx_,+Dy _ +Hz  +Km _ +A’
y. = Bx,,+Fy,,+Gz, ,+Km ,+6
" AX_,+Cy _,+Dz _,+Hm _ +A’
, Fx,, +GY,, + Kz, +HmM  +5
" Bx_,+Ay _,+Cz _,+Dm _ +A’
m - Gx,, +Ky,,+Hz, ,+Dm_ ,+0.
" Fx_,+By ,+Az  +Cm_ +A’

Where Azp,BzQ,F:e,G:d,C:P,D:-Q,H:d,[('ze,a - P A=Q

RSA algorithm, n - level number of fractality.

Reverse (2) the transformation has the form

1)

(2)

— ilements of the standard

)

(4)

(x C=A)X, ,+(x,D-B)y, ,+(x,H-F)z,, +(x K-G)m_, =5 -X A,
(Y, A=B)x, +(¥,C-F)y,, +(y,D-G)z,  +(y,H -K)m ;=6 -y,
(zB-F)x ,+(z,A-G)y, ,+(z,C-K)z, ,+(z,D-H)m ,=0-7A;
(m.F-G)x,_,+(mB-K)y ,+(mA-H)z, ,+(mC-D)m ,=5-mA;
and if

xC-A xD-B xH-F xK-G

yA-B yC-F yD-G yH-K

0= #0
zB-F zA-G zC-K zD-H :
mF-G mB-K mA-H mC-D

then



0 0 0 0

—_m

Xn—l:Ex’yn—lzgy’zn—lzgz’mn—l_ 5 (5)
where
0-XA Xx,D-B xH-F xK-G
o0-yA yC-F yD-G yH-K
* 18-zA zA-G zC-K zD-H|" (6)
0-mA mB-K mA-HmC-D

XxC-A 6-xA xH-F xK-G
y,A-B -y A yD-G yH-K
* 1zB-F 8-zA zC-K z,D-H|: ()
mF-G 6-mA mA-H mC-D

xC-A XxD-B d-xA XxK-G
y,A-B yC-F d6-yA yH-K
* zB-F zA-G 8-zA zD-H ®)
mF-G mB-K 6-mA mC-D

xC-A xD-B xH-F 6-xA
yA-B yC-F yD-G 8-y.A
" 1zB-F zA-G zC-K 8-7A| (%)
mF-G mB-K mA-H 6-mA

Encryption one row of the matrix of the image.
Encryption is performed using the elements of the matrix rows C by the formulas (2), where

Xo1=Ci;Yn1=Cij Zn1=Ciji2:M 1 =C 5. | =1n,J=1m. Selected four neighbouring
elements of matrix rows so that each element has been selected only once and only to one of four.

Decryption occurs on the inverse transformation formulas (5) - (9) with the coefficients calculated
on the RSA algorithm.

The results of encryption and decryption are shown on Fig.1 - 3.
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Fig. 1. Original image

Fig.2. Encrypted image

ig.3. Decrypted image

Encryption four rows of the matrix of the image.

Encryption is performed using elements of four

X1 =G Yo1=GCi1j » 21 =Cinjp M1 =Cg

rows by the formulas (2), where

i :ﬁ , ] =1, m. Selected four elements with

identical numbers, one from each line, so that in every four each item has been selected only once.
Decryption occurs on the inverse transformation formulas (5) - (9) with coefficients
A=P,B=Q,F=¢,G=d,C=P,D=-Q,H=d,K=¢,6 = P,A= (.

The results of encryption and decryption are shown in Fig.4 - 6.
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IEig. 4. Oginal imge

Fig.5. Encrypted image




Conclusion.

From the comparison of Fig. 2 and Fig. 5 shows that the encryption of one row of the matrix image is
different from encryption four rows of this matrix. Contours in both encrypted images are missing. Proposed
modifications can be used for any type of images, but the greatest benefits are achieved in the case of using
images that accurately allocate contours. Both types of modification without any reservations can be used for
color images. However, regardless of the type of the image is proportional to the dimension of the original
image, can grow the size of the encrypted image.

The algorithms mother high kpunronoriuny stability, which significantly depend on the choice of
Prime numbers P and Q. This can be confirmed by the following examples.

Fig. 7. Fig. 8. Fig. 9. Fig. 10.

Encryption-decryption Decryption when Encryption-decryption Decryption when
when when

P=103, Q=53, e=1667, P=103, Q=61, e=4133, P=103, Q=53, e=1667, P=101, Q=53,
d=35 d=77 d=35 e=1981, d=21

From figures 7-10 it is seen that these algorithms are extremely sensitive to the choice of members of a
standard algorithm RSA with the interpretation of the image. Minor changes in the values of these elements
make it impossible to decipher the image.

Describes the algorithms can be used when the confidential transmission of images.
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