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The article deals with the problems of support for the state sovereignty in the field of
information relationship. Relevance of the topic is confirmed by the necessity to implement the
Strategy of Information Security of Ukraine, which requires theoretical and legal studies on
support for the state sovereignty in the field of information relationship. It is determined that
state sovereignty in the information space is implemented by exercising the state’s information
function and its information policy. State sovereignty in the information space is defined as a
juridical property of the state being a specific subject of the information and legal relationship,
conducting legal regulation both within its territory, and in the global and regional
information space.

The legislative fundamentals of the information and legal support for the state
sovereignty include identification of the sphere of the sovereignty implementation, support for
the state sovereignty as a goal and principle of the legal regulation of information relationship,
specification of the powers of public authorities on its support. Analysis of the goal and
principles, approved in the key laws regulating relationship in the information space, shows
that, but for some regulations, the mentioned laws do not enshrine the main regulatory
elements of the information and legal support for the state sovereignty of Ukraine. In
particular, the laws do not identify the sphere of the sovereignty implementation, as well as the
goal and principle of the legal regulation of information relationship, do not clearly specify
powers of public authorities on its support. Actually, the laws do not approve the mechanism
for exercising the state’s information function and the state information policy, which are
functional elements of the information and legal support for the state sovereignty of Ukraine.

Key words: state sovereignty, information relationship, goal of legal regulation,
principles of legal regulation, information function.

Problem formulation. The processes of globalization, digital transformation of the state
administration, as well as social and economic relationship influence both the forms of such relationship
implementation and the content, subjects and objects, as well as set new challenges for legal regulation,
based on the mechanisms and ideas, which are traditional for the legal doctrine, and which create a
foundation for comprehension of the specific status of the state as a regulator of legal relationship and its
key feature, i.e. state sovereignty. Information space is the main sphere of geopolitical and economic
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competition of the state, which brings new threats for information security of the state, person and society.
Actuality of those problems is manifested in the innovative documents on the strategic planning in
Ukraine.

Analysis of the problem study. The problems of support for the information sovereignty are much
considered in the works of law researchers, namely V. B. Averianov, O. F. Andriiko, O. A. Baranov,
V. M. Bevzenko, A. I. Berlach, Yu. P. Bytiak, T. Z. Herasymiv, O. D. Dovhan, R. A. Kaliuzhnyi,
A. A. Kozlovskyi, M. I. Koziubra, T. O. Kolomoiets, V. K. Kolpakov, O. V. Kuzmenko, V. I. Kurylo,
Ye. V. Kurinnyi, A. I. Marushchak, H. V. Novytskyi, V. L. Ortynskyi, N. M. Onishchenko, O. I. Ostapenko,
V. H. Pylypchuk, O. O. Tykhomyrov, M. Ya. Shvets, Yu. S. Shemchushenko and others. Development of
the information and communication technologies requires continuous theoretical and legal studies on
support for the state sovereignty in the information space of the state.

The aim of the article is to study the issue of support for the state sovereignty in the system of
information relationship regulation in the information legislation.

Presenting main materials. The problem of the state sovereignty is currently one of the most
heavily discussed in the national and international law because of the multi-directional process of
fragmentation and globalization taking place in the world, and also ambiguity of interpretation of the
concept of “sovereignty”.

The foundation of the juridical construction of sovereignty is made by the sovereign rights of the
state. The sovereign rights create a basis for the country’s legal status and its supreme power. The
mentioned rights constitute legal essence of the state power and juridical content of its activities. Unlike
other authorities of the state, the sovereign rights are exercised directly by the state power.

Identification of the sphere of the sovereignty influence, its manifestation in the goal and principles
of regulation, as well as in the powers of state authorities, constitute a legislative mechanism of support for
the state sovereignty and can be applied for information relationship.

State sovereignty in the information space is implemented by exercising the state’s information
function and its information policy. In the juridical science, there are different approaches to identification
of the information function of the state. The information function of the state is a complex direction of the
activities of public authorities that is determined by the demands of social and political development, to
supply citizens, society and the state with the publically significant information by producing and
distributing it in the legally approved forms.

The key task in exercising the information function by the state is to regulate information relationship.
Law stability is one of the crucial factors of legitimacy of the legal system in public minds [1, p. 53].

State sovereignty in the information space is a juridical property of the state being a specific subject
of the information and legal relationship, which performs legal regulation both within its borders and in the
global and regional information space.

O. H. Yarema says that information sovereignty is the ability and intention of a policy subject to
produce, distribute and consume information depending on the personal interests and to use information as
a resource of political impact in the scale and amount, which satisfies the current and long-term political
interest [2, p. 191].

0. M. Solodka writes that in the scientific literature one can find the concept of “digital sovereignty”
along the concept of “information sovereignty”. Information sovereignty covers a wider range of concepts,
which include the ability to influence not only the information and communication technologies generally,
but also the content, whereas the impact should not be always interpreted as control, because it deals with
the fight against information and psychological actions or personal actions. However, digital sovereignty is
considered as the priority tasks on security of ICT-independence of the state, whereas the content is
concerned episodically, just in terms of collecting data [3, p. 82].
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According to Ye. M. Manuilov and Yu. Yu. Kalynovskyi, information sovereignty depends on a set
of inter-dependent factors, namely information culture and level of subjects’ intelligence, their critical
thinking and skills to work with information, legislation of the country regulating the sphere of
information, peculiarities of performance of the authorities of public society [4, p. 28].

The legislative fundamentals of the information and legal support for the state sovereignty include
identification of the sphere of the sovereignty implementation, support for the state sovereignty as a goal
and principle of the legal regulation of information relationship, specification of the powers of public
authorities on its support.

To assess the degree of institutionalization of the information and legal support for the state
sovereignty of Ukraine in the specific sphere, i.e. in the information space, it is reasonable to make analysis
of such regulating elements as the goal of regulation, principles of regulation, powers of public authorities
in the laws on information relationship concerning regulation of the defined spheres of relationship.

The key laws, regulating relationship in the information space include the Laws of Ukraine “On
information”; “On printed media (press) in Ukraine”; “On television and radio”; “On electronic
communication”; “On access to court decisions” “On the procedure of covering the activities of state
authorities and local governments in Ukraine by mass media”; “On protection of social morality”; “On
critical infrastructure™; “On protection of information in the information and communication systems” [5-13].

The analysis of the content of above-mentioned laws shows that none of them includes the
regulations, which deal with the state sovereignty of Ukraine in the information space. The law of Ukraine
“On electronic communication” defines the territory of Ukraine and the territories under its jurisdiction as
the sphere, in relation to which the legal fundamentals of the activities in the field of electronic
communication are set.

The goal of legal regulation as a regulatory element of the information and communication support
for the state sovereignty of Ukraine is not defined in the Laws of Ukraine “On information”, “On mass
media”, “On access to information on the activities of public authorities of Ukraine”. Such goal is
indirectly concerned in the Law of Ukraine “On electronic communication” (Article 4 “Goal and tasks of
the state administration and regulation in the fields of electronic communication and radio spectrum”),
which can be generally presented as creation of the conditions for supplying services of electronic
communication on the whole territory of Ukraine; support for introduction of innovative technologies;
defense of the interests of the users of services and economic entities in the mentioned field; support for
the effective competition at the market of electronic communication services; creation of the conditions for
development of infrastructure, support for integration with the networks of the European states;
maintenance of the centralized management of radio spectrum and resource of numeration; creation of the
conditions to satisfy demands for electronic communication of the bodies of public power, defense,
national safety, law enforcement. The mentioned goal is not directly related with the support for the state
sovereignty of Ukraine in the information space, but is principally focused on the support for the state
sovereignty on the infrastructure of electronic communications and information technologies as the
information space elements.

Appropriate performance of the critical infrastructure of Ukraine during cyberattacks is declared as
the goal in the laws on the critical information infrastructure [14]. In the context of research on the “Legal
support for cybersecurity of the critical information infrastructure of Ukraine”, that goal is considered as a
normative element of the information and legal support for the state sovereignty of Ukraine [15, p. 2015].

Analysis of the regulations on the goal of legal regulation as a normative element of the information
and legal support for the state sovereignty in the legislation on the information space of Ukraine confirms
that the normative element is enshrined in fragments but not in full.

The only regulating act, which provides a legally approved definition of the information sovereignty
of the state and identifies the goal, is the National program of informatization. Information sovereignty of
the state is the state’s ability to control and regulate flows of information coming from outside the state in
order to comply with the laws of Ukraine, rights and freedoms of citizens, guarantee of the national
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security of the country [16]. However, the definition, which was supplied in 1998, didn’t mention objects
of the information relationship (program and technical complexes, information systems, instruments of
connection and communication, which secured transmission of information; information, information
resources, information products, information services; domain names; information integrity and
information sovereignty of the state; information security; a set of technical systems and complexes, etc.
[17, p. 149]).

The analysis of the principles of regulating relationship in the information space, enshrined in the
above-mentioned laws, confirms that support for the state sovereignty in the information space is not
considered in the context of support for the state sovereignty.

The laws on information and protection of information as the principles of legal regulation of
information relationship approve freedom of actions with information (production, search, transmission,
obtaining, distributing), and the opportunity to restrict access only at the legislative level, openness and
reliability of information, support for cybersecurity of Ukraine while creating and operating information
systems, protection of private life and technological neutrality. The mentioned principles mainly deal with
information resources as an element of the information space.

The Laws of Ukraine “On the procedure of covering the activities of state authorities and local
governments in Ukraine by mass media”, “On protection of social morality” declare a set of principles of
state regulation in the field of application of information technologies, including development of different
information systems and support for their interaction, creation of conditions for using the Internet and other
information and communication networks, support for the information security of population.

The Law of Ukraine “On information” includes the Article 2 “Main principles of information
relationship”: guarantee of the rights for information; openness, accessibility of information, freedom for
information exchange; reliability and completeness of information; freedom of expressing beliefs;
legitimacy of obtaining, employing, distributing, storing and protecting information; defense of a person
from interfering with the person’s private and family life. They are approved in some articles.

The Law of Ukraine “On the procedure of covering the activities of state authorities and local
governments in Ukraine by mass media” does not identify the principles of information activities, but
mentions about the support for access to information, openness, reliability and accessibility of information,
relevance of supply, freedom of search, obtaining, transmission and distribution of information under
simultaneous protecting citizens’ rights of privacy, personal and family secrets, protection of honor and
business reputation, right of legal entities to protect their business reputation.

The Law of Ukraine “On protection of social morality” does not include separate regulations on the
principles. Moreover, the Article 7 regulates defense of children form information making harm to their
health and development.

According to the Law of Ukraine “On critical infrastructure”, which regulates information
relationship, the principles of support for the security of critical infrastructure, as well as information one,
include legitimacy, continuity and integrity of the support for critical information infrastructure, priority of
preventing cyberattacks.

Analysis of the goal and principles, enshrined in the key laws regulating relationship in the
information space, demonstrates that, but for some regulations, data of the laws do not include fundamental
regulating elements of the information and legal support for the state sovereignty of Ukraine. In particular,
they do not identify the sphere of the sovereignty implementation, the goal and principles of the legal
regulation of information relationship, do not specify powers of public authorities on its support.

In fact, the mechanism of implementation of the state’s information function and its information
policy, which are the functional elements of the information and legal support for the state sovereignty of
Ukraine, is not approved in the laws. The strategy of information security of Ukraine does not identify
fundamentals of its information sovereignty.

The Doctrine on information security of Ukraine (acting from 2017 to 2021) determined the goal and
principles, national interests in the information sphere by distinguishing the essential interests of a person
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and essential interests of the society and the state. It also set the tasks on analysis and consolidation of the
information on conditions of Ukrainian legislation and the juridical practice in the field of protecting the
state sovereignty and preventing interference with the internal affairs of Ukraine; preparation of proposals
on improvement on the legislation in the field of defense of the state sovereignty and prevention of
interference with the internal affairs of Ukraine; monitoring of the activities of foreign countries, focused
on interfering with the political, economic, cultural, humanitarian sphere of activities in Ukraine.

In the doctrine of information law, much attention is paid to the issue of trans border information
interaction and problems of application of the jurisdictions of different countries in the information sphere,
but little attention — to the analysis of peculiarities of the very mechanism of implementation, maintenance
and defense of the state sovereignty in the information space. These circumstances force the necessity and
relevance of a new conceptual approach to the content and essence of the state sovereignty in the
information space, as well as the mechanism of its information and legal support while making strategic
planning.

The issues of information sovereignty are not considered in the Regulation on the Ministry of
Culture and Information Policy and the Regulation on the Ministry of Digital Transformation of Ukraine.

The strategic direction of “Information and communication technologies” of the National economic
strategy until 2030 also omits the issues concerning the state information sovereignty [19].

S. H. Hordiienko says that Ukraine currently does not demonstrate features of the policy of
information security, including the information sovereignty, although there are numerous theoretical and
applied, as well as scientifically substantiated theories of its support. In means the power authorities adopt
legal regulations with no theoretical justification of them [18]. In that aspect, it is also expedient to make a
comparative analysis of the information legislation of the European Union states in the fields, which are
the most vulnerable to foreign interference (election, political parties, business, mass media, Internet,
social networks) to make appropriate amendments to the current Ukrainian laws in case of necessity.

While assessing expediency of introducing the public expert estimates of legislative acts in the field
of information law on the information sovereignty, it is necessary to consider that in the conditions of
information society, which is viewed as a public, democratic and legal one, implementation of the
information sovereignty as a basis of the state sovereignty is secured by direct participation of citizens and
public organization in the rule-making process, including the independent expert estimates.

Conclusions. Implementation of the state sovereignty in the information space is related with the
information function of the state as a direction of activities of the public authorities on regulation of
relationship, which appear in the information space, and the national information policy. In the information
legislation, principles of the information and legal support for the state sovereignty are not enshrined. The
laws do not approve the sphere of the sovereignty implementation, do not describe the support for the state
sovereignty as a goal and principle of the legal regulation of information relationship, as well as do not
specify powers of the public authorities on its support. These gaps necessitate introducing the appropriate
amendments to the corresponding laws of Ukraine.
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3ABE3IIEYEHHSA JEP)KABHOT'O CYBEPEHITETY
Y COEPI IHOOPMAIIMHUX BITHOCUH

Po3kpuBaroThcs npodiaemMu 3afe3nedeHHs [1ep:KaBHOr0 cyBepeHiTery y cdepi iHdopmauniiinux

BilHOCHH. AKTYa/ILHICTh TeMH 3yMOBJICHA HeoOXifHicTIO peasizanii CTparerii indopmaniiinoi 0e3nexu
Ykpaidu, 10 BUMAara€ npoBeleHHsl TeOPeTHUKO-IIPABOBUX JA0CIiIKeHb 3a0e3NeuyeHHsl 1epP:KaBHOr0 cyBe-
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penitery y cepi indopmauiiinux BinHocuH. Bka3zaHo, o Aep:kaBHUi cyBepeHiTeT B iH(popmaniiiHomy
NMPOCTOPi peastizyeTbes 3a A0NOMOrow inpopmaniiinoi pyHkuii gep:xaBu Ta ii indopmauiiinoi nosxiTukm.

Jep:xaBHuii cyBepeHiTer B iH(opManiiiHoMy npocTopi BH3HAYEHO AK IOPUIAMYHY BJIACTHBICTH
JIep:KaBU K 0CO0JUBOTO Cy0 €KTa iH(popManiiHO-MPaBOBUX BiTHOCHH, IO 3/iliCHIOE IPABOBE PeEryJIio-
BaHHS SIK Y MeKaX CBO€I TepUTOPil, TaK i B 11100a1bHOMY Ta perioHajbHOMY iHpopManiiiHOMy NPOCTOPI.
3akoHonaB4i ocHOBH iHGopManiiiHO-NpaBoBOro 3a0e3NneYeHHs eP/KABHOI0 CyBepeHiTeTy BpPaXoBYHOTh
BU3HA4YeHHs cepn peajizanii cyBepeHiTeTy, BUSHAUYeHHA 3a0e3MeUeHHs AeP:KABHOIO CyBepeHiTeTy fiK
MeTy Ta NPUHUMI HOPMATHBHO-NPABOBOr0 pery/joBaHHs iHQopMauiiiHMX BiIHOCHH, KOHKpeTU3aUil0
NMOBHOBAaKeHb OpPraHiB myo0JIiuHOI BJaaM 100 HOro 3a0e3nmeyeHHsi. AHAJNI3 MeTH Ta NPUHIMUIIB, BCTa-
HOBJICHHX Y KJIIOUOBHX 3aKOHAX, 110 PeryJII0I0ThH BilHOCHHM B iHopManiiiHoMy npocTopi, mokasas, 110,
3a BUHAATKOM OKPeMHUX I0JI0KeHb, IaHi 3aKOHU He MICTATh OCHOBHUX HOPMATHBHUX eJieMeHTIB iHdop-
MALiiHO-IPABOBOro 3a0e3NedYeHHs eP:KaBHOI0 CyBepeHiTeTy YKpaiHu. 30KpemMa, He BH3HAYA€ThCH
cepa peasizanii cyBepeHiTeTy, MeTa Ta NPUHIMIHM HOPMATHBHO-NIPABOBOI0 peryIOBaHHA iH(popma-
WiilHUX BiIHOCHMH, He KOHKPETHU30BAHO NMOBHOBA)KEHHsI OpraHiB my0./i4yHOI BJaau 1010 ioro 3ade3me-
YyeHHsl. PaKTMYHO 3aKOHOJABCTBOM He 3aKpillJIeHO MexaHi3M peasizauii ingopmauiiinoi pynkuii nep-
JKaBHM Ta Aep:KaBHOI iH(popManiiiHol moJyiTHkH, fAKi € PyHKUiOHAJILHMMHU ejleMeHTaMHu iHdopmauiiiHo-
NPaBOBOro 3a0e3MeYeHHs AeP:KaBHOI0 CyBepeHiTeTy YKpaiHu.

KuouoBi cioBa: nepxkaBHuil cyBepeHiTeT, iHdopMauiiiHi BilHOCMHHM, MeTa NMPaBOBOr0 peryJio-
BaHHs, IPMHUIMIHN NPABOBOI0 peryJloBaHHs, ingopmaniiina pyHkuis.
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