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Abstract: Today, there are millions of Wi-Fi hotspots available
by diverse service providers such as operators, public spaces,
enterprises, and even citiess With the developments on
OpenRoaming approach, cloud federation, automatic global
roaming, efficient user onboarding and network automation have
become important requirements for stakeholders within the
ecosystem. This study aims to present a cloud based hotspot
platform solution called WifiZoneCloud which enriches the
limited hotspot capabilities of new generation firewall, access
point and similar network devices; provides roaming between
different locations of an institution; keeps the use of the network
under control and makes the network reportable, and even
performs required logging. With diverse authentication tools, the
platform ensures high security according to the needs of users.
Above all, these operations are completely administered in the
cloud environment. The proposed new platform is likely to pave
the way for the establishment of the global Wi-Fi network and
present valuable opportunities in the 5G era.

Index Terms: Hotspot, OpenRoaming, cloud, network, user
management, traffic monitoring.

I. INTRODUCTION

A hotspot can be described as “a physical location where
people can access the Internet, typically using Wi-Fi, via a
wireless local area network (WLAN) with a router connected
to an Internet service provider” [1]. These locations are
generally named as “Wi-Fi hotspots” which refers to the IEEE
802.11 communications standard for WLANSs [2]. Basically,
hotspots are the physical areas where users can wirelessly
connect their smartphones, tablets and other Internet capable
devices. A hotspot can be in a private or a public location,
such as in a hotel, an airport, or in a shopping mall. While
some public hotspots provide free wireless access, some of
them require payment [3][4]. Wi-Fi hotspots are largely
similar, there are a few different types available, and they have
some distinct differences.

Today, there are millions of Wi-Fi hotspots available by
diverse providers such as operators, venues, public spaces,
enterprises, cities and so on [5]. As highlighted by the report
of Cisco, the number of global Wi-Fi hotspots is expected to

reach over 600 million by 2023 [6]. From user’s perspective,
connecting to public Wi-Fi networks sometimes becomes a
tedious and inconvenient experience [5]. This process repeats
each time when users try to access a different Wi-Fi network.
Moreover, this situation creates fragmentation and making it
impossible to build a Wi-Fi roaming service at any scale [5].

Accordingly, in May 2020, the Wireless Broadband Alliance
(WBA) launched OpenRoaming which is an effort to address
the fundamental Wi-Fi connectivity issues [7]. This roaming
federation service aims to enable an automatic and secure Wi-
Fi experience globally and to create an open connectivity
framework for all organizations in the wireless ecosystem [7].
It brings together Wi-Fi Access Network Providers (ANPs)
and Identity Providers (IDPs) under a Public Key
Infrastructure (PKI) based model. As it is highlighted in [7],
WBA OpenRoaming standard focuses on three key elements:
(1) Cloud federation to enable automatic roaming and user
onboarding on Wi-Fi; (2) Cyber Security to enable simple,
secure and scalable Wi-Fi connections among different
organizations that are part of WBA OpenRoaming; and (3)
Network automation to define an automated roaming
consortium codes framework (RCOI) to support policy
provision on devices and networks. Currently, WBA
OpenRoaming Wi-Fi roaming standard is supported by many
high-profile companies such as AT&T, Boingo, Broadcom,
Cisco, Commscope, Deutsche Telekom, Facebook, Google,
Intel, Net Experience and Samsung.

In recent years, significant developments on cloud
technologies have led network hardware manufacturers to
develop their own value-added products and services. They
aimed to make the devices they produce manageable in the
cloud environment. Particularly in the field of Wi-Fi hotspot
solutions, with the developments on OpenRoaming approach,
cloud technologies have become an important issue for many
network hardware manufacturers. There is a wide variety of
local and cloud-based Wi-Fi hotspot platform solutions for
providers. However, local solutions are very difficult to
manage and have problems with updating processes. On the
other hand, recent cloud-based solutions are created by
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targeting the products of a certain brand and it is observed that
there is no flexibility of customization.

This study aims to present an innovative cloud hotspot
platform solution called WifiZoneCloud which enriches the
limited hotspot capabilities of new generation firewall, access
point and similar hotspot capable devices; keeps the use of the
network under control and makes the network reportable, and
even performs required logging. The proposed infrastructure is
located completely in the cloud environment to make the
endpoint user independent from hardware and infrastructure
resources. It enables to control, analyze and report the internet
usage of in-house guest internet users. Thus, using the cloud
hotspot capabilities of network hardware manufacturers,
different authentication methods are also offered to customers,
and the information received from these networks can be
analyzed and reported.

The rest of this paper is organized as follows: Section I
presents the methods for designing and developing
WifiZoneCloud platform. Section Il explains how the system
platform works. Finally, the study is concluded in Section 1V.

Il. METHODS

WifiZoneCloud platform can be used by service sector,
convention and culture centers, municipality subsidiaries,
public institutions, mass transportation vehicles, entertainment
sector, chain businesses and any institution which open its
internet services to general use and which have the liability to
inform such as institutions rendering service as any type of
"hotspot"”. With the help of WifiZoneCloud platform, these
actors can use the capabilities of their own devices in their
network infrastructure more efficiently in terms of hotspot,
user management, traffic monitoring and network
management.

A. DESIGN CONSIDERATIONS

The main design issues of WifiZoneCloud platform are
described under three headings:

(1) Creating Manageable Guest Networks on the Cloud:
Network administrators will be able to manage, report and
analyze in-house hotspot networks from any location. These
services are currently provided with in-house hotspot devices.
In addition, it creates a limiting factor for the customer, as the
structures working in similar examples working in the cloud
environment are dependent on a certain hardware. With the
ability of the proposed platform to work in the cloud
environment, the obligation of the customer to open the local
network to the external environment is eliminated. All
network equipment with hotspot capability will be supported.
Thus, it will be ensured that the customer is not obliged to a
certain equipment.

(2) Building Global Roaming Capability: Users with more
than one location are provided with the opportunity to login
with the same information as other locations after logging in
only once. Currently, since each location has a separate user
portfolio, Users are required to re-register at different
locations. This creates unnecessary costs for our customers
and negatively affects the end user experience. With global
roaming capability, the platform makes a difference compared
to its peers.

(3) Enriching Authentication Process by Using Different
Methods: Apart from the standard authentication form where
users only log in with a username and password,
authentication methods that may include different integrations
that they can shape themselves will also be presented. Existing
solutions generally have only the ability to verify only via
SMS. With WifiZoneCloud platform, various authentication
models will be performed according to the login parameters
that the user will define on the administration screen.

B. SYSTEM DEVELOPMENT

For the development of WifiZoneCloud platform, following

issues have been considered:

(1) Using the Hotspot Capability of Network Devices:
Network equipment with external hotspot capability will
be able to be directed to the customized hotspot login
page by interfering with the internet traffic of the users
connected to the network.

(2) Use of Authentication Servers: Due to their nature,
hotspot systems need Radius (Remote Authentication
Dial In User Service) servers for authentication. Radius
is the software that provides authentication service to the
hotspot service by keeping the user and user limit
information needed for the hotspot. In our system, it is
aimed to provide hotspot system authentication service
by using more than one Radius server with a road
balance structure.

(3) Use of MySQL Database: MySQL database will be used
to provide infrastructure to Radius servers and
customized hotspot structures. The purpose of choosing
MySQL database is that Radius servers work more
efficiently with MySQL database and resource usage in
Linux infrastructure is more optimized.

(4) Infrastructure: Linux operating system will be used for
all systems to run on it. Linux was preferred because of
the more optimized resource usage.

C. AUTHENTICATION MODELS ON WIFIZONECLOUD

User authentication and verification tools are essential
design issue of Wi-Fi hotspot solutions. With WifiZoneCloud
platform, diverse authentication tools are designed in a
modular structure. In this way, desired authentication tool can
be added or removed via the administration panel depending
on the user company’s preference.

The methods to be presented in the administration panel of
WifiZoneCloud platform are as follows:

(1) Static Method: No information is requested from the
user. By clicking the login button on the welcome page,
the user is allowed to use the internet.

(2) Standard Method: Users are created manually from the
management interface by the administrator and users can
log in with the username and password given to them on
the welcome screen.

(3) SMS Method: It is the method where users can register
with a registration form and log in with the username and
password sent to them.

(4) VIP Method: It is the method that allows internet use
without the need for any welcome screen defined by the
administrator.
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(5) Active Directory (AD) / Lightweight Directory Access
Protocol (LDAP) Method: AD is a directory service
developed by Microsoft for Windows domain networks
[8]. This service stores information about user accounts,
such as names, phone numbers, passwords, and many
other credentials. Also, it enables authorized users on the
same network to access this sensitive information. On the
other side, LDAP is the lightweight version of the
Directory Access Protocol [9]. It is an open industry
standard mechanism and a cross platform protocol for
interacting with directory servers; namely it is used for
directory services authentication. This service on
WifiZoneCloud platform enables users to log in by
integrating the wuser information registered in the
AD/LDAP structure of the institution.

(6) Interactive SMS Method: It is a service where the user
can use the internet by sending a random code given on
the welcome screen to a specific GSM number [10]
[13]].

(7) XML Method: This allows the user to verify over a
requested XML Web Service.

(8) PMS Method: It is the method in which WifiZoneCloud
verifies user information integrated with the institution's
registration system, and the information used by the
institution for authentication is requested from the user
(surname/room no, identity/room no etc.). This service is
generally suitable for use in hotels.

(9) OAuth2 Method: This service allows the user to be
authenticated by integrating with systems using the
OAuth 2.0 authentication standard [14] such as
Facebook, Twitter, Google etc. OAuth 2.0 Authorization
Protocol (Fig. 1.) is the access and sharing of the
information (owned by the Resource Owner and
managed by the Resource Provider) by the service
provider under control of authentication server [15] [16].
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Fig. 1. OAuth 2.0 General Protocol Flow [14] [15]

HLHOW WIFIZONECLOUD WORKS

A. HOTSPOT FEATURE

(1) Network Device Side: The next generation network
devices in the network that will use the WifiZoneCloud
system have the ability to define Hotspot and Radius servers.

All definitions related to the functioning of the hotspot
capability are made on the relevant network device. These
configurations vary according to the manufacturer and model,
but basically there are areas where the definitions of the
hotspot page are provided. In order to run the WifiZoneCloud
system, the URL produced by the WifiZoneCloud system is
defined in these configurations.

The URL is defined in the same way as the Radius server,
and ports 1812 and 1813 are defined for access and accounting
transactions. Radius Access is the first login request that the
user sends to the authentication server. Radius Accounting is
the radius package in which the user's usage information on
the network is transmitted in a certain period within the
framework of the configuration on the hotspot server after the
user connects over the hotspot.1812 is used for access Radius
packages and 1813 is used for accounting Radius packages.

SSID (service set identifier) and DHCP (Dynamic Host
Configuration Protocol) definitions are made on the network
device independently of the hotspot. These definitions are
assigned to the network defined for the hotspot. SSID is the
sequence of characters that uniquely names a WLAN. An
SSID is sometimes referred to as a "network name." This
name allows stations to connect to the desired network when
multiple independent networks operate in the same physical
area. The user chooses it from his device to connect to the
wireless network. DHCP is the network management protocol
service used to dynamically assign an Internet Protocol (IP)
address to any device, or node, on a network so they can
communicate using IP.

(2) WifiZoneCloud Side: In case of management flow, the
customer, who has a new generation network device and
wants to use the system, logs in to the system by registering in
the system and adds her institution's or company’s information
to the system (Fig. 2) and manages different locations as well.

After this stage, it defines the web URL where the hotspot
service will be provided by creating a subdomain under
WifiZoneCloud domain or a subdomain under its own domain
for the hotspot page it wants to create.

After the URL is defined, the manager determines the
authentication method (SMS, PMS, etc.) that she wants to use
in the hotspot system (Fig. 3).

The manager can customize the hotspot page according to
her institution. After login, she can determine the web URL
she wants to be accessed. By connecting the users using the
form to the user groups it defines, it can provide access to the
internet with certain quotas (speed, data, time). In addition to
user management, the manager can monitor all the devices on
the network (Fig. 4). A real-time summary data is shared on
the dashboard of administration panel for manager (Fig. 5).

On the other side, the user connects to the SSID defined by
the institution for the hotspot, and then is directed to the
hotspot address by the network device. This is the URL
defined by the page manager. When she accesses the URL,



4 Busra Ozdenizci Kose, Senol Yaya, Vedat Coskun and H. Ali Mantar

she registers using one of the authentication forms defined by
the manager and enters the information provided to him in the
form and presses the "Login" button.

The information received from the user is sent to the Radius
verification address of the network device. The network
device receiving the information converts the data into a
Radius information packet to send the data to the Radius
server and transmits it to the WifiZoneCloud server defined on
it via port 1812.

After the user's presence has been checked on the Radius
server, the access limits are taken and sent to the network
device. Access is provided to the user requesting connection
within the framework of these limits.

After the access is granted, if the manager has defined a
domain for routing the user, if the user has not defined the
defined domain, they are directed to the address they want to
access.

B. LOGGING FEATURE

Some countries have laws to control internet access and
prevent illegal activities; The responsibilities of the line
owners and the technical actions to be taken have been
determined. Within the scope of these transactions, line owner
organizations are responsible for internet access on the line
and must keep records within the framework of certain rules.

WifiZoneCloud Administration Panel
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It is ensured that the unique access information of the
accessing user is kept under record. Each session of the users
registered within the scope of WifiZoneCloud is recorded
separately between the start and end intervals. In this context,
the wuser's name, surname, GSM number, e-mail, etc.
information is retrieved and logged by matching the unique
information with the session record. At the same time, it is
ensured that the user's web access logs are kept. Web access
logs, known as access logs, are recorded by matching the
user's unique log information. Provided access and usage logs
are signed and archived daily by nationally accepted digital
signature service providers.

B. ROAMING FEATURE

With the advantage of working in the cloud environment,
WifiZoneCloud can provide internet access at different points
of the institution around the world without the need for users
to re-register. At the same time, if the device of the managed
institution can provide Radius access at layer 2 level, direct
internet access will be provided when the user connects to the
network without encountering the hotspot welcome screen.

C. REPORTING FEATURE

Through the logs obtained from the user's access, data such
as whether the users are successful with the information they
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use to log in, instant data traffic, the addresses they access, the
devices used while accessing, and session information can be
reported.

IV.CONCLUSION

This study presented the basics of a manageable hotspot
system in the cloud environment. The new platform will
benefit three main entities within the ecosystem:

(1) Device Manufacturers: Complex device tuning can be
done via the WifiZoneCloud platform with more than 95%
performance. Customized authentication processes, guest
network management, reporting and analysis capabilities,
which they cannot provide in their own infrastructure, will be
gained.

(2) Customers: They can manage technical and complex
processes such as Internet access and device setup via the
platform with at least 90% reliability and robustness. This
means that it will be easier to manage, customize, report and
analyze guest networks in line with their needs.

(3) Government Agencies: Internet traffic information,
which must be kept as per the law, will be kept totally. By
recording and signing HTTP and DHCP logs by the system,
customers can fulfill their responsibilities to the government
without any problems.

The development stage of the WifiZoneCloud platform is
currently almost complete. After development and
dissemination stages, WifiZoneCloud platform is expected to
support almost all the basis of establishing a worldwide Wi-Fi
network with the developing wireless technologies. It will
enable end users to easily register for each Wi-Fi internet
access point and automatically join each access point in a very
short time (approximately <30 seconds) with considerable
ease. Besides, it will be possible to set up many Internet access
point devices, enable end-users to join the platform securely
with their personal devices, and ensure that all transactions
during the session are conducted by security standards.
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