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Abstract. The basis for image protection is the assumption that the image is a stochastic signal. But the image is
a specific signal that possesses, in addition to typical informativeness (informativeness of data), also visual
informativeness, which brings new challenges to the issue of protection. Therefore, the urgent task is to implement
such application of the RSA algorithm that when encrypting an image: — the cryptographic stability of the RSA
algorithm did not deteriorate; — achieves full image noise to prevent the use of visual image processing methods.

An algorithm for encryption-decryption of monochrome images in fractional-rational forms of order n using
the elements of the RSA algorithm is proposed, as the most resistant to unauthorized decryption of signals. The
proposed algorithm is applied to images with strictly separated contours. Elements of the RSA algorithm are applied
to construct the coefficients of fractional-rational affine transformations. The developed algorithm is inherent in the
higher cryptographic stability compared to the ordinary RSA algorithm. The possibilities of using the elements of the

RSA algorithm in affine transformations while encrypting and decrypting images are described.

The results of encryption modeling for cryptographic transformations of monochrome images of a given
dimension are given. Modified models and algorithmic procedures of key formation processes, direct and inverse
cryptographic transformations, reduced to mathematical element-by-element operations, have been developed.
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1. Introduction

In the era of information technologies and mass
communications, the need to solve the challenges of
information security and achieve the necessary level of
protection of information of various contents led to the
corresponding accelerated development of cryptography.

An image can be defined as a two-dimensional
function f (x, y), where x and y are coordinates in space
(specifically, on a plane). The value of f (x, y) at any
point is called the intensity or gray level at that point. If
the values x, y, and f (x, y) take a finite number of
discrete values, then we consider a digital image. The
latter’s processing consists of the computer processing of
digital images. Note that a digital image includes a finite
number of elements, each of which is located in a
specific place and acquires a certain value. These
elements are denominated as picture elements or pixels.

Mathematically, a digital image is displayed by an
n by m matrix of pixel intensities, where n is the number
of image rows, m is the number of columns. The most
common and stable information encryption algorithm is
the RSA algorithm [1-2], which is one of the most used
public key algorithms. The security of the RSA
algorithm is based on the resource-intensive factorization
of large natural numbers. The application of the RSA
algorithm, as the most resistant to unauthorized
decryption, concerning images in which contours are
strictly separated, does not give satisfactory results. On
the encrypted image, it is possible to distinguish the
main contours of the input image or arise an effect of
incomplete noise.

Extracting the contour means finding the maxima
of the modulus of the gradient vector [2-3]. This is one

of the reasons why contours remain in the image while
encrypting by the RSA system since RSA encryption is
based on exponentiation modulo of a certain natural
number. The presence of contours in the image is an
important characteristic of the image. The task of
extracting a contour requires the use of operations on
neighboring elements that are sensitive to changes and
suppress the values of brightness levels. That is, contours
are those areas where changes occur, becoming light,
while other parts of the image remain dark [4-5]. At the
same time, on the contour and the pixels adjacent to the
contour, raising the luminance value to the power gives
an even greater gap [8-17]. Considering the image, there
arise particular problems with its encryption. Namely,
contours on sharply fluctuating images are partially
preserved. Therefore, the following consideration is
based on an affine transformation of Euclidean space in
Cartesian coordinates. In such a manner, a transfor-
mation of Euclidean space is called affine if this
transformation maps every plane to a plane.

2. Drawback

Studies [6-7] have established that significant
deviations in pixel intensity values can be created in the
area of contours in the image during encryption, which
makes it impossible to blur these contours at certain
values of selected simple numbers.

3. The Aim of the Work

The aim is to create a modification of the RSA
algorithm, using fractional-rational affine transforma-
tions and various elements of the RSA algorithm, for a
complete visual blurring of image contours.
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4. Encryption Method Issue

The elements of the RSA algorithm are the simple
numbers P and Q as well as the numbers e and d,
obtained from the congruence ed =1 (mod ¢p(V)), N=P
*Q, where (V) is the Euler function.

Let's assume that the image is matched with a
color matrix C (matrix of pixel intensities) [4, 6-7]:

C
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The fractional-rational
transformation of Euclidean
coordinates has the form:
_Ax"-B
S Cx"-D

n-ary form of the
space in Cartesian

y , (1

here n > 0 is a simple number. The expression (1)
display moves the dots xzdg to the point . The

inverse to formula (1) displaying leads

to: xany_B (2)
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The inverse projective displaying (2) shifts a point

A . o .
y :E to a point oo, that is, it is not mutually exclusive

if 4 # D. To obtain a reliable decrypted image, it must be

taken into account during encryption and decryption.
Encryption is carried out element by element

according to formula (1), where x = ¢

i=Ln, j=Lm, A= D=0, B=P-Q,C=e—d.
Decryption is carried out according to the inverse
transformation formula (2) with the same coefficients
A= D=Q,B=P—-Q, C=¢e—d. The results of
encryption and decryption are shown in Fig. 1 for n=2.
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A. Initial image

B. Encrypted image

C. Decrypted image

Fig. 1. Encryption results
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ITinenmenHAa crilikocTi anropurmy RSA adgpinanMni

nepeTBopeHHA MR

3.1. BuUkopHCTAaHHA EBAOPATIFHHX ((OpM O HIOABHIIEHHA CTLHKOCTI

mudpVEaHHA SIHAPHAME AIHHHME IepPeTB OpeHHAMH

3.1.1. TeopeTHuH] BiDOMOCTL HPO KBAIPATHTHI (pop M

DOPMOK HAZHBACTLCT OOHOPLIHHA IMOJHHOM BI JBOX ad0 OLNbIIe 2MIHHIX.
TOGTO MOJHHOM, BCl €TeMeHTH AKOTO MAKTh TY CcaMy MOBHY CTEIiHB MO CYEYITHOCTI
2MIHHHX, HANPHEKIIAT, A+ Xy + yz - popma creneHa 2, - xzy + 313-‘2 + _]-“3 - dpopna
crenenda 3. OOHHM 3 OCHOBHHX € IHTAHHA: AKI UM THCIA MOKYTE OYTH IMOIAHL 33
monomoro dopme (ToGTO0 AK LI 3HATEHHT MOMKe OpPHAMATH (opMa) MpH IILIIX
sHadeHHEAX *MIHHOXT 7 mpocToTH MH 00MEKIMOCH JIHIEe JBOMA 2MIHHHMHE, TOOTO
dopmamn By Ax,y) = ax® + Dbay + o Uncno A = dac - b* HasHpaerbes
OHCEPHMIHAHTOM (QopmH _fix,y).

DopMH 2 JODATHIM JHCEPHMIHAHTOM HAZHBAKTLCA BHZHAMEHHMH, TOMY 10
BCl 2HaleHHA, HAOVT1 hoproro Jlx,y) v bOMY BHIATEKY, MAKTL TOH JKe 2HAK, 10 H 4.
Ilpu momatHBOMY « dopma flx,y) 2apOH BH2HA'MEeHA | HAHBACTBCA JOOATHLO
pHzHaIeHOR. QOpPMH 2 BIT €MHHM JHCEPHMIHAHTOM HAHBAIOTHCSA HEBHZHAYTEHHMH.
TOMY 10 _J{v,y) OpHAMAE AK JOTATHI, TAK 1 BT €MHI 2HASeHHA.

Searo B _ffv,y) podutH 2amMiHy 2MIHHEX ¥ = 4w + Bv.y=Cnu+Dv, ne 4, B, C, D -
L1 YHCIA, 10 ¢ 3a00B 0JIBHAKTE YMOop1 4D - BC = %1, T0 0O0ep:KHMO HOBY (hopMy
g(r,v). Tony 10 DY OB-AKIN Hapl HUTHX YHCEI X |, ) BIOMNOB IIae mapa MiMHX SHCe 7 1
¥, TO KOSKHE IIiJIe THCI0, Nofdane (popuoro f nomaerbed popuoto g, i Hapnakn. B
TAKOMY BHIAOKY [OBOPATE, 10 _f1 g ekBIBaIeHTHL. Bel dhopnil, ekeIBaIeHTHI TaHIA,
VIBOPHOTE KITAC €KBIBATeHTHOCTL, MHCIO TAKHX KIaciB 1A

Fig. 2. The initial image

Fig.3. The encrypted image
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JonoMoroo Qopmu (To0TO AKI WM 3HAUEHHA MOKe NPHHMATH (opMa) NPH IIIHX
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dopmamu BHOY Jlx,y) = ax® + bxy + qu. Yucno A = 4ac - B* nazupaerbes
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(I)OI)I\-IH 3 I[OI[aTHil\I ,‘.'[HCL])HI\-IiH&'IHTOl\I HAa3HB AKTHBCA BH3HA'IEHHMH, TOMY IIO0
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ToMy IO f{x,y) npHiiMae K JoOaTHI, TAK 1 Bl €MHI 2HA'IeHHS.

Axao B _f{x,y) 3poOHTH 3aMiHy 2MIHHHX X = Au+ Bv.y=Cu+Dv, ne 4, B, C, D -
LT HCMA, L0 3aJ0BONBHIKTE YMOB1 AD - BC = +1, 1o onep:xumo HOBY dopmy
g(r,v). Tomy o Syap-AKii mapi QUTHX GMHCENIX , ¥ BIAMNOBIAae nmapa HUTHX THCe 7 1
¥, TO KOXKHe IIiJle \HcIo, nogaHe ¢opmoro ff modaerscsa opMoro g, 1 HaBMakH. B
TAKOMY BHIOAOKY TOBOPATH, 10 _f1 g eKBiBaleHTHI. Bel popMH, eKBIBATIEHT H1 JaHI,
VIBOPIOKTE KIAC €KBIBAIEHTHOCTI, YHCIIO TAKHX KJIACIB ITIA

Fig.4. The decrypted image

The proposed method can also encrypt textual
information that was previously converted to a graphic
format. The results of such encryption and decryption
using the mentioned method are shown for n = 2 in
Figs. 2-3.

From a visual comparison of the encrypted
images, it can be seen that the encryption of the image
matrix at # = 2 is different. There are no contours in both
encrypted images.

The proposed modifications apply to any type of
image, but the greatest benefits are achieved in the case
of images with well-defined contours. This algorithm
can be recommended while transmitting the coded
graphic images. Also, the input and decoded images are
slightly different.

That is, the use of the proposed algorithm does
not degrade image quality. But in the situation of the
existence of certain quality requirements of the input and

decoded images and quality criteria, a certain number of
attempts becomes necessary to select such simple
numbers P and Q as well as numbers e and d in the
congruence ed = 1 (mod ¢(N)), N =P *Q aiming the
achievement of the high-mentioned criteria and
requirements.

5. Conclusions

Using the RSA algorithm, based on numerical
experiments with various monochrome images during
encryption and decryption, it is established that the pro-
posed modification has a certain advantage; it enhances
the cryptographic stability of the RSA algorithm. The
described modification is powerful for color images
without any reservations. However, regardless of the
image type, the size of the encrypted image also
increases in proportion to the size of the input image.
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