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GPS SIGNAL JAMMING EFFECT IN SVALBARD ISLAND AND ITS ELIMINATION
BY USING GLONASS, GALILEO AND BEIDOU SATELLITES

The Svalbard Islands are located in the Arctic Ocean, halfway between Norway and the North Pole. Because of
this, the Svalbard Islands exhibit a number of special properties that make it an interesting region for studying interac-
tions between the atmosphere, sea ice, and ocean. In this study, satellite signals of three points (NABG, NYA2 and
NYAL) on the island of Svalbard in the Barents Sea were examined. On January 8, 2022, signal jamming effects
appeared at all three points. From these two points (NYA2, NYAL), it was obvious that GLONASS, Galileo and
Beidou satellites were also recorded in the receivers as well as GPS satellites. For this reason, the effect of the jam-
ming effect on the GPS signals on the position accuracy was investigated using both static and kinematic methods. In
addition, both static and kinematic processing at these two points was performed with GLONASS-Galileo-Beidou
satellite combinations in order to eliminate the GPS jamming effect. Although the GPS jamming effect is not obtained
in large values in the static process, when only GPS satellites are used in the kinematic process, it reaches approxi-
mately 5 meters as the maximum horizontal coordinate difference. The maximum height difference recorded was
approximately 15 meters. The difference in coordinates between the kinematic and static processes, as determined
through the use of GLONASS, Galileo, and Beidou satellites, was around 5 cm. However, in terms of height values, it
reached up to about 10 cm. In the Svalbard Islands, when GPS signals are exposed to interference, satisfactory results

were obtained by using GLONASS-Galileo-Beidou satellites.
Key words: GPS, GLONASS, Galileo, Beidou, Signal Jamming, Svalbard Islands, Accuracy

Introduction

Electronic attacks are not always precise. During
an attack, jamming signals radiate outward from a
central source, and can affect any device that is within
both range and line of sight. Often, only high-profile
jamming occurrences affect larger entities, such as
governments, large commercial airlines, or media
organizations. They are usually reported in the media
or by government agencies. Therefore, discrete points
presented on the maps do not necessarily represent the
full scope signal loss of jamming-affected areas.
Jamming of GPS signals is not only a matter for the
military but even more so for the civilian part of soci-
ety. In case of an emergency on land, at sea, or in the
air, loss of GPS may lead to a higher risk of naviga-
tion error, causing much longer time to locate a per-
son or a group of people in distress (Nilsen 2019).
Both military and civilian entities make regular use of
satellite-enabled Global Positioning System (GPS)
and communication technology via signals transmit-
ted over various radio frequencies. However, reliable
transmission of this information can be disrupted
through electronic counter-space attacks, including
jamming and spoofing. Without GPS, aircraft pilots
and ship captains can lose the ability to verify their
precise position, especially if it is not obvious to them

that service has lapsed, Aerospace Security (2022). In
general, a lot of research has been done on blocking
GPS signals. The effect of GPS/GNSS jammers on
receivers has been shown by Borio et al. (2016),
Borio and Groia (2021), Pinker and Smith (1999), Fu
et al. (2003), Fariu et al. (2016), Faria et al. (2016),
and Marcus (2014). It has been shown by Gorski
(2018) and Westbrook (2019) that GPS jammers dis-
rupt military operations. GPS signal jamming has
been shown by researchers Goward (2017), Mizokami
(2016), Stanlesen (2018), Glomsvoll and Bonenberg
(2017), and Trevithick (2018) in the Black Sea, North
Korea, Norway, Northern Sea, and Syria, respec-
tively. According to Hu et al. (2018), GNSS spoofing
detection is based on a novel model for evaluating
signal quality. Martini (2016) has shown that China
can block GPS satellite signals. This anti-jamming
solution for GPS receivers has been shown by Mosavi
et al. (2017), Moussa et al. (2017), Stopienski (2020),
Aghadadasfam et al. (2020), CRFS (2019), and Wang
et al. (2021). In this study, the effect of signal jam-
ming on the island of Svalbard on GPS and other
satellite systems was investigated.

The ability of jammers to impact GPS signals,
as well as solutions for preventing distortions, was
investigated in this research. Jamming with GPS
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signals in the Svalbard Islands peaked on January 8,
2022 (between 00:00:00 and 24:00:00). Not only
the data from January 8, 2022 but also the instances
from January 8, 2022, were analysed.

Materials and Methods

The use of Global Navigation Satellite Systems
(GNSS) in the field of earth sciences has grown
widely prevalent. GNSS data has the capability to
provide measurements with a high level of accuracy
and resolution within widely accepted reference
frames. Static GNSS techniques use extended peri-
ods of data collection to provide precise measure-
ments and time-series data acquisition. This enables
the detection and analysis of many phenomena,
including tectonic deformation, earthquakes,
groundwater depletion, and the gradual movement
of landforms. The primary objective of this course
is to explore the principles and practices involved
in designing and implementing basic static surveys.
The emphasis will be placed on understanding the
advantages and constraints associated with this
particular method. Students will acquire knowledge
on the specific domains in which the methodology
is best suitable, along with the conventional meth-
ods used for data processing. Furthermore, students
enhance their comprehension of GNSS systems by
analysing field data obtained from static surveys
and public data sets of continuously-operating sta-

tions. This section provides students with the nec-
essary skills to create and execute their own survey
by offering practical education and demonstrating
both rapid-static and static approaches in a real-
world environment.

Kinematic GNSS surveys are used for the effi-
cient acquisition of a substantial quantity of survey
locations with a high level of accuracy. These posi-
tions are then subjected to post-processing proce-
dures by comparing them against a stationary base
station. The system consists of three main compo-
nents: a base station, a rover, and, optionally, a
radio system. The fundamental component of the
kinematic system comprises a mobile rover, re-
sponsible for acquiring starting positions, and a
base station, which facilitates the adjustment of the
rover's location. The rover is transported to each
designated measurement location and is thereafter
stabilized for a brief period, generally ranging from
5 to 30 seconds, in order to get an initial position.
The location of the rover is compared to the posi-
tion of the static base station in order to eliminate
various sources of inaccuracy, such as integer am-
biguity and atmospheric delays. As a consequence,
the rover achieves a location with a high level of
accuracy, often within the range of a few millime-
tres. The correction may be implemented either at
the post-processing stage or in real-time if the rover
gets correction data over a radio or cellular link.

A flowchart of this research is illustrated in Table 1.

Table 1

A flowchart of the research

RINEX files of Base station

RTKLIB Software

Analyse the obtained

RINEX files of Rover station

Processing by using Multi-GNSS
Sofware (Static- Kinematic)

2

results and plot

skyplot

Svalbard Island Region

Svalbard, also known as Spitsbergen, or Spitz-
bergen, is a Norwegian archipelago in the Arctic
Ocean. North of mainland Europe, it is about mid-
way between the northern coast of Norway and the
North Pole. The islands of the group range from
74° to 81° north latitude and from 10° to 35° east
longitude. The largest island is Spitsbergen, fol-
lowed by Nordaustlandet and Edgeoya. The largest

settlement is Longyearbyen (Wikipedia (2022),
World Wildlife Fund (2008)). Many polar expedi-
tions have made Svalbard their base for scientific
purposes. The first polar exploration was conducted
by British Captain C.J. Phipps in 1773, followed by
Norwegian, Swedish, and German groups in the
19th century. Mapping, polar flights, and geologic
surveys continued through the first half of the 20th
century. The Norwegian Polar Institute, headquar-
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tered in Oslo, furthers the work begun by earlier
expeditions. The population (there are no indigeno-
usinhabitants) changes seasonally but generally
numbers about 3,000. Longyearbyen is the adminis-
trative centre. During the summer months, tourists
arrive by boat at Hotellneset, on Advent Fjord.

The island of Svalbard in the Barents Sea was
chosen as the study area (Fig. 1). The use of GNSS
in the Arctic has recently gained importance, due to
the growth of human activities such as oil drilling,
shipping, and tourism. Much attention was also
given to risks related to decreased accuracy and
reliability of the navigation solution. Furthermore,
high-latitude regions are generally characterized by
poor satellite geometry and high GDOP values,
further reducing the positioning quality. Satellite
signals on 8 January 2022 of three points (NABG,
NYAL, NYA2) in this island were analysed. In
addition to GPS satellites, GLONASS-Galileo-
Beidou satellites are also recorded at only two of

Svalbard
(Norway)

Nova

BARENTS %% °

Peninsula

, 57
Norway
/&%ﬂurmansk
Finland Kola
Peninsula
Sweden Russia

the three points (NYA2, NYAL). Satellite data of
these three points on January 8, 2022 have been
downloaded from the web page of IGS. The Nor-
way-EUREF89 NTMS coordinates obtained as a
result of the static processing of these data of the
three points are shown in Table 2.

Results

As mentioned above, the reason for using
NYAL and NYA2 points in this study is that these
two points record GLONASS, Galileo and Beidou
signals. The total satellite numbers with account of
NYA2 and NYAL receivers and elevation masks
were between 22 and 54 (Fig. 2).

Figs 3,4 and 5 were performed by using
RTKLIB v.2.4.3 software. Fig. 3 (left) depicts the
visibility of several satellites in an open-sky simu-
lation scenario. Fig. 3 (right) shows the discon-
tinuity (Pirti and Yucel 2022).

NABGA

NYAz‘ﬁVAL

NABG-NYA2=1425.759 m
NABG-NYAL=1517.873 m
NYA2-NYAL=161.561 m

Fig. 1. Project area and NABG, NYA2 and NYAL IGS points located in the Svalbard Island

Table 2
IGS Points NABG, NYA2 and NYAL coordinates
(Norway-EUREF89 NTMS) in the Svalbard Islands (static process,
using GPS, GLONASS, Galileo, Beidou satellites)
Grid Grid i Std (N) Std (E) Std (h)
Name Northing (m) Easting (m) | Lievation (m) (m) (m) (m)
NABG 3343255,159 235905,11 43,004 0,002 0,002 0,010
NYA2 3341841,418 236088,194 81,506 0,002 0,002 0,010
NYAL 3341773,631 236234,858 78,711 0,002 0,002 0,010
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Fig 2. Total satellites number with account of receiver and elevation mask

MARKER: NABG 10338M008
REC: TRIMBLE NETRS 5 52 5525R50038
ANT: TRMS3900.00  5CIS 5508362018

SATELLITE NO

00:00 03:00 0B:00 09:00 12:00 18:00 18:00 21:00

Time [h]

Fig. 3. Skyplot (left) and GPS satellite visibility plot of NABG point of the island of Svalbard during the presence of
Jjamming signals during January 8, 2022, (right)
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Fig. 4. Skyplot (left) and GPS satellite visibility plot of NYA2 point of the island of Svalbard during the presence of
Jjamming signals during January 8, 2022, (right)
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Fig. 5. Skyplot (left) and GPS satellite visibility plot of NYAL point in of the island of Svalbard during
the presence of jamming signals during January 8, 2022, (vight)

Fig. 4 (left) demonstrates the visibility of seve-
ral satellites in an open sky simulation scenario.
Fig. 4 (right) depicts the discontinuity (Pirti and
Yucel 2022).

Fig. 5 (left) illustrates the visibility of several
satellites in an open sky simulation scenario. Fig. 5
(right) depicts the discontinuity (Pirti and Yucel
2022). Figs 3, 4 and 5 clearly show the jamming
effect of the GPS signals.

Investigation of Signal Jamming Effect on GPS
and GLONASS, Galileo, and Beidou Satellites
especially for static and kinematic processing

Static Processing

It seems quite difficult to obtain the jamming ef-
fect from the static processing results. Table 2 shows
the distances between NYA2 and NYAL obtained
by using the static processing of GPS-only satellites
on January 8, 2022, (between 00:00 and 24:00
hours). On January 8, 2022, between 00:00-24:00
hours, the baseline lengths (NYA2-NYAL) were
measured using static processing of signals from
GLONASS, Galileo, and Beidou satellites. These
values were then compared with GPS-only proc-
essed values. The comparison showed an improve-
ment in the base length of 1 mm. The obtained base-
line lengths (NYA2-NYAL) by using static process-
ing the signals of GLONASS, Galileo, and Beidou
satellites on January 8, 2022, (between 00:00-24:00
hours) were compared with GPS-only processed

values. According to the obtained results from this
comparison, an improvement in the base length of 1
mm was obtained (Pirti and Yucel 2022).

As seen in Fig. 6, the number of GPS satellites
seen for NYA2 and NYAL points was obtained in
the range of 9 to 14. However, for the GLONASS,
Galileo and Beidou satellites, this number remains
in the range of 7-11 (Fig. 6a), 7-13 (Fig. 6b) and 6-
14 (Fig. 6¢), respectively. On January 8, PDOP
values of GPS satellites between NYA2 and NYAL
points were obtained in the range of 0.50 and 1.550.
On January 8, 2022, PDOP values of GLONASS,
Galileo and Beidou satellites between NYA2 and
NYAL points were obtained in the range of 0.50
and 1.650.

Table 2

Comparison of the obtained baseline values
among the different satellite configurations
(static processing) by using Software (Topcon
Magnet Tools 7.3.0)

: S -Galileo-
Baseline S (Gps08.01.2022) (GLONASS-Gatil
Beidou/08.01.2022)
NYA2-
NYAL 161.562 m 161.561 m
Kinematic Processing

Coordinate differences (between kinematic and
static processing) were compared in order to make
this jamming effect more evident and to eliminate
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it. Since the kinematic process includes real-time
position determination and broadcast ephemeris
information is used, the jamming effect on the GPS
signal becomes clear from the coordinate differ-
ences in the kinematic processing results (Fig. 7a).
When analyzing satellite data for kinematic proc-
essing in a jamming situation, GLONASS, Galileo,
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and GPS satellites showed significant improve-
ments in standard deviation and mean values, ex-
cept for Beidou-only. (Figs 7b and 7c¢). This study
presents the advantages of selecting GLONASS,
Galileo and Beidou (GGB) processing as an alter-
native method in the regions with GPS jamming
effects.

—NYAL
NYAZ

WINMIRIITTOD (A RA TR

00:00 12:00

Time [h]

24:00

NYA2 - NYAL QB.D1.2022 I GPS)

O

00:00 12:00

O
Time [h]

Fig. 6. Satellites numbers (GLONASS, Galileo, Beidou and GPS) of baseline NYA2-NYAL
on January 8, 2022, between 00:00 and 24:00 hours

The obtained results between the kinematic
processing and static processing of NYA2 point on
8 January 2022 by using GPS-only satellites and
fixing point NYAL are shown in Fig. 7. The three-
dimensional coordinate differences of NYA2 point
between the hours of 00:00-24:00 on January 8,
2022, reached about 5 meters. Integer ambiguity
could not be resolved with enough accuracy due to
jamming in the GPS signal at certain time intervals.
The standard deviation values of the coordinate
differences of NYA2 point, obtained on January 8,
2022, between 00:00-24:00 hours, are 0.094-1.127
m, and the mean values are approximately 0.013-
0.118 m, see Fig. 7a. Figs 7b and 7c show that the

standard deviation and mean values of the coordi-
nate differences led to increase in accuracy level
(Pirti and Yucel 2022).

Additionally, processing of GLONASS/Galileo,
GLONASS/Beidou, Galileo/Beidou, and GLONASS/
Galileo/Beidou satellite configurations was per-
formed. Fig. 8 compares the coordinates of the
NYA2 point obtained by kinematic processing and
the coordinates obtained by static processing. As
seen in Fig. 8, the standard deviation and mean
values of the coordinate differences were obtained
in the range of 2 mm to 11 mm. The obtained re-
sults in which GPS satellite processing is disabled
seem to be satisfactory.
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Fig. 7. Grid Northing, Easting and height coordinate differences, standard deviation and mean values of Point NYA2
((a) processed GPS-only (kinematic method) by fixing NYAL coordinates; (b) processed GLONASS-Galileo-Beidou
(kinematic method) by fixing NYAL coordinates) in Svalbard Island on 08.01.2022

GLONASS, Galileo satellites, were not affected
by signal jammers between 00:00-24:00 hours on
January 8, 2022. GLONASS, Galileo satellite sig-
nals are also more resistant to interference and
jamming (Pirti and Yucel 2022).

In the kinematic process where only Beidou sat-
ellites were used, the observation of 6-14 Beidou
satellites (Fig. 6¢) did not allow us to obtain suffi-
cient accuracies for the processing. As seen in Fig.
7d, the standard deviation and mean values are
larger than the standard deviation and mean values
obtained from other processes (with GLONASS-
only and Galileo-only). As can be seen in Fig.7a,
through the use of GPS satellites alone, the standard
deviation and mean values for both horizontal and
vertical components were found to be significant.
Comparatively, in Figs 7b and 7c, utilizing only
GLONASS and Galileo satellites resulted in stan-

dard deviation and mean values that were much
closer to each other. However, the results obtained
in the processing with only Beidou in Fig. 7d are
close to Fig. 7a. Thus, GPS and Beidou satellites
respond to the signal jamming effect with greater
coordinate differences.

Discussions

In this study, the position accuracies obtained as a
result of the jamming effect of the GPS signals were
investigated for three points on the island of Svalbard.
Furthermore, this study calculated the accuracy values
achieved when the GPS satellites of other satellite
systems were disabled. The results obtained are in line
with those reported by other researchers who have
also investigated this topic (Gao et al. 2012), (Jensen
and Sicard 2010), (Linty et al. 2018).
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Fig. 8. Grid Northing, Easting and height coordinate differences, standard deviation and mean values of Point NYA2
((a) processed GPS-only (kinematic method) by fixing NYAL coordinates; (b) processed GLONASS-Galileo-Beidou
(kinematic method) by fixing NYAL coordinates) in Svalbard Island on 08.01.2022

Conclusion

This research analysed GPS signal jamming,
which is supposed to occur in Svalbard Island. The
study utilized static-kinematic processing GPS
measurements from two points, NYA2 and NYAL.
These jamming effects in GPS signals have an im-
pact on location accuracy, particularly for kine-
matic processing. The changes in coordinate dis-
crepancies at position NYA2 between 00:00 and
24:00 on January 8, 2022, when GPS signals were
subjected to the most significant jamming impact,
reached around 5 meters. If the GPS signal is inter-
fered with, we modify the path. To achieve satisfac-
tory precision in three-dimensional location,
GLONASS/Galileo/Beidou signals were employed.
It is recommended that the jamming that may occur
in Svalbard Island should be avoided, and the use

of GLONASS/Galileo/Beidou satellite combina-
tions can eliminate the jamming that may occur in
GPS signals.
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BIUIMB T'JIVIIIHHA CUTHAJIY GPS HA OCTPOBI HIMIIBEPTEH [ YCYHEHHA LIbOI'O I'JIYIIIHHA 3A
JOINIOMOI'OIO CYITYTHUKIB I''TOHACC, GALILEO TA BEIDOU

OctpoBu 1lminoepren posramoBani B IliBHivHOMY JIbOnmoBUTOMY OKeaHi, mocepeanHi Mixk Hopseriero Ta
[MiBHiuanM momrocoM. Yepes ne IlminbOepren Mae HU3KY OCOOJIHMBHX BIIACTUBOCTEH, SIKI pOOJATH HOTo IiKaBUM
perioHOM Ui BUBYEHHS B3aeMoAii MiX aTMoc(eporo, MOPCHKMM JIbOJOM 1 OKEaHOM. Y IIbOMY JOCIiIKEHHI
ouiHroBasmuch cynmyTHukoBi curHamu Tpeox ['HCC-nyHkriB (NABG, NYA2 i NYAL) Ha ocrtposi IlminGepren y
Bapennieomy mopi. 8 ciuns 2022 poky y BumiptoBaHHsAX Ha mux Tpbox ['HCC-myHkTax Oyno momideHo edexTH
TIymiiHHsS curHainy. 3 BumiptoBanb Ha JBox [HCC-mynkrax (NYA2, NYAL) Oyno O4eBHIHO, IO CYITYTHUKH
I''IOHACC, Galileo ta Beidou Takoxx Oynu 3amucaHi B npuiimaui, a Takox cynmytHukd GPS. 3 miei npuyunu BIUTHB
edekty riaymriaHsa curHaniB GPS Ha TOYHICTH MO3HINIOHYBaHHS OYJIO TOCIIIKEHO K CTATUYHUM, TaK i KIHEeMaTHYHUM
Meronamu. Kpim Toro, sk craTudHa, Tak i KiHemaTndHa oOpoOka B 1mx aBox ['HCC-nmyHkTax Oyna BUKOHaHa 3a
nonomororo cynytHukoBux komOiHaniii [JIOHACC-T anineo-beiinoy, mob6 ycynyru edekr nepemkon GPS. Xoua
edekr nepemkon GPS He nocsraeTbcs y BEIMKHX 3HAUEHHSX Y CTaTUYHOMY IPOIECi, KOJIM B KIHEMATHUYHOMY
MIpOLIECi BHUKOPUCTOBYIOThCS Juiie cymyTHukn GPS, mell edekr mocsrae mpuOIU3HO 5 METpiB K MakCHMalbHa
PI3HUIIS TOPU3OHTAIBHAX KOOPAWHAT. Y 3HAYEHHSX IMepernay BUCOT MaKCUMAbHUI Iiepernaj] CTAHOBUB OJIM3bKO 15
MeTpiB. Y TOH 4Yac SK OTpUMaHi PI3HHUII KOOPIMHAT MK KIHEMAaTHYHHM IIPOIIECOM 1 CTaTUYHHM IIPOIIECOM,
BUKOHaHUMHU 3a jornomororo cymyTtHHKIiB GLONASS-Galileo-Beidou, cranoBuim OGau3pK0 5 cM, 3HaYE€HHS BHCOTH
nmocsirany npuoiam3Ho 10 cMm. Ha octposax IIminbepren, komu curdamu GPS mignaroThcs mepenkonaM, 3a10BiIbHI
pe3yabpTati Oyiau oTpuMaHi 3a nqornomororo cymyTHukiB ['JIOHACC-Galileo-Beidou.

Kmiouosi crosa: GPS, 'TTOHACC, Galileo, Beidou, rnymrinsst curnany, octposu IIminGepreH, TOUHICTb.
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