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Nowadays the blockchain is considered to be an integral part of intelligent transport systems.
Intelligence of a transport systems allows to increase road safety, wisely utilize systems’ resources
and provide additional services to participants. However, blockchain implementations for intelligent
transport systems must be adopted to the peculiarities of such systems. This work analyzes existing
blockchain solutions, their features, advantages, drawbacks, and presents a consortium type
blockchain implementation for an intelligent transport system. This implementation includes a two-
layered architecture of digital entities interaction, consideration for digital entities distribution over
the layers, consensus mechanism selection and its implementation, trust model considerations, and a
block structure for the proposed blockchain implementation. The article also brings the solution to
the single point of failure vulnerability of the proposed blockchain system. Thus, the paper covers
key aspects of a blockchain design for an intelligent transport system.
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1. Introduction

Transport systems always used to develop with the focus on safety and smart resources utilization.
However, recent past decades brought unprecedented opportunities enabling an intelligent transport system
through Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure (V2I), and finally Vehicle-to-Everything
(V2X) communications. intelligent transport system (ITS) is a transport system where vehicles, road
facilities, and authorities are capable of interacting with each other in order to maximize degree of system’s
resources utilization and ensure traffic safety. Despite the fact that in this paper an ITS, its purpose, and
main components are understood as they are defined in [1] and [2], we use a general term of digital entity
for a vehicle, a roadside unit (RSU), or any other ITS component capable of real-time interactions, because
we expect the variety of such components to grow over time. Interaction within a smart transport system
requires robust mechanism that guaranties traceability, sustainability, ability to withstand substitution
attacks. All these requirements can be met by using a blockchain technology.

Blockchain technology is widely used in the financial sector and has become widely known due to
the popularity of cryptocurrencies. Features of blockchain allow this technology to be applied in other
areas. For example, it is applied in royalty and copyright tracking systems, voting systems, logistics,
healthcare etc. Thus, according to [3], the global blockchain in retail market size was valued at USD
240.45 million in 2022 and is projected to reach USD 30,641.76 million by 2030.
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The White Paper [4] of the International Economic Forum points out the following advantages of the
blockchain technology used in the transport sector: traceability and impossibility of information
substitution, distribution, automation through smart contracts, increased speed, transparency, efficiency
and security, the ability to provide new services.

Such features of the blockchain technology as the decentralized nature, traceability and the
impossibility of substituting information made it an integral part of an ITS [5, 2]. However, we strongly agree
to the point, expressed in [6], that adoption of an existing blockchain (like the one for cryptocurrencies or
others mentioned in [3]) is not directly applicable for interaction of digital entities within an ITS.

The task of this work is to design a scalable blockchain-based architecture of digital entities
interaction suitable for an ITS. This task contributes to the global problem of blockchain-enabled ITS
synthesis, which, in turn, contributes to road safety and smart utilization of ITS resources.

In addition to the mentioned above features of the blockchain technology, it is necessary to highlight
the ability of the blockchain to create a trusted environment with the controlled degree of anonymity. This
exact property is used to solve the task formulated above.

We propose to use a digital entity trustworthiness in the combination with a controlled degree of
anonymity as the basis for the digital entities interaction architecture within a blockchain-enabled ITS.

The set above task can be decomposed into several subtasks including:

1) determination of layers’ quantity for the communication architecture and the principle of digital
entities distribution all over the layers;

2) selection of a consensus mechanism suitable for the architecture;

3) design of a block for the blockchain implementation.

2. Related works

Being decentralized by its nature, the blockchain integrated to an ITS contrasts with the structure of
the transport system that is centralized to some extent (in terms of management, data storage, road
information spread).

Blockchain system can be one of the three types: public, private, or consortium [7]. Authors of the
works [6, 8] present decentralized and public blockchain solutions for an ITS. The work [2] states that
implementation of the blockchain eliminates centralization in an ITS and vehicles are equally responsible
for making decisions with the help of V2X. Decentralization allows to eliminate a single point of failure [6,
7, 2], i.e. if a central node is compromised or damaged system can not function, which is not the case if the
system is decentralized, because there is no central node. It is also worth noticing that public decentralized
blockchain implementation allows to preserve privacy of an entity within ITS. However, privacy of an
entity within ITS can also be preserved in the case of private or consortium blockchain [9, 10, 11].

The ability of blockchain to create a trusted environment led to trustworthiness researches.
According to [6] a trust model can be either entity based, data-centric based or hybrid. Authors of the work
[12] propose the entity based trust model relying on an entity reputation. The paper [13] presents the
approach to messages trustworthiness estimation.

We propose a blockchain implementation of the consortium type, i.e. partially decentralized,
selectively permissioned consensus (only the entities predefined by an ITS administration (or
administrations) participate in the consensus), data access is available for all the entities. This approach
allows to harmonize decentralized blockchain and centralized (to some extent) transport system. It also
ensures very high mining efficiency, which in the case of the blockchain-enabled ITS (BEITS) is the
ability to generate blocks containing transactions (messages). However, such a blockchain implementation
for the ITS is potentially vulnerable to a single point failure problem and weaker data immutability. The
ways to mitigate the mentioned vulnerabilities are known and presented in the following chapters.

The digital entities predefined to participate the consensus are considered to be trustworthy, while
other digital entities must be examined for entity and information trustworthiness. Thus, the proposed
system uses a hybrid trust model.
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3. Architecture of digital entities communications within a BEITS

In this work a term of digital entity refers to any vehicle or a road facility capable of interacting with
others in order to harmonize traffic and improve road safety.

Interaction between digital entities is aimed at spreading information about road conditions, traffic
hazards, and general harmonization of traffic, as well it allows to predict behavior of a digital entity in
order to optimize usage of available resources of the ITS.

Every digital entity can be characterized by a set of attributes

A():{al,az,...,an},and neNN. (1)
Digital entities differ from each other with the set of attributes they have. New types of the ITS participants
(drones, for example) that may appear in the foreseeable future will differ from existing vehicles or RSUs
with their attributes sets.
Every digital entity (DE) consumes a set of services

Soz{sl,sz,...,sn},where neNN. )
The services provided by the ITS are listed in [2] and include intelligent routing and navigation, preventing
traffic jams; early warnings about road hazards; driver or vehicle support services, such as fines for
violation of road laws; entertainment for onboard users, such as streaming media; providing statistical data
about the surrounding areas, traffic, and environment.
At the same time, any digital entity has a set of identifiers

I, ={i,,iy,...,1, |, where neN. 3)
In the consortium blockchain implementation we propose, identifiers are only exposed to the digital
entities involved in the consensus.
Operational environment of a smart transport system uniting digital entities can be described with
the following set of parameters

Eoz{el,ez,...,en},where neNN. 4)

These are required to identify road hazards, malfunctions of road facilities, etc.
Probability of adding a block to the blockchain by a single digital entity can be expressed as

Py = [y, Sps Eo)- (%)
The decision about adding a block to the blockchain is made through the consensus between the digital
entities predefined by the ITS administration. Parameters (1)—(4) involved in consensus are included in a
smart contract that is a part of the blockchain.

Consortium type of the proposed blockchain means that not all the DEs are involved in the
consensus. Only the ones predefined by the ITS administration do. Thus, we propose a two-layered
architecture, where the DEs involved in the consensus are at the second layer, while all the rest are at the
first.

Fig. 1 shows the 2-layered architecture of DEs interaction for the proposed consortium blockchain.
In a transport environment not all the elements have the same priority. This logic is reflected by the
proposed blockchain architecture. However, the parameter of inequality here is trust instead of priority.
DEs of the second layer are more trusted than the ones from the first layer.

There is no need to add more layers to the architecture, because here we have only two groups of
DEs. Any DE of the given system can generate a block. However, only the DEs of the second layer
participate the consensus and make a decision on whether the block is added or declined. All the DEs have
the (1)—(4) characteristics, while only the DEs of the second layer use policies and rating system to
calculate the probability (5).
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Fig. 1. Architecture of the digital entities interaction

The proposed architecture also guaranties partial anonymity, because DEs of the first layer expose
their identity to the second layer DEs but not to each other.

The single point of failure vulnerability can be mitigated through the quantity of the second level
DEs.

It should be mentioned that the architecture shown in the Fig. 1 is fair for the case of adding a block
to the blockchain, while DEs still can interact horizontally (for example, the second layer DEs during
consensus).

Considering operation environment of a smart transport system, it is possible to assume presence of
intruders or other entities willing to harm or destabilize the system. This actualizes the task of digital entity
behavior prediction. This task can be solved by using a rating system and policies enforced by the second
level DEs.

Considering the task of selecting a consensus mechanism to be implemented, the scaling must be
considered at the first place, because the ITS is a large system and it must not be flooded with excessive
service data and must maintain its functionality if some of the second layer DEs are compromised or
malfunction.

4. Consensus mechanism

Since we propose a consortium type blockchain, let us examine consensus mechanisms for both —
public and private blockchains.

The following mechanisms are examining worthy: Proof of Work, Proof of Stake, Proof of
Authority, Proof of Burn, Proof of Capacity, Proof of Elapsed Time, Proof of Activity, Proof of Weight,
Proof of Importance. These consensus mechanisms are described in the sources [14-22].

Let us use the method of a criteria weighted sum to find the best suitable consensus mechanism for
the proposed blockchain implementation for the ITS. The criteria to be considered are support of hierarchy
(since we have the 2-layered architecture) and scalability (in terms of excessive traffic generation). The
weight coefficients are 0.7 and 0.3 respectively.

The consensus mechanisms and their scores are given in the Table 1.

According to the scores given in the Table 1, the most suitable consensus mechanism for a proposed
system is the Proof of Authority (PoA). The runner up is the Proof of Weight. Both of these consensus
mechanisms proofed their efficiency in a permissioned environment, where digital entities are not
completely anonymous.
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Table 1
Consensus mechanisms and their scores
No. Mechanism Hierarchy support Scalability Weighted sum
1 Proof of Work 0 9 2.7
2 Proof of Stake 6 8 6.6
3 Proof of Authority 10 5 8.5
4 Proof of Burn 5 7 5.6
5 Proof of Capacity 0 7 2.1
6 Proof of Elapsed Time 2 7 3.5
7 Proof of Activity 5 7 5.6
8 Proof of Weight 7 6 6.7
9 Proof of Importance 3 6 3.9

However, according to the work [16], PoA algorithms are not actually suitable for permissioned
blockchains deployed over the Internet, which is likely to be the case of an ITS, because of wide
geographical distribution. In this case, the work [16] advocates the Practical Byzantine Fault Tolerance
(PBFT) algorithm [23] as the better choice in terms of consistency. Such a change is acceptable, since PoA
belongs to the family of BFT algorithms. Thus, the proposed solution will use the PBFT-based consensus
mechanism. PBFT allows to maintain functionality unless quantity of compromised or malfunction DEs of
second layer stays under 1/3. Implementation of PBFT also allows to strengthen data immutability,
because an attacker has to compromise 1/3 of the second layer DEs before substituting data.

5. Block structure

We propose the following block structure for the consortium type blockchain implementation for the
ITS. General principles of a block structuring could be found in [24].

Previous block hash

Merkle hash

Header — Nonce

Timestamp

Location

Transaction 1

e sk e Body

Transaction n

Fig. 2. Block structure

The proposed block format includes a header and a body. Previous block hash field contains
corresponding hash to maintain blockchain integrity. Size of this field is 32 bytes. Merkle hash is required
for data immutability and hashes all transactions of the block. The Merkle hash is calculated by means of
the Merkle algorithm [25]. Size of this field is 32 bytes. The nonce field takes 4 bytes. Since the
blockchain for the ITS has an event-driven logic of blocks generation, we added a Timestamp field of 4
bytes. Considering the fact that DEs are highly mobile within the ITS, we also added the location field, that
is 8 bytes in length. Thus, the header takes 80 bytes, which is comparable to the block structure proposed
by the authors of [6]. The body of the block contains arbitrary number of transactions, i.e. messages.
Typical messages include navigation messages, assistance requests, emergency reports, and position
beacons.
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It must be noticed, that digital entity identifiers (3) are a part of a transaction but not a header.
Messages structures are the subject of the further research and will be presented in the oncoming works.

Conclusion

The existing blockchain implementations (like the ones for cryptocurrencies) can not be straightly
adopted for an intelligent transport system. They have to be modified in order to consider the ITS
peculiarities including high mobility of units and their variety, different priorities and responsibilities,
some extent of centralization.

This work presents a consortium type blockchain implementation for an intelligent transport system.
This implementation includes a two-layered architecture of digital entities interaction, the PBFT-based
consensus mechanism, which mitigates the single point of failure vulnerability and strengthens data
immutability. The work also presents a block structure for the blockchain implementation suitable for the
intelligent transport system. The block has an 80-byte header and variable part containing transactions
generated by a digital entity.

The proposed consortium type blockchain implementation enables partial anonymity, because digital
entities of the first layer keep anonymity to each other but expose their credentials to the digital entities of
the second layer of the architecture.

From the trust model point of view, the second layer digital entities are considered to be trustworthy,
while the digital entities at the first layer are the subject of entity and information trustworthiness checks.
Thus, the proposed solution uses a hybrid trust model.

Combination of all the mentioned features of the proposed blockchain implementation, i.e. the two-
layered architecture of digital entities interaction, the PBFT-based consensus mechanism, the proposed
block structure, partial anonymity, the hybrid trust model forms to the novelty of the proposed solution and
differs it from the existing ones.

Also purpose of this paper is to stimulate scientific discussions and further research of the private
and consortium type blockchain implementations for intelligent transport systems and peculiarities of such
blockchains.
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KOMYHIKAIIISI IA®POBUX OB'€EKTIB Y IHTEJEKTYAJIBHIA
TPAHCIIOPTHI CUCTEMI 3 HIATPUMKOIO BJIOKUYEHHY

10. Babiu, /. Barauyk, JI. Bykara, JI. I'nazynoBa, C. IlInaiinep

leporcasruil ynieepcumem iHmMeIeKmyaibHux mexHoao2iu i 3¢’a3xy, eyi. Kysneuna, 1, Odeca, 65023, Vkpaina

CporoziHi 0JIOKYEHH BBXKAETHCSI HEBII €EMHOIO YaCTHHOIO 1HTEIEKTYAIbHUX TPAHCIIOPTHUX CUCTEM.
[HTENneKTya bHICTh TPAHCHOPTHUX CHCTEM [a€ 3MOrY MiJBHIIMTH O€3IeKy JOPOKHBOTO PYXY,
palioHANIBEHO BUKOPUCTOBYBATH PECYPCH CUCTEM 1 HAIaBaTH JIOAATKOBI MOCIYrH ydyacHukam. OpHaK
peanizamnii OJIOKUEHHY U IHTEIEKTYaJbHAX TPAHCHOPTHHX CHUCTEM HEOOXIIHO amanTyBaTH IO
0COOJIMBOCTEH TakWX cUcTeM. Y pPOOOTI MpoaHa i30BaHO BiJIOMi OJOKYEHH-pIlIEHHS, X 0C00-
JIMBOCTI, IIEpeBark Ta HEJOMNIKH, a TAKOXK HABEIEHO peaizalio 0JOKYeliHYy KOHCOPIIIYMHOTO THITY
JUISL IHTENIEKTYaJIbHOI TpaHCIIOPTHOI cucTeMu. L peanizauist nepenbayae ABOPIBHEBY apXiTEKTypy
B3aemoaii 1UQPoBUX 00 €KTiB, PO3IIISA PO3MOATY IUPPOBUX 00 €KTIB 3a piBHSIMHU, BUOIp
MeXaHi3My KOHCEHCYCY Ta HOro peaiizalito, MipKyBaHHS CTOCOBHO MOJIEN JOBIpU Ta CTPYKTYpPY
OJIOKIB UIsl 3alpoNOHOBaHOI peaiizaiii OJok4elHy. Y CTaTTi TaKoXK IMOJAHO PIllIeHHs AJIsl Bpas-
JIMBOCTI TUITY “‘€JJMHA TOYKA BiJIMOBH™ 3aIIPOIMIOHOBAHOI cCcTeMH OJIoK4YelH. OTXKe, CTATTS OXOILTIOE
KJIFOUOBI aCIEKTH CHHTE3Y OJIOKUEHHY ISl IHTEeNeKTya IbHOI TPAHCIIOPTHOI CHCTEMHU.

Karwou4oBi cioBa: inmenekmyanvha mpancnopmua cucmema; KOHCOpYiyMHUU OIOKYelH, yu@posa
CYymHicmeo.
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