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Abstract. A justified hybrid multilevel approach to IoT infrastructure implementation is set to facilitate the achievement of 
a scalable IoT (Internet of Things) infrastructure, incorporating integration into cloud technologies and services. The localization 
of hardware-software traffic management means at the lower level of the IoT infrastructure, close to data collection devices, en-
sures the generation of control influences in real-time, and relieves communication channels at the higher levels of the IoT infra-
structure architecture. A technology for generating control influences for remote traffic management is proposed, which is based 
on the developed AT command system for deploying a web server and generating web pages using the capabilities of the embed-
ded IoT platform on modern microcontrollers. The proposed technology allows for the formation of control influences in real-time, 
in an easily comprehensible textual format, using a web interface in the local domain of the IoT infrastructure. It also enables the 
visualization of information on remote displays and information boards, as well as on displays integrated into automotive equip-
ment. The proposed technology can be used to inform road traffic participants about critical situations and can be embedded in 
smart traffic lights within remote traffic management systems or used to implement virtual traffic lights.  

Key words: Embedded systems, Internet of Things, Edge Computing, Microcontroller Units, remote control, traffic con-
trol, Smart City 

 
1. Introduction 

Advancements in wireless communication chan-
nels in recent years have opened up prospects for utiliz-
ing the Internet to popularize services. Cloud technolo-
gies and services have significantly influenced this pro-
gress, offering the potential for unlimited scalability of 
computing power, data storage capacity, analytic ser-
vices, and monitoring. To meet ever-growing human 
needs, the issue of developing information infrastructure 
is becoming increasingly significant. This arises from the 
necessity of establishing communication among a large 
number of devices, which often surpasses the number of 
users in modern infrastructures. Presently, the most 
popular solution to this problem is the IoT. The IoT 
paradigm, actively implemented and becoming an inte-
gral part of the human environment, is primarily aimed 
at executing numerous processes without human in-
volvement. 

This justifies the current issue of interaction be-
tween things without human intervention in the IoT 
paradigm, which involves the automated collection of 
data from distributed and remote sensors, processing and 
analysis of vast volumes of heterogeneous data, includ-
ing intelligent analysis and real-time support [1]. Process 
automation in the IoT paradigm makes it possible to 
develop probabilistic behavioral scenarios and environ-
ments that can enhance the comfort and safety levels in 
human life, ultimately significantly influencing the de-
velopment of human society as a whole. The realization 
of the Smart City concept is closely associated with the 
IoT paradigm today [2, 3]. This concept forms the basis 
for the prospective development and optimization of 
electronic governance systems and the automation of 
day-to-day management in cities all around the world. 

As urbanization processes increase, the number of 
vehicles on the roads also rises, leading to traffic conges-
tion and the emergence of traffic jams. One of the cur-
rent directions of IoT infrastructure development relates 
to traffic management. Various automated remote traffic 
control systems have been described in literature sources 
[2, 4, 5], including remote control based on "smart traffic 
lights" [6], which integrate into the IoT infrastructure of 
Smart Cities. Advanced challenges in this field involve 
replacing physical traffic lights with virtual ones. Under 
such conditions, reducing human intervention would 
contribute to reducing the number of errors caused by the 
"human factor" during dispatching traffic control. The 
intelligence in such systems is based on the development 
of algorithms and methodologies for the functioning of 
automatic data collection and processing means in the 
IoT infrastructure [3]. 

Automated remote control in the IoT paradigm is 
based on the use of wireless technologies and small to 
medium-range communication channels [7]. Wi-Fi wire-
less technologies today handle a significant portion of 
wireless traffic from various IoT devices [8, 9], driving 
the rapid development of Wi-Fi to ensure exceptionally 
high data throughput and reliability in IoT infrastructure 
[3]. 

2. Problem statement and Drawbacks 

The theme of remote control is relevant within the 
paradigm of modern smart environments based on IoT 
technologies. This theme has been extensively explored 
in various literature sources. In the work [10], the char-
acteristic features of implementing remote control sys-
tems are generalized, particularly focusing on their 
hardware components.  
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To implement automated remote control means 
within the IoT, a variety of wireless communication 
technologies in the Internet network are utilized. The 
choice of data transmission technologies by sensors 
directly influences the productivity of IoT applications. 
Diverse information collection device technologies are 
applied within the Internet of Things (IoT) infrastructure. 
This particularly applies to IoT devices that are integral 
parts of more complex solutions, such as smart cities or 
intelligent control systems. Many sensors specifically 
designed for narrow application ranges are widely used 
to address relevant tasks in IoT [11]. In the work [7], a 
detailed overview and analysis of short- and medium-
range wireless communication technologies for IoT 
applications are provided. It's noted that the most com-
mon wireless interfaces for implementing remote com-
munication in complex infrastructures and control sys-
tems are radio channels of varying ranges and frequency 
bands, such as ultra-wideband (UWB), Radio Frequency 
Identification (RFID), Bluetooth, Wi-Fi, and ZigBee. 
Bluetooth is used for short-range wireless data transmis-
sion between IoT devices. For medium-range communi-
cation, technologies like 2G, 3G/GSM, 4G/LTE, and 5G 
are preferred. Wi-Fi technology occupies a leading posi-
tion, primarily due to its low latency, high data transmis-
sion speed, and extended range. In the work [3], the 
authors mention that future IoT devices will increasingly 
depend on subsequent generations of Wi-Fi that will be 
more powerful, efficient, and sophisticated. Presently, 
Wi-Fi technologies handle a significant portion of wire-
less data traffic from various devices, and the sixth gen-
eration of Wi-Fi (Wi-Fi 6) signifies enhanced communi-
cation efficiency while utilizing the recently available 6 
GHz spectrum (Wi-Fi 6E). Efforts towards standardizing 
the seventh generation (Wi-Fi 7) aim to provide ex-
tremely high throughput (IEEE 802.11be) [8, 9]. 

However, within the IoT infrastructure, data 
transmission channels' implementation serves as an ex-
tensive means of enhancing efficiency. Currently, IoT 
infrastructure developers are considering a complex set 
of measures to improve IoT architecture and develop 
efficient software and hardware solutions. The primary 
conceptual approach that is well-founded in the IoT 
paradigm is the placement of part of the infrastructure at 
the edge of the IoT network (EC, Edge Computing). 
Given the relevance of cloud technologies, which pro-
vide powerful data processing and analytics services, 
storage, and scalable distributed computational power, a 
hybrid approach to IoT architecture is gaining promi-
nence. This approach integrates both cloud and edge 
technologies. The hybrid architecture, which represents 
the synergy of cloud and local IoT environments, is 
described in the work [12]. Architectural enhancements 
using edge computing transfer a portion of computations 

and data storage to the data source, contributing to im-
proved data collection and analysis efficiency by reduc-
ing response time, ensuring real-time operation, preserv-
ing bandwidth, increasing result reliability, enhancing 
security, and reducing energy consumption. Solutions 
based on the hybrid approach and Edge Computing are 
extensively covered in the literature dedicated to the 
development of smart spaces. Smart parking lots [1, 4], 
traffic management systems [12], and intelligent traffic 
lights [6] are the most characteristic examples. The chal-
lenges of enhancing the efficiency of real-time data col-
lection and analysis processes, improving hardware and 
software means for data collection, analysis, and control 
influence generation at the IoT boundary, as well as the 
development of edge computing services, are relevant 
tasks addressed in this article. 

3. Goal 

The objective of the research is to develop con-
ceptual and hardware-software means for implementing 
remote traffic control using wireless data transmission 
channels, specifically Wi-Fi. The research aims to create 
hardware-software solutions at the local domain level of 
the IoT infrastructure, which can be integrated into the 
global existing smart city infrastructure built within the 
framework of the hybrid IoT architecture concept, based 
on edge computing technology. 

4.  Materials and methods of the remote-
control means development  

The tasks set are as follows: 
− Justify the concept of implementing a remote 

traffic control system with the potential for integration 
into the global IoT infrastructure of a smart city for fur-
ther implementation. 

− To address the remote-control task, develop 
hardware and software means for implementing an em-
bedded IoT platform capable of facilitating automated 
data collection and the transmission of control inputs 
within the local domain of the IoT infrastructure. 

− Develop an experimental setup for the imple-
mentation and configuration of the embedded IoT plat-
form. 

4.1. Justification of the remote traffic control 
concept in a Smart City for the hardware-software 
means implementation 

The approach of a smart traffic light utilizing ad-
vanced technologies and specialized algorithms that 
consider the flow of cars and bicycles based on the inter-
section's conditions is discussed in [6]. The system takes 
into account the road load and switches the traffic light 
signal depending on the number of vehicles. The switch-
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ing parameters of the traffic light are the road load and 
the overall carbon dioxide emissions, which are sensed 
by sensors and calculated by the system. The innovative 
idea of replacing physical traffic lights with virtual ones 
is also presented. To implement this concept, the authors 
propose using a microcontroller that functions as a smart 
traffic light. The smart traffic light, in turn, becomes a 
part of the entire IoT infrastructure, including integration 
with cloud technologies. The smart traffic light serves as 
a microcomputer with a transceiver connected to the 
global infrastructure. On the other hand, smart traffic 
lights act as relays in the wireless global network, com-
municating with onboard vehicle computers. While the 
authors do not delve into hybrid architectures, the pro-
posed cutting-edge solution serves as the foundation for 
the research conducted in this article. 

A well-known method of intelligent traffic man-
agement, which could potentially integrate the developed 
remote control means, is described in [12]. The idea is 
based on deploying sensor networks at each road inter-
section. Hybrid sensors can be used for monitoring the 
number of vehicles by detecting their presence at spe-
cific locations and identifying vehicles by their registra-
tion numbers using RFID wireless communication tags. 
Presence sensors placed on traffic lanes at each intersec-
tion are employed to determine traffic density and con-
trol traffic lights to enhance traffic flow at that intersec-
tion. The method relies on deploying a cluster network 
topology, allowing various types of sensors placed at 
each intersection to transmit their data to the global con-
trol center of the system through a relevant gateway. 

All of this fits into the theory of hybrid organiza-
tion of IoT architecture. We consider the local domain at 
the level of each network cluster. The edge router serves 
as a gateway for accessing the global control center. The 
embedded system based on a microcontroller performs 
tasks of collecting and locally analyzing information 
from sensors and sensors within the local domain - the 
cluster. Communication with cloud services occurs 
through the control center. The control center also can 
connect with the proposed technical solutions in each 
local domain for transmitting control influences and 
messages, although this goes beyond the scope of the 
research in this article. 

Figure 1 illustrates the concept of remote traffic 
management in a smart location for further implementa-
tion. The concept is developed based on the analysis of 
known systems for remote automated traffic manage-
ment and the implementation of smart traffic lights. The 
hybrid three-tier architecture, which is considered the 
most relevant, is depicted in Figure 1. The first level 
represents the local domain where the sensor and sensor 
system are localized. The local control center, which 
functions as a data aggregator, local analytics server, and 
smart traffic light control device, is connected to all 
devices within the local domain and the upper levels of 
the IoT infrastructure. The central control center serves 
the function of integrating local domains and can be 
implemented either at the boundary of the second level 
of the IoT infrastructure or at the level of cloud tech-
nologies and services. 

 

 

Fig. 1 Structural diagram of the implementation of a three-level  
hybrid IoT architecture for remote traffic management. 
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4.2. Hardware and software means for the em-
bedded IoT platform development 

For the development of the experimental prototype of 
the embedded IoT platform, the Global Logic StarterKit 
development board [13] was used. The development board 
includes an MCU (Microcontroller Unit) STM32F407 Dis-
covery with the STM32F407VGT6 microcontroller from 
STMicroelectronics (a European international company 
based in France and Italy). It also features an expansion board 
containing an embedded graphical display and a set of neces-
sary sensors. During the experiments, temperature sensors, 
air quality sensors, and an accelerometer were utilized. 

The Global Logic StarterKit development board 
does not include the software and hardware necessary for 
connecting to the IoT infrastructure. For IoT connectivity, 
one of the most popular MCUs for IoT applications was 
employed – the ESP8266 with a Wi-Fi module. To connect 
to the IoT, one of the most widely used standalone Wi-Fi 
transceivers, the ESP8266 controller, was utilized. For 
collecting sensor data and connecting to the IoT infrastruc-
ture, wireless data transmission technology Wi-Fi [7] was 
used, which allows for achieving the required signal range 
within the local IoT domain and provides a satisfactory 
level of energy consumption for the developed IoT solution.  

The ESP8266 MCU, in its default configuration, is 
loaded in serial modem mode. In this mode, communication 
with the ESP8266 module is possible using a set of AT 
commands. The AT commands for ESP8266 are divided 
into Wi-Fi layer commands and TCP/IP layer commands. 
The set of AT commands serves as the effective communi-
cation standard with the ESP8266 module. The use of AT 
commands to establish a connection with the ESP8266 
module is also detailed by the authors in [4]. Essentially, 
AT commands provide an alternative to a command-line 
interface for historical routers. However, these solutions 
remain relevant today and are often used in devices utilizing 
GSM, Wi-Fi, and Bluetooth for configuration and commu-
nication with the host. 

5. Development of the embedded IoT  
platform for data collection from sensors 

The structure of the embedded IoT platform is pre-
sented in Figure 2. The architecture of the local domain of 
the IoT infrastructure consists of an embedded IoT platform 
based on the MCU STM32F407 Discovery, which is con-
nected to the ESP8266 module through the UART inter-
face.  

For remote interactive connection with the ESP8266 
module, a technology utilizing AT commands is proposed. 
The MCU functions as a host, sending AT commands and 
waiting for responses or other notifications from the 
ESP8266 module. Through the ESP8266, the MCU auto-
matically connects to the operational network using the 
specified Service Set Identifier (SSID) of the wireless net-
work, becoming a web server. Other hosts within the local 
IoT network infrastructure connect to this web server and 
receive a statically created web page with real-time sensor 
readings. Nodes within the local network can include users 
with mobile devices running an application, in-car com-
puters, other embedded systems within vehicles, boundary 
servers for data processing and storage, local dispatch sta-
tions, and more. The structural integration of the experi-
mental setup into the infrastructure of the local IoT domain 
is illustrated in Figure 2. 

The structural diagram of the proposed software solu-
tion and the interconnection of key software modules are 
shown in Figure 3. The software for the embedded IoT plat-
form based on the STM32F407 Discovery MCU is imple-
mented on the FreeRTOS operating system. For the devel-
opment or integration of drivers from other sources, the 
STM32 HAL embedded software was utilized. The 
STM32F407 controller was configured using the STM32 
CubeMX development environment. STM32CubeMX is a 
graphical interface tool provided by STMicroelectronics 
specifically designed for the automatic configuration of 
STM32 devices and for generating C language source code. 

 

 
Fig. 2 Structure of the embedded IoT platform
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Fig. 3 Structural diagram of the software solution 

The proposed technology for remote interactive 
connection to the ESP8266 module is implemented 
through a system of AT commands. To develop the 
command system for creating and operating the web 
server, as well as for debugging and experimentation, the 
remote terminal tool "picocom" was used. The first step 
is to establish a connection with the ESP8266 module 
using AT commands. When a command is entered in the 
terminal, information about the sent message (echo) is 
displayed, and upon pressing ENTER, the response 
"OK" is received. The developed command system is 
based on the utilization of a standardized set of com-
mands. For experiments involving connection and per-
formance assessment of the system in a network envi-
ronment, the command system incorporates basic com-
mand types with necessary parameters: 

AT+<x>=? – test 
AT+<x>? – query 
AT+<x>=<...> – configuration 
AT+<x> – command without parameters 
Executing the provided commands helps to under-

stand that the solution is functional. One notable advan-
tage of AT commands is their linguistic interface, which 

is easily understood by humans and enables the creation 
of parsers at the user-level software.  

Commands are created using the C language, as 
shown in the previous experiment, and sending a com-
mand in a remote terminal is straightforward. The chal-
lenge arises when receiving the execution results of a 
command. This is why a command system and an ex-
perimental methodology using AT commands to control 
the ESP8266 module were proposed. 

Experiment 1. Let's consider the need to connect 
to an access point with access parameters ssid='Hello' 
and psk='World'. The goal is to determine the state of the 
module, whether it is operational, and whether the access 
point for connection is available. 

The connection methodology is divided into the 
following stages: 

1. AT: Checking the response to the AT command. 
2. AT+RST: Resetting the module to its initial 

state. (Waiting for the "ready" response) 
3. ATE0: Turning off echo (Waiting for the "OK" 

response) 
4. AT+CWMODE=1: Setting the mode to station 

- client. (Waiting for the "OK" response) 
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5. AT+CWJAP="Hello", "World": Connecting 
to the access point. (Waiting for the "WIFI 
CONNECTED" response) 

Experiment 2. In the case where the ESP8266 
module is already connected to a Wi-Fi access point. 
The command AT+CWJAP? allows you to check which 
Wi-Fi network the module is currently connected to and 
whether it's connected at all. The response will be in the 
format +CWJAP:ssid. However, in this case, it's better 
not to send the AT+RST command. 

Experiment 3. Methodology for creating a web 
server based on the ESP8266 module. 

AT+CIPMUX=mode - Connection to multiple (up 
to 4) connections for the server. The command to set the 
multiple connections mode allows enabling the server: 

AT+CIPMUX=1 sets the multiple connections 
mode. 

AT+CIPSERVER=mode, port sets the server 
mode. After this, other devices that know the module's 
address can establish connections with it. The command 
takes the following values as parameters: port - 80, cre-
ate server - 1. Therefore, the following command allows 
setting the server mode: 

AT+CIPSERVER=1,80. 
Experiment 4. After creating the web server, we 

await messages. To read messages, it's necessary to set 
up interrupts on the UART port. This was done as fol-
lows: when a new 8-bit number arrives on the line, an 
interrupt is executed, and the number is written to a 
circular buffer. The thread reads a string from the buffer 
and looks for indicators that allow determining the types 
of incoming data. The data coming from the module 
looks like this: 

WIFI <indicator word> ready - the module is 
ready to work. 

busy p. <id> - not ready. 
CONNECT - client connected indicator <id>. 
CLOSED - client disconnected indicator. 

To implement the project, a modified firmware 
for ESP8266 was developed. STM32CubeMX develop-
ment environment was used for compiling and flashing 
the embedded system. After configuring the firmware 
settings, it's flashed onto STM32F407 Discovery, and it 
starts working and looking for a connection with the 
ESP8266 module. 

6. Discussion of Research Results 

The developed software provides the capability to 
create a web interface for sensors, sensors, and displays 
in the IoT infrastructure. The developed software solu-
tion establishes a web server at the embedded system 
level within the local IoT infrastructure. The connection 
scheme between the embedded Global Logic StarterKit 
system and ESP8266 can be seen in Figure 3, and ex-
periments with hardware equipment are depicted in the 
photo in Figure 4. In [13], the authors investigate the 
effectiveness of modifying the proposed solution using a 
web interface to implement remote monitors and bulletin 
boards. The described solutions can be utilized to create 
means for transmitting control inputs in textual form to 
monitors or displays of automotive computers. An ex-
ample of generating a web page on a remote IoT device 
(such as a dispatcher's console) is shown in Figure 5. 
The web page is configured to refresh automatically 
every 4 seconds or manually as needed. 

The experimental prototype's web page displays 
sensor readings in real-time, including temperature, air 
pollution levels, and accelerometer axis measurements. 
A sophisticated feature for traffic management involves 
creating a text string that can be input by an operator 
through a form on the web page. Additionally, textual 
information for conveying control actions to clients can 
be generated automatically based on processed data. 
Using this text string, notifications can be sent about 
traffic jams or congestion in specific geographical areas 
within each local IoT infrastructure domain. 

 

  

Fig. 4 Display Connection for Transmitting Control Inputs Fig 5 Example of Web Page Generation 
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A proposed software solution has been introduced 
to implement the functional capability of data collection 
and the formation of control influences in the form of 
textual information. The developed means are realized at 
the level of the local domain within the IoT infrastruc-
ture, as illustrated in Figure 1. At this local domain level, 
processes for collecting data from sensors and sensors 
are taking place. The specific processes of gathering data 
from sensors were not addressed in this article, but they 
could be subjects for further research. The future road-
map envisions the implementation of a hybrid multi-tier 
IoT architecture, leveraging cloud services for further 
data analysis and the integration of local domains into 
the global IoT infrastructure. 

The developed experimental prototype utilizes a 
limited number of sensors. The concept of a local edge 
web server remains relevant in the context of advancing 
technologies in edge computing, reliability, real-time 
data processing, and cost-effectiveness. Drivers collect 
data and organize it into a predefined structure, which 
also includes a finite state machine for the web server. 
Subsequently, the data is copied onto the generated web 
page, and stored in the RAM as text. Another task con-
figures the ESP8266 for server initialization and Internet 
connection. If the ESP8266 successfully establishes a 
connection, the task responsible for handling HTTP and 
other requests from the ESP8266 can receive connec-
tions from other devices. Once this connection is estab-
lished, the web page is updated with new values and 
transmitted to the client. 

The developed hardware and software solution 
can be easily transferred to any hardware device using 
more powerful mini-computers designed for universal 
operating systems. This extension can include the addi-
tion of more sensors and detectors to address tasks re-
lated to remote control of road vehicles. By employing 
robust controllers, intelligent analytics can be imple-
mented at the local domain level, enhancing the system's 
responsiveness in real-time scenarios. Cloud-based ser-
vices would be suitable for statistical analysis and pre-
diction of critical situations. Additionally, local devices 
can be entrusted with the task of adjusting statistical data 
and providing emergency responses. 

7. Conclusions 

1. By localizing the traffic control mechanisms at 
the lower levels of the IoT infrastructure, close to data 
collection devices, and utilizing Wi-Fi wireless data 
transmission technology within the local IoT domain, the 
system achieves real-time data processing from IoT 
sensors and relieves communication channels in the 
global network at higher levels of the IoT architecture. 
This multilevel approach enables the development of 

scalable IoT infrastructures for traffic management in a 
smart city system, with future integration into cloud 
technologies and services. 

The developed hardware and software means for 
remote traffic control contribute to the enhancement of 
existing traffic management systems by enabling auto-
mated data collection and aggregation from sensors at 
the edge of the local IoT infrastructure. 
2. To boost remote traffic control systems, a novel tech-
nology is proposed for generating control measures. In 
contrast to traditional approaches, this technology lever-
ages the developed AT command system to deploy a 
web server and create web pages using the capabilities of 
the embedded IoT platform based on microcontrollers. 
This innovative approach facilitates the real-time genera-
tion of control measures in a user-friendly text format 
through a web interface within the local IoT domain 
infrastructure. It enables visual representation of infor-
mation on remote displays, informational boards, and 
built-in vehicle displays.  
3. The proposed solution provides a remote web inter-
face and the capability for remote control of sensors with 
information visualization via the web interface for any 
IoT device within the local network. 
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