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 !#%&()*, -/#1/(!23)/-!4/)/568)*, 9)6(!#;*-!-, =*>(, A4#&>)&

 "$%')"*+,%-$%' /-$-+1'231,353//*+1+ -/-6"7/-9+'%:"73<7=%>++
/'+'%:"73<7=%=+ "<%-?3%A"?"A+*<+?,-?"2+1':>?7=+CRM-?>?73 +

 "#%&()*,- /-#)&/0*,,1, 2-#*3*/0*,* ,5 257"#(& CRM-#"#(*9 % :9-%57 <*3*7-/: <3-=359,-=- 25>*2<*?*,,1,

1@* #(5,-%"(A -#,-%,: ?5#(",: CRM-#"#(*9, &2 9-,-)&(,-B 537&(*@(:3" ,5 537&(*@(:3: ,5 -#,-%& 9&@3-#*3%&#&%. E

#(5((& /-#)&/0*,- #(35(*=&F 9&=35G&B 2 %"@-3"#(5,,19 H5>)-,: Strangler Fig, 1@5 <-)*=H:I <-#(:<-%* %<3-%5-

/0*,,1 9&@3-#*3%&#&%, 2>*3&=5F?" #:9&#,&#(A &2 ,51%,"9 9-,-)&(-9. J)F?-%"9 5#<*@(-9 #(35(*=&B 9&=35G&B I %">&3

#(3:@(:3", (5@-B 1@ Framework for Microservices Migrations (FMM), 1@5 #(5,/53("2:I 9*(-/" 3-23->)*,,1 (5 /-<--

95=5I : /*@-9<-2"G&B 9-,-)&(&% ,5 @*3-%5,& @-9<-,*,(". K%’12-@ 9&0 9&@3-#*3%&#59" (5 9-,-)&(-9 <-)*=H:I(A#1

?*3*2 REST API, L- 25>*2<*?:I >*2<*3*>&M,: %25I9-/&F. N,(*=35G&1 9&@3-#*3%&#&% /-#1=5I(A#1 25 /-<-9-=-F %<3--

%5/0*,,1 DTO (Data Transfer Objects – ->’I@(&% <*3*/5%5,,1 /5,"7) & H)F2&% API, L- 25>*2<*?:I <)5%,"M ->9&,

/5,"9" 9&0 @-9<-,*,(59". E #(5((& <&/@3*#)*,- %50)"%&#(A @*3:%5,,1 25)*0,-#(19" (5 @-,P&=:35G&B % 9&@3-#*3-

%&#57, ,5=-)-H*,- ,5 ,*->7&/,-#(& &,@5<#:)1G&B (5 5%(-,-9,-#(&. J3&9 (-=-, : 2/&M#,*,-9: /-#)&/0*,,& 3-2=)1,:(-

%"@-3"#(5,,1 H5>)-,&% Curcuit Breaker /)1 *P*@("%,-=- ->3->)*,,1 2>-B% & <&/(3"9@" #(&M@-#(& #"#(*9" <&/ ?5#

<3-G*#: 9&=35G&B. Q&@3-#*3%&#" <-(3*>:F(A ,5/&M,"7 9*(-/&% 5%(*,("P&@5G&B, (5@"7 1@ @3"<(-=35P&?,& @)F?& API

(5 (-@*,". Security Assertion Markup Language (SAML) 5>- OpenID 2 OAuth 2.0 – 3&H*,,1, 25<3-<-,-%5,& /)1 <&/-

%"L*,,1 >*2<*@" /5,"7. S*,(35)&2-%5,5 537&(*@(:35 /)1 <-)&("@ 5%(-3"25G&B 95I %"3&H5)A,* 2,5?*,,1 /)1 3*=:-

)F%5,,1 /-#(:<: /- %#&7 9&@3-#*3%&#&%, (-/& 1@ #(5,/53("2-%5,5 5%(*,("P&@5G&1 ,5 -#,-%& 953@*3&% 25>*2<*?:I %25-

I9-/&F ,*25)*0,- %&/ <)5(P-39". T/,5@ /*G*,(35)&2-%5,* 25#(-#:%5,,1 5%(-3"25G&B % @-0,&M (-?G& %7-/: 9&@3--

#*3%&#: 9-0* <3"2%*#(" /- ,*<-#)&/-%,"7 <-)&("@ >*2<*@". J3&9 (-=-, /)1 /-#(:<: /- API, L- ->3->)1F(A @-,P&-

/*,G&M,& /5,&, <-(3&>,& 953@*3" 5%(*,("P&@5G&B &2 G"P3-%"9" <&/<"#59" 5>- 2 ,5/&M,"7 /0*3*). V-)&("@" @-,(3--

)F /-#(:<: <-%",,& >:(" 3*(*)A,- %"2,5?*,& (5 25<3-%5/0*,&, %357-%:F?" (*39&, /&B 953@*35 (5 ->9*0*,,1 ->#1-

=:. X,-(5G&1 <&/@3*#)FI %50)"%&#(A G*,(35)&2-%5,-=- @*3:%5,,1 /-#(:<-9 & <3->)*9", <-%’125,& 2 5,-,&9,"9"

2’I/,5,,19" % ->7&/ H)F2&% API.

 !"#$&' )!$&+: <3-G*# 9&=35G&B, 9-,-)&(,5 537&(*@(:35, 9&@3-#*3%&#", CRM-#"#(*9", @*3:%5,,1 25)*0,-#(19",

->3->)*,,1 @-,P&=:35G&B, #(&M@&#(A #"#(*9", &,@5<#:)1G&1.

ACEFH+/+Introduction+
ZA-=-/,& @*3&%,"@" >&2,*#:, @-9<5,&B <-%",,& :#%&-

/-9)F%5(" %"@)"@", 1@& 2:9-%)FI %#* &,(*,#"%,&H5

@-,@:3*,G&1. E (5@"7 :9-%57 -/,"9 &2 ,5M%50)"%&H"7

P5@(-3&% /)1 >5=5(A-7 @-9<5,&M I )-1)A,&#(A @)&I,(&%,

1@-B 9-0,5 /-#1=(" 25 /-<-9-=-F @-,G*<G&B :<35%)&,,1

%25I9-%&/,-#",59" 2 @)&I,(59". K5%/1@" :<35%)&,,F

%25I9-%&/,-#",59" 2 @)&I,(59" 2’1%)1I(A#1 9-0)"%&#(A

2&>35(" <-%,: &,P-395G&F <3- @)&I,(&%, %&/ G*,(35)A,--

=- 3*I#(3: 5/3*# /- #@)5/,"7 2,5,A <3- @)&I,(5, /-#(:-

<,"7 @-0,-9: <35G&%,"@:.

V3-(*, 2 <-=)1/: <3-=359:%5,,1, (35/"G&M,& #"#(*-
9" CRM #("@5F(A#1 &2 <3->)*959" L-/- >*2<*@" (5
@-,P&/*,G&M,-#(& /5,"7. S* <-%’125,- 2 ("9, &2 :357:-
%5,,19 <-(-?,-B <35@("@", <&/ ?5# 3-23->)*,,1 ,-%-=-

<3-=359,-=- 25>*2<*?*,,1 <3"M,1(- <-?",5(" <3-G*# 2&
#(%-3*,,1 9-,-)&(,-B 537&(*@(:3". T/,5@ %"@-3"#(5,,1
9-,-)&(,-B 537&(*@(:3" 95I ,"2@: ,*/-)&@&%, -#@&)A@"
P:,@G&-,5) <3-=359,-=- 25>*2<*?*,,1 &#(-(,- 3-2H"-
3FI(A#1 &2 <)",-9 ?5#:. S& ,*/-)&@" -#->)"%- -?*%"/,-
<3-1%)1F(A#1 : #@)5/,-#(& :<35%)&,,1, <3->)*9& ->#):-
=-%:%5,,1 (5 ,*2/5(,-#(& 9-,-)&(,"7 /-/5(@&% %<-35("-
#1 &2 #"(:5G&19", @-)" @&)A@&#(A @-3"#(:%5?&% <*3*%"-
L:I <-(:0,&#(A #*3%*35. \)1 %"3&H*,,1 G"7 <3->)*9
>:)- 3-23->)*,- #(")A 537&(*@(:3" 9&@3-#*3%&#&%. Q&@-
3-#*3%&#" ,*25)*0,- 95#H(5>:F(A#1, %#(5,-%)FF(A#1
,*25)*0,- (5 B7 )*=H* <&/(3"9:%5(".

T/,5@ 9&=35G&1 9-,-)&(,-B #(3:@(:3" % 9&@3-#*3%&#,:
<-%’125,5 2 /*1@"9" #@)5/,-#(19". ]5=5(- P5@(-3&%, ,5-
<3"@)5/ %">&3 #(35(*=&B 9&=35G&B (5 <&/7&/ /- &/*,("P&@5-
G&B <-#):=, %&/&=35F(A : GA-9: %"<5/@: %50)"%: 3-)A.
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BD’E4- F/;26F%!))G – c"#(*9" CRM.

H#!F5!- F/;26F%!))G – 9&@3-#*3%&#,5 537&(*@(:35

c"#(*9 CRM 1@ B7 <-/5)AH"M 257"#(.

J!-& #/D/-* – /-#)&/0*,,1 9*(-/-)-=&B 9&=35G&B

<3-=359,-=- 25>*2<*?*,,1 25/)1 3*5)&25G&B 257"#(: #"#-

(*9 :<35%)&,,1 %25I9-%&/,-#",59" 2 @)&I,(59"

(Customer Relationship Management – CRM).

\)1 /-#1=,*,,1 252,5?*,-B 9*(" %"2,5?*,- (5@& -#-

,-%,& L&(F&))G F/;26F%!))G:

 <-#(:<-%5 9&=35G&1 #"#(*9" CRM 2 9-,-)&(,-B

,5 9&@3-#*3%&#,: 537&(*@(:3: 2 ?5#(@-%"9

2%’12@-9 2 9-,-)&(-9;
 %"@-3"#(5,,1 H5>)-,&% Curcuit Breaker /)1 ->-

3->)*,,1 2>-B% & <&/(3"9@" #(&M@-#(& #"#(*9"

<&/ ?5# (5 <&#)1 <3-G*#: 9&=35G&B;
 %"@-3"#(5,,1 <3-(-@-)&% 5%(*,("P&@5G&B Open-

ID : <-I/,5,,& 2 OAuth 2.0.

-+/13'+!5 /+ 71/$85 8$)!'891::;. X,5)&2: :

#(5((& /*(5)A,- <3-5,5)&2-%5,-, 1@ 3&2,& 9*75,&29" 5%-

(*,("P&@5G&B (5 5%(-3"25G&B 9-0:(A >:(" 3*5)&2-%5,& %

#"#(*957 CRM % :9-%57 537&(*@(:3" 9&@3-#*3%&#&%, <*-

3*%&3*,- *P*@("%,&#(A 3&2,"7 #(35(*=&M, (5@"7 1@ @)F?&

API, 953@*3" (5 G*,(35)&2-%5,& <-)&("@" /-#(:<:.

<:+!'> $)/+::'? 8$)!'891:A ' BDF!'G+H'I. E ,5:@--

%--/-#)&/,"GA@-9: <3-#(-3& #A-=-/*,,1 2’1%)1F(A#1

3->-(", 1@& #(-#:F(A#1 %",57-/: (5 5,5)&2: 9*(-/-)-=&B

3-23->)*,,1 5)=-3"(9&% 257"#(: #"#(*9 :<35%)&,,1 %25-

I9-%&/,-#",59" 2 @)&I,(59" (Customer Relationship

Management – CRM) 25 /-<-9-=-F %"@-3"#(5,,1 537&-

(*@(:3" 9&@3-#*3%&#&%.

E 7-/& 3->-(" [1] 2/&M#,*,- /-#)&/0*,,1 %<)"%: 9&-

@3-#*3%&#&% & @-,(*M,*3"25G&B ,5 *P*@("%,&#(A 3*#:3#&%,

95#H(5>-%5,&#(A & 25=5)A,: <3-/:@("%,&#(A #"#(*9

SAAS CRM. ^@#<*3"9*,(5)A,& 3*2:)A(5(" <3-/*9-,-

#(3:%5)" &#(-(,* <&/%"L*,,1 *P*@("%,-#(& %"@-3"#(5,-

,1 3*#:3#&%, -#@&)A@" CRM-#"#(*9" ,5 -#,-%& @-,(*M-

,*3,"7 9&@3-#*3%&#&% /*9-,#(3:%5)" ,"0?"M 3&%*,A %"-

@-3"#(5,,1 SV & <59’1(& <-3&%,1,- &2 9-,-)&(,"9" 5,5-

)-=59". SF <&/%"L*,: *P*@("%,&#(A %"@-3"#(5,,1 3*-

#:3#&% 9-0,5 <-1#,"(" <3"(595,,-F 9&@3-#*3%&#59

9-/:)A,&#(F (5 /*(5)A,-F 95#H(5>-%5,&#(F, L- /5I

29-=: @35L* 3-2<-/&)1(" 3*#:3#" (5 @*3:%5(" ,"9".

J3&9 (-=-, (5@& <)5(P-39" @-,(*M,*3"25G&B, 1@ Docker,

25>*2<*?:F(A )*=@: %&3(:5)&25G&F (5 &2-)1G&F 3*#:3#&%,

L- /-/5(@-%- #<3"1I -<("9&2-%5,-9: %"@-3"#(5,,F

3*#:3#&%. Q5#H(5>-%5,&#(A, L* -/", %50)"%"M 5#<*@(

#"#(*9 CRM, (5@-0 25>*2<*?")5 <-9&(,& <-@35L*,,1 %

*@#<*3"9*,(5)A,&M :#(5,-%G&. Z"#(*9" CRM ,5 -#,-%&

9&@3-#*3%&#&% <3-/*9-,#(3:%5)" @35L: =-3"2-,(5)A,:

95#H(5>-%5,&#(A, L- /5)- B9 29-=: #<35%)1("#1 2& 2>&-

)AH*,"9 ,5%5,(50*,,19, <3-#(- /-/5%H" >&)AH* *@-

2*9<)13&% ,*->7&/,"7 #):0>. S* 3&2@- @-,(35#(:I &2 9--

,-)&(,"9" <3-=35959", 1@& ?5#(- <-(3*>:F(A <-%,-95-

#H(5>,-B 3*<)&@5G&B %#&IB <3-=359", L-> %<-35("#1 2&

2>&)AH*,,19 ,5%5,(50*,,1. J3&9 (-=-, <)5(P-39" -3-

@*#(3:%5,,1 @-,(*M,*3&%, (5@& 1@ Kubernetes, #<3-L:-

F(A 3-2=-3(5,,1 (5 @*3:%5,,1 @-,(*M,*3,"9" <3-=35-

959", 25>*2<*?:F?" <)5%,* 5%(-95("?,* 95#H(5>:%5,-

,1 9&@3-#*3%&#&% ,5 -#,-%& <-<"(: % 3*5)A,-9: ?5#&.

E /-@:9*,(& [2] 25<3-<-,-%5,- 3&H*,,1 /)1 ,5)5H-

(:%5,,1 /)1 9:)A("(*,5,(,-=- SaaS &2 %"@-3"#(5,,19

9&@3-#*3%&#&%. ]:)- 25<3-%5/0*,- ,*&,(3:2"%,"M <&/-

7&/, 1@"M 9-0* >:(" <35@("?,&H"9 /)1 <3-9"#)-%-#(&.

K5<3-<-,-%5,- :25=5)A,*,: *(5)-,,: 537&(*@(:3:, 1@5

/5I 29-=: ,5)5H(-%:%5(" SaaS &2 @&)A@-95 @)&I,(59" 25

/-<-9-=-F 9&@3-#*3%&#&%.

J3&9 (-=-, %53(- %"-@3*9"(" <35G& (5@"7 ,5:@-%G&%:

`53/5 J:953& [1], Z-,= a:*M, c=:*, e:, f-%*)A e35,@

[2], c5,7* V3-P, c5,7* Q# [3], Q5)&95 ]-,&P5#, Q>-=-

J3&#<&, [4], g*2*3 Q53#*)A [5], X/3&*)A J*%&,, Z:/53-

95, Q:75995/, Z9&( ]*3-,, Q:#(&@5#53& e535,&(5 [6],

 *9 i&,:#, QH*)9>:)5 \0-M, T?&=>- X>*)A, X=%-9-

V5,)* g:( [7], S2&,G2&, ZF* [8], \%&%*/& g59 J:953,

i-79-3 `*M)&, \&@#&( g",@: `5395, Z57&>5 K5M,5>,

c5&@ Z5(A1<35, j57*3/:#( a59*/ [10], iAF l0*=-0, ]--

?*,*@ Q5=/5)*,5 [11], c5B9 X3H& [12], g5/05=:@=:@  &-

)#-,, Z59-#&3 T95#, g5/05=:@=:@ \0-#&1, g5/05=:@=:@,

a5#&5,5 [13], l>-)5=5/* X/*@-)5, X/*M*9& T)50:9-@*

[14] mH-/75 \3, i5(&(75 \3 [15], V3&-3 \5,&*)A [16],

Q5,57*9*, V3-/& [16] (5 &,H"7.

V3-(*, >*3:?" /- :%5=" 252,5?*,: %"L* ,5:@-%: /--

@:9*,(5G&F, <"(5,,1, <-%’125,* 2 9*(-/-)-=&IF 3-23->-

)*,,1 5)=-3"(9&% 257"#(: #"#(*9 :<35%)&,,1 %25I9-%&/-

,-#",59" 2 @)&I,(59" (Customer Relationship Mana-

gement – CRM) 25 /-<-9-=-F %"@-3"#(5,,1 537&(*@(:-

3" 9&@3-#*3%&#&%, %#* L* 25)"H5I(A#1 ,*/-#(5(,A- /-#-

)&/0*,"9 (5 <-(3*>:I <-/5)AH-=- -<35GF%5,,1.

%IKFLMENEP+QRCLTQVIWWX+EN+Y\+R^_R`RaIWWX+/+
Research+results+and+their+discussion+

V-#(:<-%5 9&=35G&1 9-,-)&(,-B 537&(*@(:3" % 9&@3--

#*3%&#,: %&/>:%5I(A#1 25 /-<-9-=-F H5>)-,: Strangler

Fig. S* /5I 29-=: /-/5%5(" ,-%& P:,@G&B /- <3-=359" (5

%"):?5(" ,51%,& P:,@G&B 2 9-,-)&(: 1@ 9&@3-#*3%&#", (--

/& 1@ 9-,-)&(, L- 25)"H"%#1, 9-0* <35GF%5(" <535)*-

)A,- &2 9&@3-#*3%&#59". S* -2,5?5I, L- /)1 G&)*M G&IB

3->-(" 9-0,5 %"@-3"#(-%:%5(" I/","M 3*<-2"(-3&M.

`5>)-, #<&)A,-B >52" /5,"7 %"@-3"#(-%:I(A#1 /)1 9&=-

35G&B >52" /5,"7. g-2/&)*,,1 (5>)"GA, 1@& %"@-3"#(-%:-

F(A /*@&)A@5 9&@3-#*3%&#&%, (5 B7 &,(*=35G&1 % &,H& (5>-

)"G& 9&@3-#*3%&#&% ,* I %53&5,(-9 /)1 25#(-#:,@:, -3&I,-

(-%5,-=- ,5 ->#):=-%:%5,,1 @)&I,(&% (5 <3-/50&, -#@&-

)A@" G* <3"2%*/* /- ,5/(- #@)5/,-B 9&=35G&B /5,"7 /)1

,51%,"7 @)&I,(&%, 1@& 7-?:(A <*3*M(" ,5 3&H*,,1 9&@3--

#*3%&#&%. j-9: %50)"%- 5>- /:>)F%5(" (5>)"G& >52" /5-

,"7, 5>- %"@-3"#(-%:%5(" H5>)-, #<&)A,-B >52" /5,"7.

K%’12-@ 9&0 9&@3-#*3%&#59" (5 9&0 9-,-)&(-9 & 9&@3--

#*3%&#59" %&/>:%5("9*(A#1 ?*3*2 REST API.  &, %"@--

3"#(-%:I #(5,/53(,& 9*(-/" HTTP (5 P-395(" /5,"7,

(5@& 1@ JSON 5>- XML, L-> <-)*=H"(" 2%’12-@ 9&0 @)&-

I,(59" (5 #*3%*359".

T#@&)A@" 9&=35G&1 o3:,(:I(A#1 ,5 H5>)-,& Strangler

Fig, @&,G*%& <3"#(3-B #<&)@:F(A#1 &2 3*H(-F 9-,-)&(:.

S*M 9-,-)&( 9&#("(A &,(*3P*M#" /)1 %0* %"):?*,"7 9&-

@3-#*3%&#&%, 1@& %"@)"@5F(A %&/<-%&/,"M REST API 9&@-

3-#*3%&#:.  &/<-%&/,- /- H5>)-,: Strangler, 9-/:)A :

3-2(5H:%5,,& %"):?*,-B #):0>" 3*#(3:@(:3:I(A#1 (5@,

L- %&, %"@)"@5I REST API %"/->:(-=- #*3%&#:. `)F2

API /&I 1@ (-?@5 %7-/: /)1 @&,G*%"7 <3"#(3-B% & <*3*#"-

)5I 25<"(" /- %&/<-%&/,"7 #*3%&#&%. p-> H)F2 API 9&=

5/3*#:%5(" <35%")A,& #*3%&#", 3*5)&2:I(A#1 3*I#(3 <-#-

):=, : 1@-9: 9-0:(A 3*I#(3:%5("#1 5@("%,& 9&@3-#*3-

%&#".

p-> 25>*2<*?"(" %&/#:(,&#(A 25)*0,-#(& %&/ &,H"7

#*3%&#&% 5>- 9-,-)&(:, @-0*, 9&@3-#*3%&# @*3:I %)5#,"-
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9" >&>)&-(*@59", L-> 25<->&=(" @5#@5/: 2>-B%. p-> <*-

3*@-,5("#1, L- %#& 9&@3-#*3%&#" 3*5)&2:F(A <35%")A,&

-#,-%" @-0,-=- 9&@3-#*3%&#:, #(%-3*,- H5#& 9&@3-#*3-

%&#: (5 H5>)-, 9&@3-#*3%&#:. \)1 <5359*(3&%, 1@& 9--

0:(A %<)"%5(" ,5 @&)A@5 9&@3-#*3%&#&% 5>- 1@& ,* <--

%",,& >:(" 0-3#(@- 25@-/-%5,&, #(%-3FI(A#1 2-%,&H,&M

P5M) @-,P&=:35G&B, 2 1@-=- 9&@3-#*3%&#" 9-0:(A 2?"(:-

%5(" #%-B <5359*(3".

Z*3%&# Crm.PdfGeneration %"/->:%5I(A#1 25 /-<-9--

=-F H5>)-,: Strangler Fig. E (-9: 9&#G&, /* G*M 9-/:)A

9&#("%#1 : 9-,-)&(&, 9-/:)A /-<-%,FI(A#1 9-/:)*9,

1@"M <*3*#")5I 25<"( /- #*3%&#:. Z(%-3FI(A#1 ,-%"M

<3-I@( “ASP.NET Core Web API” : 3&H*,,&-3*<-2"(-3&B

CRM. V-(&9 : <3-I@( @-<&FF(A#1 @)5#", 1@& :(%-3F%5-

("9:(A 9&@3-#*3%&#. E GA-9: %"<5/@: @)5#" IPdf-

Service.cs & PdfService.cs @-<&FF(A#1 2 Crm.Library.

T#@&)A@" /)1 G"7 @)5#&% 7535@(*3,& 25)*0,-#(& %&/

Crm.Library, 5 /)1 ("7 25)*0,-#(*M – &,H& 25)*0,-#(&,

25)*0,-#(& (5@-0 @-<&FF(A#1 : <3-I@( Crm.Pdf-

Generation, -#@&)A@" @-0*, 9&@3-#*3%&# <-%",*, #59 @*-

3:%5(" #%-B9" >&>)&-(*@59" (5 25)*0,-#(19". K-%,&H,&

25)*0,-#(& %#(5,-%)FF(A#1 ?*3*2 NuGet Package

Manager. p-> <35%")A,- &,&G&5)&2:%5(" <3-I@(, ,5 /--

/5(-@ /- Program.cs (5@-0 #(%-3FI(A#1 @)5# Startup.cs.

E @)5#& Startup.cs, #*3*/ &,H-=-, 2?"(:F(A#1 HttpClient &

@-,(3-)*3 API, 1@ <-@525,- : %"7&/,-9: @-/& % (5>). 1

 "$%. 1. N,&G&5)&25G&1 P5M)&% @-,P&=:35G&B, PdfService (5 @-,(3-)*3&% : @)5#& Startup 9&@3-#*3%&#: PdfGeneration /

Initialization of configuration files, PdfService and controllers in the Startup class of the PdfGeneration microservice

44 public void ConfigureServices(IServiceCollection services) 

45 {

46 serviceSettings = 

configuration.GetSection(nameof(ServiceSettings)).Get<ServiceSettings>();

47 communicationSettings = 

configuration.GetSection(nameof(CommunicationSettings))

.Get<CommunicationSettings>();

48 services.AddSingleton<IPdfService, PdfService>(); 

49 services.AddControllers(); 

50 services.AddTransient<PdfService>(); 

51 }

p-> =535,(:%5(", L- %#& ,*->7&/,& 2,5?*,,1 /-#(5%)1-

F(A#1 352-9 2& 2%’12@-9, #(%-3FF(A#1 @)5#" DTO, 1@& 9&#(1(A

,*->7&/,: &,P-395G&F. PdfDTO %"@-3"#(-%:I(A#1 /)1 <*3*-

/5%5,,1 2=*,*3-%5,-=- PDF-P5M): ,525/ 5>-,*,(: 1@ 95#"%

>5M(&%. g*H(5 DTO 9&#(1(A <5359*(3", %50)"%& /)1 3&2,"7

%"@)"@&% 9*(-/&% PdfService.cs. V-(&9 #(%-3FI(A#1 @)5# Pdf-

Controller.cs /)1 2%’12@: ?*3*2 REST API. E GA-9: @)5#& 9*(-/

Get =*,*3:I(A#1 /)1 @-0,-=- <:>)&?,-=- 9*(-/: @)5#: Pdf-

Service.cs. J-0*, &2 G"7 9*(-/&% get -(3"9:I #<*G&5)A,"M DTO

1@ <5359*(3, L- <*3*/5I(A#1 ?*3*2 (&)- 25<"(: %"@)"@: REST

API. Z<-?5(@: %"@)"@ API @*3:%5%#1 25 /-<-9-=-F <5359*(-

3&% /Html2Pdf/{html}/{headerMargin}/{footerMargin}. V&2,&H*

<-?5)- 2/&M#,F%5("#1 <*3*/5%5,,1 <5359*(3&% ?*3*2 (&)-

25<"(:. Q*(-/ Get %"@)"@5I %&/<-%&/,"M 9*(-/ PdfService &2

<5359*(359" DTO. T/", &2 G"7 9*(-/&% Get <-@525,- : %"7&/-

,-9: @-/& % (5>). 2.

PDFService, <-/5,"M : (5>). 4, -(3"9:I 2,5?*,,1 %&/

@-,(3-)*35, 31/-@ 18. l*,*35G&1 %"@-,:I(A#1 CefToPdf-

Converter : 31/@57 25–29. c53*H(& PDF-P5M) <-%*3(5I(A#1

1@ 95#"% >5M(&%, 31/-@ 30, 5>-, : %"<5/@: %"):?*,,1 ?5#:

-?&@:%5,,1, <-%*3(5I(A#1 ,:)A-%* 2,5?*,,1, 31/-@ 35.

 "$%. 2. Q*(-/ Get /)1 %"@)"@: 9*(-/: Html2Pdf 9&@3-#*3%&#: PdfGeneration /

Get method to call the Html2Pdf method of the PdfGeneration microservice

6 namespace Crm.PdfGeneration.Controllers 

7 {

8 [ApiController] 

9 [Route("api/Pdf")]

10 public class PdfController : ControllerBase 

11 {

12 private readonly IPdfService pdfService; 

13 public PdfController(IPdfService pdfService) 

14 {

15 this.pdfService = pdfService; 

16 }

17 [HttpGet("Html2Pdf/{dto}")]

18 public PdfDTO GetHtml2Pdf([FromBody] SendPdfDTO dto) 

19 {

20 var pdf = this.pdfService.Html2Pdf(dto.html, dto.headerMargin, 

dto.footerMargin);

21 var responseDTO = new PdfDTO(Guid.NewGuid(), pdf); 

22 return responseDTO; 
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 "$%. 3. J)5# PdfModule.cs 9&@3-#*3%&#: PdfGeneration / The PdfModule.cs class of the PdfGeneration microservice

35 namespace Crm.PdfGeneration.AutoFac 

36 {

37 public class PdfModule : Module 

38 {

39 protected override void Load(ContainerBuilder builder) 

40 {

41 base.Load(builder);

42 builder.Register(c => c.Resolve<ISiteService>().CurrentSite).As<Site>();

43 builder.RegisterType<CefToPdfConverter>().As<ICefToPdfConverter>();

44 builder.Register( 

45 c => 

46 {

47 var appSettingsProvider = c.Resolve<IAppSettingsProvider>();

48 var cefToPdfPath = 

appSettingsProvider.GetValue(ServiceSettings.CefToPdfPath);

49 var fileName = Path.Combine(cefToPdfPath, "CefToPdf.exe");

50 return (IDeployment)new StaticDeployment(cefToPdfPath); 

51 }).As<IDeployment>();

52 }

53 }

54 }

 "$%. 4. Q*(-/ Html2Pdf #):0>" PdfService : 9&@3-#*3%&#& PdfGeneration /

The Html2Pdf method of the PdfService service in the PdfGeneration microservice

1 namespace Crm.PdfGeneration.Services 

2 {

3 public class PdfService : IPdfService 

4 {

5 protected readonly ILog logger; 

6 protected readonly ICefToPdfConverter converter; 

7 private Site site; 

8 public PdfService(Site site, ILog logger, ICefToPdfConverter converter) 

9 {

10 this.site = site; 

11 this.logger = logger; 

12 this.converter = converter; 

13 }

14 public virtual byte[] Html2Pdf(string html, double headerMargin = 0,

double footerMargin = 0)

15 {

16 var result = converter.HtmlToPdf(html, new CefToPdfSettings 

17 {

18 MarginTop = headerMargin, 

19 MarginBottom = footerMargin 

20 });

21 return result;

22 }

23 }

24 }

\)1 %"@)"@: 9&@3-#*3%&#: PdfGeneration 2%’12-@ 3*5-
)&2:I(A#1 : <3-I@(& Crm.Library. T#@&)A@" 9&@3-#*3%&#
PdfGeneration <35GFI ,5 &,H&M IP-5/3*#& 2 &,H"9 <-3-
(-9, @)5# PdfServiceClient.cs, <-@525,"M : (5>). 5, 3*5)&-
2-%5,- : Crm.Library, 1@"M 3*=:)FI %"@)"@ 2-%,&H,A-=-
REST API. SendPdfDTO =*,*3:I(A#1 &2 <*3*/5,"7 <535-
9*(3&%, 31/-@ 23. V-(&9 DTO #*3&5)&2:I(A#1 1@ ->’I@(
JSON, 31/-@ 24. V-(&9 =*,*3:I(A#1 URI /)1 %"@)"@:
API, 31/-@ 25. \)1 GA-=- %"@-3"#(-%:I(A#1 BaseAddress
: %"<5/@: )-@5)A,-=- %"@-,5,,1 2 %"2,5?*,"9 <-3(-9
https://localhost:7114, 2?"(5,"9 &2 P5M): @-,P&=:35G&B (5
<-%’125,"9 2& H)17-9 9*(-/: API Get. V-(&9 =*,*3:-
I(A#1 25<"( &2 (&)-9 %"@)"@:, 31/@" 26-31, & ,5/#")5I(A-

#1 31/-@ 32. c53*H(&, <-%*3,:("M PdfDTO %"(1=:I(A#1
(5 <-%*3(5I(A#1, 31/@" 33 (5 34. S*M @)5# PdfService-
Client.cs >:)- &,&G&5)&2-%5,- % @)5#& Startup.cs.

p-> 25<"(", ,5/&#)5,& /- -3"=&,5)A,-=- @)5#:
PdfService.cs <3-I@(: Crm.Library, <*3*#")5)"#1 /- 9&@-
3-#*3%&#: PdfGeneration, (&)5 9*(-/&% -3"=&,5)A,-=-
@)5#: 5/5<(-%5,- (5@, L-> %-," %"@)"@5)" %&/<-%&/,"M
9*(-/ @)5#: PdfServiceClient.cs, 1@"M I 25<"(-9 <*3*-
,5<35%)*,,1 /- %&/<-%&/,-=- API REST 9&@3-#*3%&#:
PdfGeneration. E (5>). 6 <-@525,-, 1@ 29&,FI(A#1 -3"=&-
,5)A,* (&)- 9*(-/:. j*<*3 %"@)"@5I(A#1 9*(-/ Get-
PdfAsync pdfServiceClient & <*3*/5F(A#1 -(3"95,& <535-
9*(3", 31/-@ 14.
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 "$%. 5.  "@)"@ API /)1 9*(-/: Html2Pdf 9&@3-#*3%&#: PdfGeneration : @)5#& PdfServiceClient.cs <3-I@(: Crm.Library /

API call for the Html2Pdf method of the PdfGeneration microservice in the PdfServiceClient.cs class of the Crm.Library project

12 namespace Crm.Library.Services 

13 {

14 public class PdfServiceClient 

15 {

16 private readonly HttpClient httpClient; 

17 public PdfServiceClient(HttpClient httpClient) 

18 {

19 this.httpClient = httpClient; 

20 }

21 public async Task<PdfDTO> GetPdfAsync(string html, double headerMargin, 

double footerMargin) 

22 {

23 var dto = new SendPdfDTO(html, headerMargin, footerMargin); 

24 var json = JsonConvert.SerializeObject(dto); 

25 var uri = new Uri(httpClient.BaseAddress.ToString() + 

$"api/Pdf/Html2Pdf/dto");

26 var request = new HttpRequestMessage 

27 {

28 Method = HttpMethod.Get,

29 RequestUri = uri, 

30 Content = new StringContent(json, Encoding.UTF8, "application/json")

31 };

32 var response = await httpClient.SendAsync(request); 

33 var pdf = await response.Content.ReadFromJsonAsync<PdfDTO>(); 

34 return pdf; 

35 }

36 }

37 }

 "$%. 6. X/5<(5G&1 (&) 9*(-/&% @)5#: PdfService.cs % Crm.Library / Adaptation of PdfService.cs class method bodies in Crm.Library

1 namespace Crm.Library.Services 

2 {

3 public class PdfService : IPdfService 

4 {

5 protected readonly ILog logger; 

6 private readonly PdfServiceClient pdfServiceClient; 

7 public PdfService(ILog logger, PdfServiceClient pdfServiceClient) 

8 {

9 this.logger = logger; 

10 this.pdfServiceClient = pdfServiceClient; 

11 }

12 public virtual byte[] Html2Pdf(string html, double headerMargin = 0,

double footerMargin = 0)

13 {

14 var result = Task.Run(async () => await pdfServiceClient.GetPdfAsync(html, 

headerMargin,

footerMargin));

15 var res = result.Result.content;

16 return res; 

17 }

18 }

19 }

T#@&)A@" 3*5)&25G&1 %"3&H")5 %"@-3"#(5(" 5#",7-

3-,,"M %"@)"@ API, <-(3&>,- /-?*@5("#1 %&/<-%&/&,

&,5@H* <3-G*# <3-/-%0:%5("9* %"@-,:%5("#1 >*2 %&/-

<-%&/& (5 %&/<-%&/A %&/ 9&@3-#*3%&#&% ,* /5#(A 3*2:)A(5-

(&%, 31/-@ 14. V*3H ,&0 %&/<-%&/A 9-0,5 >:/* <-%*3,:-

(", PDF ,*->7&/,- %"/->:(" : %"=)1/& 95#"%: >5M(&%,

31/-@ 15.

g*5)&25G&1 @)5#&% (5 9-/:)&% 9-,-)&(:, 2%’125,"7 &2

@)5#-9 PdfService.cs 9-,-)&(:, ,* <-%",,5 29&,F%5("#A,

5 P:,@G&-,5)A,& 9-0)"%-#(& <*3*/5F(A#1 9&@3-#*3%&#:.

T#@&)A@" 2%’12-@ &2 9&@3-#*3%&#-9 PdfGeneration & ,525/

/- 9-,-)&(: 3*=:)FI(A#1 ?*3*2 DTO, %&/<-%&/,& DTO

(5@-0 >:)" #(%-3*,& % <3-I@(& Crm.Library. S& DTO

&/*,("?,& DTO &2 9&@3-#*3%&#:.
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 "$%. 7. V3-(-("< Circuit Breaker /)1 PdfServiceClient, 3*5)&2-%5,"M : @)5#& 25<:#@: 9-,-)&(: /

Circuit Breaker prototype for PdfServiceClient implemented in the monolith’s startup class

99 services.AddHttpClient<PdfServiceClient>(client => 

100 {

101 client.BaseAddress = new

Uri(configuration.GetValue<string>("PdfServiceAddress"));

102 })

103 .AddTransientHttpErrorPolicy(builder => 

builder.Or<TimeoutRejectedException>().WaitAndRetryAsync(

104 5,

105 retryAttempt => TimeSpan.FromSeconds(Math.Pow(2, retryAttempt)) 

106 + TimeSpan.FromMilliseconds(jitterer.Next(0, 1000)),

107 onRetry: (outcome, timeSpan, retryAttempt) => 

108 {

109 var serviceProvider = services.BuildServiceProvider(); 

110 serviceProvider.GetService<ILogger<PdfServiceClient>>()? 

111 .LogWarning($"Delaying for {timeSpan.TotalSeconds} seconds, then making 

retry {retryAttempt}");

112 }

113 )) 

114 .AddTransientHttpErrorPolicy(builder => 

builder.Or<TimeoutRejectedException>().CircuitBreakerAsync(

115 3,

116 TimeSpan.FromSeconds(15),

117 onBreak: (outcome, timeSpan) => 

118 {

119 var serviceProvider = services.BuildServiceProvider(); 

120 serviceProvider.GetService<ILogger<PdfServiceClient>>()? 

121 .LogWarning($"Onening the circuit for {timeSpan.TotalSeconds} seconds.");

122 },

123 onReset: () => 

124 {

125 var serviceProvider = services.BuildServiceProvider(); 

126 serviceProvider.GetService<ILogger<PdfServiceClient>>()? 

127 .LogWarning($"Closing the circuit.");

128 }

129 )) 

130 .AddPolicyHandler(Policy.TimeoutAsync<HttpResponseMessage>(1));

\)1 %"@)"@: REST API 9&@3-#*3%&#: PdfGeneration :
@)5#& Startup.cs 9-,-)&(: 3*5)&2-%5,- <3-(-("< Circuit
Breaker, 1@ <-@525,- : (5>). 7. K5=5)-9 9-,-)&( <-%(-3,-
25#(-#-%:I 9&@3-#*3%&# <’1(A 352&%, @-)" 25<"( ,* %/5I(A#1,
31/-@ 104, L-352: 2 3&2,"9 ?5#-9 -?&@:%5,,1 /- ,5#(:<,-B
#<3->", 31/@" 105 & 106. V&#)1 (3A-7 #<3-> 3-29"@5I(A#1
Circuit Breaker & ?*@5I 15 #*@:,/, <-@" ,* %&/&9@,*(A#1, 5
<-(&9 2,-%: 25@3"%5I(A#1, 31/@" 115–128.

c5%*/*,- 3&2,& @)F?-%& <-@52,"@" *P*@("%,-#(& (KPI)

(5 &,#(3:9*,(" 9-,&(-3",=: /)1 -G&,F%5,,1 <3-/:@("%-

,-#(& 9&@3-#*3%&#&% & @-,(*M,*3"25G&B % CRM-#"#(*957.

 "@-3"#(5,,1 3*#:3#&% I @3"("?,"9 KPI /)1 -G&,F%5,,1

*P*@("%,-#(& 9&@3-#*3%&#&% & @-,(*M,*3"25G&B % CRM-#"#-

(*957.  &/#(*0:%5,,1 %"@-3"#(5,,1 SV, <59’1(& (5 9*3*0&

/5I 29-=: %"1%)1(" <-(*,G&M,& %:2A@& 9&#G1 (5 -<("9&2:%5-

(" 3-2<-/&) 3*#:3#&%. j5@& &,#(3:9*,(", 1@ Prometheus &

Grafana, 9-0,5 %"@-3"#(-%:%5(" /)1 2>"35,,1, %&2:5)&25G&B

(5 5,5)&2: <-@52,"@&% %"@-3"#(5,,1 3*#:3#&%, 25>*2<*?:F-

?" /*(5)A,* :1%)*,,1 <3- <3-/:@("%,&#(A #"#(*9". f5#

%&/=:@: (5 25(3"9@5 (5@-0 I %50)"%"9" KPI /)1 -G&,F-

%5,,1 <3-/:@("%,-#(& 9&@3-#*3%&#&% & @-,(*M,*3"25G&B %

#"#(*957 CRM. Q*,H"M ?5# %&/<-%&/& %@52:I ,5 *P*@("%-

,&H: (5 95#H(5>-%5,&H: #"#(*9:, L- 25>*2<*?:I @35L"M

/-#%&/ @-3"#(:%5?5. N,#(3:9*,(" 9-,&(-3",=:, (5@& 1@

Jaeger & Zipkin, 9-0,5 %"@-3"#(-%:%5(" /)1 %&/#(*0*,,1

25<"(&% & %"9&3F%5,,1 25(3"9-@ : 9&@3-#*3%&#57.

JFL$&$31::; 31>D!A/+/'& 8$)!'891::;. J-)" M/*(A#1

<3- >*2<*@: /5,"7 : CRM-#"#(*957, 9&=35G&1 %&/ 9-,-)&(-

,-B 537&(*@(:3" /- 537&(*@(:3" 9&@3-#*3%&#&% I ,*-/,-2,5-

?,"9 3&H*,,19. V-/&) ,5 9*,H& ,*25)*0,& #*3%&#", @-0*,

&2 %)5#,-F P:,@G&-,5)A,&#(F, #<3"1I 95#H(5>-%5,-#(& (5

=,:?@-#(&, 5)* (5@-0 3-2H"3FI <-%*37,F 5(5@". J-)"

23-#(5I @&)A@&#(A #*3%&#&%, 1@& #<&)@:F(A#1 ?*3*2 9*3*0&,

2’1%)1I(A#1 >&)AH* (-?-@ %7-/: /)1 2)-%9"#,"@&%. E 9--

,-)&(,&M 537&(*@(:3& %#& @-9<-,*,(" 252%"?5M 3-2(5H-%5,&

% -/,-9: #*3*/-%"L&, L- <-)*=H:I 257"#( @5,5)&% 2%’12@:

(5 25#(-#:%5,,1 257-/&% >*2<*@" ,5 3&%,& 9*3*0&. T/,5@ %

537&(*@(:3& 9&@3-#*3%&#&% #*3%&#" ?5#(- #<&)@:F(A#1 ?*3*2

9*3*0&, L- #(%-3FI <-(*,G&M,: 25=3-2: <*3*7-<)*,,1 5>-

95,&<:)F%5,,1 @-,P&/*,G&M,"7 /5,"7. T@3&9 GA-=-, :

9-,-)&(,&M #"#(*9& /5,& ?5#(- (&#,- <-%’125,& (5 3-2<-/&-

)1F(A#1 9&0 3&2,"9" 9-/:)19" ?" 3&%,19". S* 9-0*

#(%-3"(" <3->)*9" /)1 #*=9*,(5G&B /5,"7 & @-,(3-)F /-#-

(:<:, -#@&)A@" @-9<3-9&# % -/,&M ?5#(",& #"#(*9" <-(*,-

G&M,- 9-0* %<)",:(" ,5 >*2<*@: %#A-=- ,5>-3: /5,"7.

K &,H-=- >-@:, 9&@3-#*3%&#" #<3"1F(A #*=9*,(5G&B

/5,"7, &,@5<#:)FF?" B7 % -@3*9& #*3%&#". S* 9-0* <--
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#")"(" >*2<*@:, ->9*0"%H" /-#(:< /- <*%,"7 ,5>-3&%

/5,"7 ,5 -#,-%& @-3/-,&% #):0>", 29*,H"%H" %<)"%

<-3:H*,,1 >*2<*@".

T#@&)A@" 9&@3-#*3%&#" 3*5)&2:F(A#1 1@ API, <-?5(-

@-%5 P-395 5%(*,("P&@5G&B /)1 9&@3-#*3%&#&% <*3*/>5-

?5I %"@-3"#(5,,1 @3"<(-=35P&?,"7 @)F?&% API. Q53-

@*3" 5%(*,("P&@5G&B, 25@-/-%5,& ,5 9-%& 3-29&(@"

Security Assertion Markup Language (SAML) 5>- ?*3*2

<&/@)F?*,,1 OpenID : 9*057 OAuth 2.0, I <-(*,G&5)A-

,"9 3&H*,,19 L-/- <&/%"L*,,1 >*2<*@" /5,"7. \)1

5%(-3"25G&B ,*->7&/,5 G*,(35)&2-%5,5 537&(*@(:35 /)1

,5/5,,1 (5 25#(-#:%5,,1 <-)&("@ /-#(:<:, L- 3*=:)F-

F(A /-#(:< /- %#&7 9&@3-#*3%&#&%. j5@-0 <-(3&>*, #(5-

,/53("2-%5,"M, ,*M(35)A,"M L-/- <)5(P-39" 9*(-/

<*3*/5%5,,1 3&H*,A L-/- 5%(-3"25G&B ?*3*2 #(5,/53-

("2-%5,"M 953@*3. \*1@& 2 ,"7 9-0:(A >:(" 953@*359"

/-#(:<: OAuth 2.0, 25@-/-%5,"9" : P-395(& JSON,

-#@&)A@" @-0*, &2 9&@3-#*3%&#&% 9-0,5 3*5)&2:%5(" ,5

&,H&M 9-%& ?" <)5(P-39&. c5/5,,1 <-)&("@" (5 ->?"#-

)*,,1 3&H*,A L-/- /-#(:<: <-(3*>:F(A %"@-3"#(5,,1

#*3%*35 5%(-3"25G&B. c*/-)&@ :<3-%5/0*,,1 <-)&("@

@-,(3-)F /-#(:<: % (-?G& /-#(:<: @-0,-B 9&@3-#):0-

>" <-)1=5I % (-9:, L- <-(3&>,& /-/5(@-%& 2:#"))1, L->

=535,(:%5(", L- 25=5)A,& <-)&("@", 25#(-#-%,& /- %#&7

API 9&@3-#):0>, 3*5)&2:F(A#1 -/,5@-%-. ]:/A-1@5 3--

2>&0,&#(A : 3*5)&25G&B <-)&("@" >*2<*@" 9&0 API 95("-

9* ,5#)&/@" /)1 >*2<*@" %#&IB <3-=359" ,5 -#,-%& 9&@-

3-#*3%&#&%.

J-)" M/*(A#1 <3- &9<)*9*,(5G&F @-,G*<G&M 257"#(: %

5%(*,("P&@5G&17, /)1 /-#(:<: /- API, 1@& 95F(A /-#(:< /-

@-,P&/*,G&M,"7 /5,"7, <-%",,& %"@-3"#(-%:%5("#1 (-@*,"

5%(*,("P&@5G&B, 1@& 5>- 95F(A G"P3-%"M <&/<"#, 5>- <&/(-

%*3/0*,& 5%(-3"(*(,"9 /0*3*)-9. J3&9 (-=-, /)1 /*1@"7

#*3%&#&% 9-0:(A 2,5/->"("#1 -/,-352-%& 5>- @-3-(@-?5#,&

(-@*,", L-> ->9*0"(" H@-/:, 1@: 9-0* 25%/5(" #@-9<-

3-9*(-%5,"M (-@*,. Q53@*3" 5%(*,("P&@5G&B 95F(A >:("

3*5)&2-%5,& ,5 -#,-%& /*#@3"<(-35, /* #<-?5(@: <-#")5,,1

,5 953@*3 ,5/#")5I(A#1 #(-3-,&, 1@5 <*3*%&31I. J-0*,

@)F? API, 1@"M %"@-3"#(-%:I(A#1 % CRM-#"#(*9&, <-%"-

,*, 95(" ->9*0*,,1, %"2,5?*,& 1@ /)1 #"#(*9", (5@ & /)1

,5>-3: API, /* B7 9-0,5 25#(-#-%:%5(". T>#1= ->9*0*,A

/)1 P:,@G&-,5)A,-#(& @-0,-=- @)F?5 API <-%",*, %&/<--

%&/5(" 3&%,F ,5/&M,-#(&, L- ,5/5I(A#1 <&/ ?5# <*3*%&3@"

&/*,("P&@5G&B. J-)" (-@*," 5%(*,("P&@5G&B >*2 2>*3*0*,,1

#(5,: (,5<3"@)5/, %*>(-@*," JSON (JWT)) %"@-3"#(-%:-

F(A /)1 :<3-%5/0*,,1 #<&)A,"7 >&>)&-(*@, <-%’125,"7 &2

9&@3-#*3%&#-9, (*39&, /&B 953@*35 95I >:(" 1@-9-=5 @-3--

(H"9, -#@&)A@" %&, %"2,5?5I (3"%5)&#(A #*5,#:, & 5@("%,"M

#*5,# ,* 9-0* >:(" %&/@)"@5,-, 5 #*@3*(,"M @)F? 953@*35

,* <-%",*, >:(" ?5#(",-F @-/: >&>)&-(*@". S* 95I >:("

/",59&?,5 29&,,5, <3*/#(5%)*,5 29&,,-F #*3*/-%"L5 5>-

%@525,5 : P5M)& /5,"7 #*3*/-%"L5.

J*3:%5,,1 /-#(:<-9 <-%",,- 2/&M#,F%5("#1 (5@.

V-)&("@" /-#(:<: /- %#&7 API (5 B7,&7 3*#:3#&% 95F(A

>:(" %"2,5?*,& (5 ,5/5,& #*3%*3: /-#(:<:. \-2%&) ,5 %"-

@)"@ /)1 <*%,-=- ,5>-3: 5/3*#,"7 P:,@G&M <-%",*, >:-

(" %"2,5?*,"M (5 25<3-%5/0*,"M ,5 <-?5(@-%-9: H)F2&

API, (-/& 1@ 5%(-3"25G&B ,5 %"L-9: 3&%,& /*(5)&25G&B

95F(A >:(" %"2,5?*,& (5 25<3-%5/0*,& >)"0?* /- 3-2-

(5H:%5,,1 9&@3-#*3%&#&%. Q&@3-#*3%&#" <-%",,& 95("

29-=: @*H:%5(" /5,& <-)&("@"; ,5 G*M @*H 9-0,5 <-@-

)5/5("#1 )"H* (-/&, @-)" #*3%*3 /-#(:<: ,*/-#(:<,"M &

M-=- (*39&, /&B <-%",*, 25@&,?"("#1 ?*3*2 <*3&-/, %&/-

<-%&/,"M /)1 #*3*/-%"L5 / &,P35#(3:@(:3". Z*3%*3 /--

#(:<: <-%",*, :9-0)"%)F%5(" <&/(3"95,,1 /*(5)A,"7

<-)&("@. g&H*,,1 L-/- /-#(:<: %&/ #*3%*35 /-#(:<:

95F(A <*3*/5%5("#1 -@3*9"9 9&@3-#*3%&#59 25 /-<-9--

=-F #(5,/53("2-%5,"7 953@*3&%, 25@-/-%5,"7 : ,*M(35-

)A,-9: /)1 <)5(P-39" P-395(& (,5<3"@)5/, 953@*3

OAuth 2.0, 25@-/-%5,"M : P-395(& JSON). c*->7&/,-

3*(*)A,- @-,(3-)F%5(" ->#1= %,:(3&H,&7 953@*3&% 5%-

(-3"25G&B, /-/5,"7 9&@3-H)F2-9 5>- (-?@-F <3"M,1((1

3&H*,A /- @-0,-=- 25<"(:; ,5<3"@)5/, : 25<"(& ,5 (35,-

25@G&F %,:(3&H,&M 953@*3 5%(-3"25G&B 95I >:(" ->9*-

0*,"M 25 ->#1=-9, L-> 25):?5(" )"H* @&,G*%& (-?@"

API, /- 1@"7 ,*->7&/,- -(3"95(" /-#(:< /)1 G&IB (35,-

25@G&B. `)F2 API 9-0,5 %"@-3"#(-%:%5(" /)1 G*,(35)&-

25G&B <3"9:#-%-B 5%(*,("P&@5G&B (5 @-,(3-)F /-#(:<:

/)1 %#&7 ,5#(:<,"7 9&@3-#*3%&#&%, : (5@-9: 352& ,*95I

<-(3*>" 25>*2<*?:%5(" 5%(*,("P&@5G&F (5 @-,(3-)A /--

#(:<: /)1 @-0,-=- -@3*9-=- #*3%&#:. ]:/A-1@"M @-9<--

,*,(, %&/<-%&/,- 3-29&L*,"M : 9*3*0&, 9-0* #(%-3F%5-

(" 5,-,&9,& 2’I/,5,,1 2& #):0>59" % ->7&/ H)F25 API

(5 M-=- 257"#(:.

M&94/(& )/(*L)& /-#*5&)*O #!L923-&-6( F/;26-

F%!))G – %<*3H* >:)- &,(*=3-%5,- <3-(-@-) 5%(*,("-

P&@5G&B OpenID : <-I/,5,,& OAuth 2.0 #59* % #"#(*957

CRM 9&@3-#*3%&#,-B 537&(*@(:3".

H#&4-*8)& L)&89Q6;-3 #!L923-&-6( F/;26F%!))G –

257"#( /5,"7 CRM-#"#(*9 % :9-%57 /*G*,(35)&2-%5,-B,

(->(- 9*,H @-,(3-)A-%5,-B 25 <3"3-/-F 9&@3-#*3%&#-

,-B 537&(*@(:3".

APCWR`cP+/+Conclusions+
Q*(5 G&IB 3->-(" – 2/&M#,"(" ?5#(@-%: 9&=35G&F

/-/5(@5 &2 <3-=359,-=- 25>*2<*?*,,1 CRM-#"#(*9" 25

/-<-9-=-F FMM.  "1%")-#1, L- 9&=35G&1 >52" /5,"7

I -/,&IF &2 ,5M?5#(&H* 2=5/:%5,"7 <3->)*9 : 352& 9&=-

35G&B <3-=359,-=- 25>*2<*?*,,1 2 9-,-)&(,-B #(3:@(:-

3" % 9&@3-#*3%&#,:. T<"#5,-, 1@ &/*,("P&@-%5,- <-#-

):=" 25 /-<-9-=-F %">35,-=- 9*(-/:, %&/P&)A(3-%5,-

H5>)-," (5 ,5M@35L& <35@("@", 5 537&(*@(:35 9&@3--

#*3%&#&% 2=*,*3-%5,5 &2 G"9" 3*2:)A(5(59".

V&/#:9:I9-: %"@-,5,* /-#)&/0*,,1 <3-/*9-,#(3:%5-

)-, L- &,(*=35G&1 9&@3-#*3%&#&% & @-,(*M,*3"25G&B % #"#(*-

9" CRM 9-0* #<3"1(" &#(-(,-9: <&/%"L*,,F *P*@("%-

,-#(& %"@-3"#(5,,1 3*#:3#&%, 95#H(5>-%5,-#(& (5 25=5)A-

,-B <3-/:@("%,-#(& #"#(*9".  "@-3"#(-%:F?" G& (*7,-)--

=&B (5 /-(3"9:F?"#A ,5M@35L"7 <35@("@ L-/- B7 :<3-%5-

/0*,,1, <&/<3"I9#(%5 9-0:(A #(%-3F%5(" #"#(*9" CRM

,5#(:<,-=- <-@-)&,,1, 1@& ,* )"H* %&/<-%&/5F(A /*/5)&

%"L"9 %"9-=59 #:?5#,-=- G"P3-%-=- )5,/H5P(:, 5)* M

#(%-3FF(A 9&G,: -#,-%: /)1 95M>:(,A-=- 23-#(5,,1 (5

&,,-%5G&M. a-?5 <*3*7&/ /- 9&@3-#*3%&#&% & @-,(*M,*3"25G&B

9-0* #<3"?","(" (3:/,-L& (5 <-(3*>:%5(" 29&," <35@("-

@" 3-23->)*,,1, 2%505F?" ,5 <-(*,G&M,& <*3*%5=" % <)5,&

<&/%"L*,,1 <3-/:@("%,-#(&, *@-,-9&?,-#(& (5 23:?,-#(&

->#):=-%:%5,,1, M-=- %53(- 2/&M#,"(" -3=5,&25G&19, 1@&

<35=,:(A 25)"H5("#1 @-,@:3*,(-#<3-9-0,"9" % :9-%57

/&)-%-/#(%5 #A-=-/*,,1.
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SOFTWARE+MIGRATION+FROM+MONOLITHIC+ARCHITECTURE+TO+MICROSERVICES+
ARCHITECTURE+AS+A+WAY+OF+PROTECTING+CRM+SYSTEMS+

The study of this work was focused on the process of protecting CRM systems in the conditions of the transition of

software, which is the main part of CRM systems from a monolithic architecture to an architecture based on micro-

services. This article explores a migration strategy using the Strangler Fig pattern that facilitates the incremental adoption

of microservices while maintaining compatibility with the existing monolith. A key aspect of a migration strategy is

choosing a framework, such as the Framework for Microservices Migrations (FMM), that standardizes development prac-

tices and helps decompose monoliths into manageable components. Communication between microservices and the mono-

lith is facilitated through a REST API that ensures seamless interaction. The integration of microservices is achieved

through the implementation of DTOs (Data Transfer Objects) and API gateways, which ensures smooth data exchange be-

tween components. The article emphasizes the importance of dependency and configuration management in microservices,

emphasizing the need for encapsulation and autonomy. In addition, the research examines the use of Curcuit Breaker pat-

terns to effectively handle failures and maintain system stability during the migration process. Microservices, implemented

as APIs, demand robust authentication methods such as cryptographic API keys and tokens. Security Assertion Markup

Language (SAML) or OpenID with OAuth 2.0 are suggested solutions to enhance data security. Centralized architecture

for authorization policies is crucial to regulate access across all microservices, while standardized token-based authentica-

tion ensures platform-neutral interoperability. However, decentralized authorization enforcement at each microservice en-

try point may lead to inconsistent security policies. Moreover, access to APIs handling confidential data necessitates au-

thentication tokens with digital signatures or from trusted sources. Access control policies should be meticulously defined

and enforced, with considerations for token expiration and scope limitations. The abstract underscores the significance of

centralized access management and the challenges posed by anonymous connections bypassing API gateways.

Keywords: migration process, monolithic architecture, Microservices, CRM systems, dependency management, con-

figuration handling, system resilience, encapsulation.
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