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Y craTTi 3p00JieHO aAKIEeHT Ha A0C/iAKeHHs] pO0OTH TeXHOJIOTil 0JJ0K4YelH Ha pPiBHi JaHMX, a
caMe aHAJI3yIOThCA MeXaHi3MM Oe3lme4HOro ooMiHy TpaH3zakuiamu. Po3rasmaerbces posnoaijieHa
CTPYKTYpa 0JIOKYelH Mepeski, mo0yJ0BaHa HA OCHOBI MOC/II0BHOCTI 0J10KIB, KOTPi MicTATHL JaHi
Tpan3akuii. Onucano gpyHraMeHTAIbHI 0C00JMBOCTI pOOOTH TEXHOJIOTII 0JIOKYeiiH, a TAKOXK 6-TH
KOMIIOHEHTHY OararomapoBy apxiTekTypy OJokd4eifH. IlokazaHo BasKJIMBiCTBH 3aCTOCYBaHHSI
Kpunrorpagiyanx xem-QyHKOin s 3a0e3nedeHHs Oe3NeKkW i HiTICHOCTI JaHMX y OJIOKYeilH
Mepexi.

3 MeTo10 cuMYyJaALil mpouecy 00MiHy TPaH3aKIiAMHU MiK KOPHCTYBauyaMH Mepexi, CTBOPEeHO
eKClepUMeHTANbHY OJok4eiin amaikanilo. Lle gamo 3Mory Hao4yHo NOKa3aTH 0C00JIMBOCTI
BHKOPHCTAHHS TAKUX KPHUNTO-iHCTPYMEHTIB, K MyOJiuyHui i mpuBaTHUIl KJII0Yi Ta HudpoBuil
mianmuc a0 BUpillleHHs T1po0JjeMH HecaHKUiOHOBaHMX Tpan3akmiid. IIpoBeneHo aHaumis
NPOAYKTUBHOCTI eKCNePUMEHTAJIbHOI 0/J0KYeiliH Mepeki NMpPU pPi3HUX 3HAYEHHSX CKJIATHOCTI
BUI00yBaHHA 0JI0KA.

KuiouoBi ciioBa: 6/10k4eiiH, 010K, piBeHb JaHUX, 3aXUCT JAHUX, Xell-(PyHKIIis, TPaH3aKIIif,
nyOaivHMIl K104, MPUBATHUI KJII0Y, HU(poBuHii mixmuc.

1. Beryn

Texnonoris 00K4elH, M0 (QYHKI[IOHYE Ha 0a3i PO3MOAIICHOI CHCTEMH IM(PPOBUX PEECTPIB, CTala
KJIFOUOBUM I1HHOBAITIHHHUM pIMIEHHSAM Y CBITI (hiHAHCIB, TEPETBOPIOIOYN Ta yMOCKOHATIOIOYN TPaAMITiitHI
MeToau 00poOKHy (hiHaHCOBUX omepalliid. et HOBITHIH HAIIPSIMOK PO3BUTKY IMUGPOBHUX TEXHOJIOTIH poOOTH 3
JTAaHUMH CTaB 00'€KTOM IHTCHCHBHOT'O BUBYCHHS Ta JTOCIIKEHb, OCKUIBKH HOTO TMTOTEHITIaI BiIKPHUBAE IIHPOKi
MEPCIEKTUBH ISl TIOKpAIeHHs e(eKTHBHOCTI, OE3IMeKH Ta IMPO30pocTi y OaraThox cdepax, 30KkpeMa y
(hiHAHCOBOMY CEKTOPI.

IcHye mymka, 10 TEXHOJOTIsSA OJIOKYEHH, 3aBASKH CBOIH BHYTPIIIHINA CTPYKTYypi, € MPaKTUIHO HE
YYTIUBOIO IO 3arpo3 Oe3rmeku. Xoda Taka ToYKa 30py, 3BICHO, € HAJTO ONTHUMICTHIHOO, BOJHOYAC OJIOKUSHH
BOJIOJIE PSAAOM TOTYXHHUX BiacTHBOCTed Oesmeku. KirouoBuMm it 3a0e3rneyeHHs OE3MEKH TEXHOJOTII
OJIOKUYElH € 3acTOCYBaHHs KpUNTOpadiuHUX 3ac00iB, SKi rapaHTYIOTh LUIICHICTh Ta KOHQIACHLIAHICTh TaHUX
TpaHzakuid. Taki iHCTpyMEeHTH SIK KpunTopadidHi K04l BHUKOPUCTOBYIOTHCS [Uid MK(PYyBaHHA Ta
nemmmdpyBaHHs JaHUX, 3a0e3meuyroun O0e3MeKy TpaH3akiiid B Mepexi. [laHa crarts GokycyBaTuMeThCs Ha
JIOCITIDKEHHI  0ocoOnuBOCTel poboTm came mmx 3aco0iB Oesmeku. llle omHMM BaxJIMBUM O€3MEKOBHM
MeXaHi3MOM AJisl OJ0K4eliHy € anroputMu KoHceHcycy: Proof of Work (PoW) i Proof of Stake (PoS), mo
3a0e3MeuyloTh 3roly BCiX BY3JIiB Mepexi Moo cTaHy OyokuelHy. L{i anropuTMu BBOASTH HAOOPH HpaBUI,
SKI PErJIaMeHTYIOTh TpOLEeC A0AaBaHHS OJOKY B JIAHIIOT MEpPekKi 1  YHEMOXKJIMBIIOIOTH MAaHIMMyJSIil
37I0BMUCHHKIB peecTpoM. Ha BiuMiHy Bif IIEHTpali30BaHUX CHUCTEM, SIKi € Bpa3nuBUMH depe3 30iil y Toui
yIpaBIiHH Mepekero, OJOKYEHH Mepexki — JeleHTpatizoBani. Taka CTpyKTypa po3NOAise AaHl MK By31aMu
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MEpEexKi, L0 CYTTEBO 3MEHIIYE PU3UK KPUTHYHOTO 30010 B OJHIM KOHPETHiH TOYLl, aJyKe HaBiTh Y BUNAJIKY,
SIKIIO OyZie CKOMIIPOMEHTOBAHO KiJIbKa BY3JiB, MEpeKa MPOJOBKUTH MPALIOBATH KOPEKTHO.

Takox BapTO 3a3HAYMTH, IO AJIS HE TEXHIYHUX JIIOICH apXiTeKTypa TeXHOJOril OJ0K4YeiH Moxe OyTH
JOCUTH CKJIAJHOIO AJISl PO3YMIiHHS, 110 MOX€E YCKJIaJHIOBATH ii MIMpoKe BHpoBakeHHs. L pobora ctaBuTh
Ha METi Ha MPUKJIaIi JOCTiPKEHHs poOOTH eKCIEpUMEHTaIBHOT OJIOKUEHH MepeKi HAOYHO TOSCHUTH, SIK Ha
OCHOBI kpunrorpadii gocsracTecsi HAAIMHICTD Ta Oe3MeKa TpaH3aKLii.

2. Orasn JiTepaTypHHUX JKepet

VY pobori [1] mocmimKyeThess MUTaHHS 3a0e3NedeHHs Oe3MeKH JaHMX 1 3aXUCTy KOH(ICHIIIIHOCTI it
yac TpaH3aKIii OJI0K4YelHy, OAHOYACHO MMTiABUIIYI0UYH e(DeKTUBHICTD TpaH3aKUii 1 HaailHicTh. [IpomonyeThCS
METOJ 3aXUCTy KOH(DIMCHIIIMHOCTI IJIS TpaH3akKIid OJOKYEHHY Ha OCHOBI TOJIETTIEHOTO TOMOMOPGHOTO
mudpyBaras. [lobymyBano iHGpacTpykTypy OJIOKUEHHY 1, TIPYHTYIOUHCh Ha 1i CTPYKTypHHX
XapaKTEPUCTHKAX, PUHHATO TEXHOJIOTIIO JOKA3y 3 HYJIbOBUM PO3TOJIONICHHSIM JIJIS TIEPEBIPKH JICTITUMHOCTI
JIAaHWX, TAPAHTYIOYH CIIPABKHICTh Ta TOYHICTH TPaH3aKIIii.

Y pobori [2] 3ampomoHOBaHO KOMIUIEKCHHH METOA 3aCTOCYBaHHS TEXHOJOTIi OJOKYeHH i
3a0e3medeHHs OS3MeKH B MEpPEXi Ta MPOTHI] ITOCTIHIM 3arpo3aM, a TaKOX 3POCTaHHIO KiOEP3T0UYNHHOCTI Ta
kibeparakam. Ha miif 0cHOBI aBTOpaMu po3po0JICHO 3aXHUIIEHYy CHCTEMY KYPHAJIiB, sIKa Ha/JaBaTUMe Oe3MedHi
Ta HAA1IHI )KypHAIH CIIAYNM JJI XMapHOi KpuMiHamicTHKH. CEKpeTHICTh Ta KOH(1ASHIIHHICTh KOPUCTYBadiB
XMapy 3a0e3MedyI0ThCS 32 JOTIOMOTOI0 METOTy I PYBAHHS 3 MOXKIIUBICTIO TIOIITYKY.

VY nmiteparypHoMy mkepem [3] DOCHiKYeThCS MHTAaHHS BKIIIOUEHHS TEXHOJOTii OJIOKYEHY B
Oe3nednnit kuTTeBui UK po3podku (SDLC) mis mocuineHHs 3aX0AiB Oe3MeKy MPOTATOM YChOTO MPOIECY
PO3pOOKHU MPOrpamMHOro 3a0e3rnedycHHs. BIoKueilH, SIKU XapakTepH3YEThCsS CBOEHD JIEICHTPATi30BAHOIO,
IIPO30POI0 Ta HE3MIHHOIO MIPHUPOIOI0, TPOIIOHYE HATIHHY CTPYKTYPY AJIS TOM SKIIEHHS PU3HKIB, ITOB’ I3aHIX
13 BPa3IMBICTIO MPOTPAMHOTO 3a0e3MeUeHHs, BATOKOM JaHWX i HEABTOPH30BAHUM JOCTYIOM. JlocTimKeHHs]
3arauOIIOETECA B Te, SIK OJOKYEHH MOYKHA JIETKO IHTerpyBaTH B KoXHY ¢azy SDLC — aHami3 BHMOT,
MPOCKTYBAHHS, BIPOBA/KCHHS, TECTYBaHHsI, PO3TOPTAHHS Ta OOCIYroBYBaHHs. BOymoByHOUM MPOTOKOIH
omoxygeitny B mi etanu, SDLC Moe 1ocsrTi Okl BUCOKOTO PiBHS rapaHTii Oe3meK.

Y poboti [4] po3rmsmaeThCs MOXJIMBICTH IHTErparlii TexHomorii OrmokdeldH 1 OaratodaxTopHOi
aBreHTudikamnii (bDA), sSK AOAATKOBHUX pIMIEHb I MiABUINEHHS OE3MeKH TpaH3akiiid 1 3abe3nedeHHs
LTICHOCTI AaHuX Ha TatdopMax enekTpoHHoi komepuii. OKkpiM 0e3MeKOBUX MepeBar, sKi Hajae OJOKYEHH,
3a3HavaeThes, mo BDA nomae momaTkoBHi piBeHb O€3lEKH, BUMaraioyu KilbKoX ()OpM MEpeBipKH mepen
HaJaHHSIM JIOCTYIy 10 KOH(iACeHIIiHOI iHdopMarlii abo 3aBepleHHs TpaH3akiiid. [HTerparlis OJok4deliHy Ta
MFA y cuctemMu enexkTpoHHOI KOMeplii 3a0e3rleuye KOMIUIEKCHE pillleHHsI Oe3MeKH, SIKEe CTOCYEThCS SK
LUTICHOCTI IaHUX, TaK 1 KOHTPOJIIO IOCTYILY.

VY pobori [5] 3anpornoHoBaHa CHCTEMa MEPEBAKHO 30CEPE/PKCHA Ha 3a0e3IeUCHHI 0C3MEKU CUCTEMH
OJIOKYCHH 3a JIONIOMOrOK PI3HMX MexaHi3MiB. Po3po0iieHa MOJeNib CKIIAJa€eThCsl 3 CUCTEMH Ha OCHOBI
(hiHaHCOBHX TpaH3aKIiH, sika npamtoe Ha ocHoBi TexHomorii RFID. Jloctym 1o gaHuX, OTpUMaHuX i3 CHUCTEMH,
MOXYTh MaTH JIMIIE aBTOPU30BaHi KIIIEHTH, IO 3a0e3Meuye Nepinii piBeHb OE3MeKH MUIIXOM aBTeHTU (KA1
JIUHACHOTO KJIi€HTa 3a joromororw aBteHtudikarii M2M. Ilicns ayrentudikaiii KopucTyBaua BiH MOXeE
OTPUMATH JOCTYNl JO CUCTEMH TpaH3akiiil. Jlani TpaH3akilid, siki 30epiraroTbCsl B JIOKAJIBHIA CHUCTEMI,
3aXMINAIOTECS 332 JONOMOIOI0 TEXHOJOTii OJIOKYEHH Ha OCHOBI XellyBaHHs. 3reHepOBaHUH Xell 3HOBY
3aXHINAETHCS MUITXOM IOJIUTY Ta 30epiraHHs Xeury B JBOX Pi3HUX MiCISX.

ABTOopu po0OTH [6], pO3risAaOyMl BaXKJIHWBY MPoOOJieMy 3a0e3MeyYeHHsl WUIICHOCTI JNaHUX Y
JEIEHTPATI30BaHUX CUCTEMAaX, MMPOBOIWIIN TOCIIIKEHHS! KMOBIpHOCTI (panbeudikalii TaHUX y paMKax JiepeB
Mepkna, siKi € KIIOYOBUMH B TEXHOJIOTiAX OnokueiHy Ta IHTepHery peueit (IoT). Pesynbratu moxazamu
3MEHIIIEHHs KMOBIpHOCTI (hanbcudikarii 31 3017IbIICHHAM TOBKHUHH XEIIy Ta 3BOPOTHUH 3B’ A30K i3 JOBHINMHU
nusxamu Mepkiia. L poGoTa mpornoHye BakJIUBY iHGOpPMAIIiO PO ONTHUMI3AI0 CTPYKTYp aepeB Mepkia
JUIL TIOCWIeHHS Oe3mekn B OJOKYelHI Ta cucTeMax I[HTepHeTY pedel, IOCATHEHHS OalaHcy Mixk
00YHCITIOBAIBLHO e()EKTUBHICTIO Ta LIJTICHICTIO JaHUX.
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3. IlocTanoBKa 3apa4i
Ha mnpuknani ekcrepuMeHTaNbHOI ONOKYEHH Mepeki MpoaHalizyBaTH OCOOJIMBOCTI MpoOLECy
Oe3meyHoro OOMiHY NaHMMH, 30KpeMa IOCHIOUTH SK 3a JOIMOMOIOI0 3aCTOCYBaHHS KPHIOTTpadivyHHX
MEXaHI3MIB  BHUpIIIyeThCS  MpoOJieMa HECAaHKIIOHOBAaHMX  TpaH3aKlii. BukoHaTH  HOCHIKEHHS
NPOIYKTUBHOCTI €KCIIEPUMEHTAIbHOI OJOKYEHH Mepexki MpH Pi3HUX 3HAYCHHSX CKJIAAHOCTI BHIOOYBaHHS
610Ka.

4. Oco01uBoCTI TeXHOJIOTiI 0/10KYelH

brokueiin - 1e memeHTpamizoBaHa 0a3a MaHWX, OpPTraHi30BaHa B ITOB’S3aHHM, MOCHTIIOBHUN CITHCOK
OstokiB. biioku, s’k OCHOBHHUIT KOMITOHEHT OJIOK4YCHHY, 30epiraroTh Hallp MIHCHUX TpaH3aKIiH, 3aXUIICHUX
kpunrorpagieto [4]. [ani TpaH3akuiid 3alMCYIOTHCS TT00AIBHOI0 PO3MOAIICHOI0 MEPEXKEI0 CIeIiaTbHUX
KOMITIOTEPIB, SIKi Ha3MBAIOTHCS By3/laMH. Y CHUCTeMi OJIOKYEHH KOKEH BY30J MOJXKE iHiLiIOBaTH OOMiH
iH(popMarriero Ta mepeaaBaTty ii BCIM 1HITAM By3JaM B MEPEXKi.

By3nu Mepexi BHKOPHCTOBYIOTb MHUHYJI TpaH3aKWii IUIA MEPEeBIPKH TOTOYHOI TpaH3aKii, Micis
YCIILIHOT MePEeBIPKU TPaH3aKLII0 T0AAI0Th 10 MOTOYHOro OyokueiiHy. KinbKicTh TpaH3aKWiid arperyeTbes Ta
BCTaBJISIETCSA B OJIOKYCHH-OJIOK B 3aJIEKHOCTI BiJ 4acOBOro BikHa. Biiok, /0 mpukimamy OITKOMHA, MOXKeE
BKIIIOUaTH B ceOe B cepeanpoMy Ounbiie 500 TpaHzakiid. MakcuMaabHHA pPO3Mip OJ0Ka CTAaHOBUTH
npubnuzHo 1 Mb, BepxHiii nimit, 3anponoHoBanuii Caromuri Hakamoto B 2010 porii 0yB HaBMHCHO 0OMEXKEHUI
B L1JI4X O€3IIEKH.

3aB/SIKM BUKOPUCTAHHIO KPUNTOTPpadiYHUX METO/IIB Ta alTOPUTMIB KOHCEHCYCY, TEXHOJIOTis OJI0KYeHH
rapaHTye IUTICHITh JaHUX, HEMOXIIUBICTD MIepe3aricy BHECEHOT paHimie iHdopmarlii.
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Puc. 1 3aeanvna cmpykmypa 6510Ki8 y mepedici b10Kyelin

PosrasaeMo O1TBIT IETATBHO JTAHITIOT MEePEski OJIOKUCHH 13 MpeICTaBICHHSIM THIIOBOI CTPYKTYpH OJIOKiB
(puc. 1). Ilepmum On0xkOM y ONOKYEHHI € TeHE3UC-OJIOK, SIKMH IIe TaKoX Ha3uBaloTh ONOK 0, BiH €
0aThKIBCBKUM JUIS BCiX HAcTYMHHUX OJIOKIB y Mepexi. B cTpykTypi OJIOKY BHIAIISIOTH 3ar0JIOBOK 1 Tijo.
3aroyloBOK OJIOKY 3aCTOCOBYETBCS 3 METOK ifeHTH(IKALIl BiAMOBIIHOrO OJOKY B Mepexi OjokueiH. Bin
CKJIaJa€ThCs 13 TAKUX KOMIIOHEHTIB:
= Xem OJOKY — BIaCHUN YHIKAJIbHUH Xell OJIOKY.
=  Xem NOnepeaHboro 6JOKY — Iie TOCHJIAaHHS Ha Xell MONEePEeJHbOTO B JAHIIOXKKY, OaTbKIBCHKOTO OJIOKY.
=  OpnHopazoBuii HOMeEP (nonce) — 1€ BUIMAJKOBE 3HAUEHHSI, AK€ PO3PAXOBYETHCA METOJOM MPOO 1 MOMIIIOK,
o0 crpoOyBaTH Pi3HI MEPEeCTaHOBKHU JUIsl JOCSTHEHHS HEOOXIJHOTO PiBHS CKIAIHOCTI MPH TeHeparii
0JI0KY.
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= [lo3nauka yacy — QiKcye 4ac CTBOpPEHH: OJIOKY, 100 BIOPSAKYBAaTH HOTO B XPOHOJIOTTYHOMY HOPSIIKY.
= JlepeBo (kopinb) Mepkia — 256-6iToBuii KpunoTorpadidHuil XM yCciX TpaH3aKIlii BKIFOUYESHUX O TaHOTO
0JIOKY, Ha OCHOBI HHOTO KOPHCTYBadi IEPEBIPSIOTH MOKIIUBICTh BKIIFOUCHHS HOBOI TPaH3aKIIii 10 OJI0Ky

Tino 610Ky MICTHTB JaHi PO BCi MepeBipeHi 1 JoAaHi 1o 670Ky TpaH3akuil. 30KpeMa, B TpaH3aKIisaxX
30epiraeThces iHpOpMaLis Ipo aApecH BiANPaBHUKA 1 OTPUMYBaua KPUNTOBAIIOTH, & TAKOXK CyMy IIepeKasy.

Bapro 3a3HaunTH, 010 B 3aJI€KHOCTI BiJ TOTO UM IHINOTO OJIOKYEHHY, CTPYKTypa OJIOKY MOXKE JIEIIO0
BiJpi3HATHCS Bifl MpHUBEJCHOI Ha puc. 1.

Broku criosryyaroTbes OAMH 3 OIHUM B JIAHLIOT Y XPOHOJIOT1YHIH MOCIIiIJOBHOCTI, HA OCHOBI BKJIFOUEHHS
XeIlly TOMEPEeIHBOr0 3aroJioBKa OJIOKY (SK mmoka3aHo Ha puc. 1). e 3a0e3neuye HE3MIHHICTh Ta CTIMKICTh
JIQHITFOTa MEPEeXi 0 BTPYyYaHHs, aJpKe JId TOro, o0 BHECTH 3MiHH B OJMUH OJIOK, HEOOXiJHO BUKOHATH
OHOBJICHHSI KO>)KHOTO HACTYITHOT'O OJIOKY.

TexHoOTisE OJIOKYCHH XapaKTepu3yeThCcs (yHIAMCHTAJIbHHUMU OCOOJIHMBOCTAMM JIeleHTpai3anii,
NMpo30poCTi, aBTEHTHYHOCTI Ta ayauty. Ha BigMiHYy BiJ [EHTpali30BaHUX CHCTEM OJIOKYeWH
XapaKTepu3yeThes AeleHTpaiizanieto. Le o3nauae, mo Mepeska po3ocepe’keHa Ha 0araTbox By3Jax, i )KOAeH
BY30JI HE MO>KE CAMOCTI{HO KOHTPOJIIOBATH BCIO MepexKy. Takuil miaxig gae 3Mory moOy1yBaTH OiIbII CTIHKY
1 Oe3rnedHy cucTeMy, 4epe3 BiJICYTHICTh €IMHOI, IIEHTPAIILHOI TOUYKH KOHTPOIO abo BiaMosH. [Ipo3opwuii Ta
3amu¢ppOBaHUil qU3aiiH JTaHIIora OJIOKYEHH J1a€ 3MOT'Y BCIM By3JIaM CIIOCTEpIraTtd 3a 0OMIHOM JaHUMHU MiXK
yuCIIeHHUMH Onokamu Mepexi. Lle 3a0esnedye uineHaM Mepeki MOXKIUBICTh MPOCTIMIOTO BiJCTEXEHHS i
nepeBipku TpaH3akiii. Ha moyatky ko>kHOT HOBOT TpaH3aKIlii KOXKHAa KOMITETCHTHA 0a3a JaHUX CITiBITPALIIOE 3
yciMa iHIMMH 6a3aMu TaHUX JUIS CTBOPEHHSI HOBOTO OJIOKY 3 HeOOXiTHUMHU XapakTepucTukaMu. baza nanux,
sKa YCIIIIHO BUPIIIye MaTeMaTHYHE KOMYBaHHs 1 CTBOproe OIOK, mepemarae. Llell 0ok mepeBipseThes Ta
aBTeHTH(]IKy€eThCS 1HIUME Ostokamu. [licis Toro, sk Bci 6JI0KH MATBEPAATH TPaH3aKIIi0, JaHi IA(PYIOTHCA,
aie mpo3opo 30epiraroThess B 0a3i gaHuX. [ KOKHOTO OJIOKY aBTCHTH(]IKAIS Ta ayIuT 3aIlyCKaroThCs
aBTOMATHUYHO 1 TIPAIIOIOT Y (POHOBOMY PEXHMIi. 3aBISKH TOMY, IO KOXKEH OJIOK 30epirae Xeml norepeIHsoro,
0JI0KM 00’ €THYIOTHCS Y BIATIOBITHY XPOHOJIOTIYHY, JIIHIKHY MOCIIAOBHICTE. ICTOPis TpaH3aKIliil 3aMHIIacThCs
JIOCTYITHOIO B 1HIIUX OJIOKax HaBITh y pa3i HECAHKI[IOHOBAHOTO BUIAJICHHsS a00 BTOPTHEHHS B MOYaTKOBHUI
0JIOK TpaH3aKIIii.

ApxiTekTypa 0J0K4YeiiH BKIIIOUA€ IIICTh 3HAYYIIMX KOMIIOHEHTIB, IHTETPOBAaHMX B 0araToIIapOBY
CTPYKTYpy OJIOKYEHH.

AnapaTHuii piBeHb € BEpXHIM piBHEM OJIOKYEIHY, 110 (PYHKIIOHYE 32 KIIIEHT-CEPBEPHOI0 MOAEILTIO. B
HEeHTpi 0OpOOKH JaHWX Ha cepBepi 30epiraroThes NaHi OJIOKYEHHyY, a KIII€HTH (BY3JIH) ITiJ] YaC BUKOPHUCTAHHS
Be0-I0/IaTKIB HAJACWIIAIOTh BIAIMOBIAHI 3alUTH Ha CepBEp, HANPUKIAA Ui OTPUMAaHHS JaHUX. Takox
amapaTHUH piBeHb BKIIOYAE BipTyasjbHI MAallMHH, SIKi MPALIOIOTh SK ONepamiiHi CHCTEMH Ta PO3MILIYIOTh
CMapT-KOHTPAKTH.

PiBenb naHuMX BKITIOYa€e B ceOe MOB'sI3aHi JaHi TpaH3aKIliii OJ0KIB Ta TEXHIKH, IO CYITPOBOKYIOTH iX,
Taki sK xem-anroputmu (Hampukiaaa, SHA256), TexHonorii BiIMITOK 4Yacy, acUMETpUYHE IIU(QpyBaHHS
(nampukinan, anroput™ nudposoro miamucy emintuuHoi kpuBoi (ECDSA)) ta nepesa Mepkia [6]. Koxxen
BY30Jl BHKOPHUCTOBYE Pi3HI CTpaTerii AJs IHKAICYIALIi TpaH3aKmid Ta OTPUMaHUX KOMIB B HOBI OJOKH,
BKITIOYal04H Xel-QyHKIio Ta AepeBo Mepkia. KoskHoMy 070Ky IPHCBOIOETHCS YacoBa BiIMITKa, SIKa BKa3ye
Ha 4Yac #oro ctBopeHHs. llicnsi HbOro HOBUM OJOK TPUETHYETHCA M0 JIAHIIOTA, MiAKIIOYAIOYHCh 10
MMOYaTKOBOTO OJIOKY [7].

Pisenr Mepexi: Mepexepuii abo opHopanroBmii (P2P) piBeHb BiAmOBimae 3a MiXBY3JI0BY
KOMYHiKallito. BiH KOHTpOJII0€ moImupeHHs 1 BUsIBJICHHS OJI0KiB Ta 00poOKy TpaH3akuiii. BpaxoByroun Te, 1110
OJIOKUeliH Mepeka € BIAKPUTOI0 CHCTEMOIO, KOXXECH BY30J Ma€ MaTW JOCTOBIpHI JaHI MpO TpaH3akKMii, sKi
MIEPEBIPSAIOTHCS IHITUMHU By3JaMU. MepexeBUil piBEHb MOJICTIIYE ITF0 KOMYHIKAIIifo.

PiBeHb KOHCeHCYCy JXHUTTEBO HEOOXiAHWMH AJs icHyBaHHS OnokueilH Mepexi. Bin 3abesneuye
nepeBipKy OJIOKiB, iX PO3MIIIEHHS Y KOPEKTHIiN MOCTIJOBHOCTI Ta rapaHTye, 0 MiX BCiMa By3JIaMH MEpexi
JIOCSITHYTO 3TOIH IOJO BaTITHOCTI KOXKHOI TpaH3akmii. PeecTparlis HOBUX TpaH3aKIlii MOXJIHMBA JIAIIE 3a
3roJ1010 OUIBIIOCTI By3I1iB Mepeski. L{elt piBeHb 3aCTOCOBYE KiJibKa arOpUTMIB KOHCEHCYCY (Takux sk PoS Ta
PoW) niist 3a6e3nedeHHs cTanocTi JaHUX Ta BiIMOBOCTIMKOCTI B PO3MOAUICHHX MEPEKax.

PiBeHb CTUMYJTIOBAHHS JIO3BOJISIE 3MIITHUTH MIEPEBIPKY Oe3Mekn OJIOKUYEHHY, IPOIIOHYI0UYH KOHKPETHI
CTUMYJIM By3JIaM, 1[0 CHIBIPAIIOOTh Y Bayiallii 6e3neku. Lleii piBeHb BKIIIOUAE EKOHOMIYHI BUHATOPOAH B
OJIOKUYeliH, CUCTeMY PO3MOALTY BaJIOTH Ta MEXaHi3M BHUIIYCKY BAaJIOTH, 00 rapaHTyBaTH, IO OCOOH, sIKi
JOMOMAaraloTh TeHepYBaTH HACTYNHHUH OJIOK, OTPUMYIOTh MOXJIMBY BUroxny [7]. B apxitektypi OnoxueiiH
PIBEHb CTHMYJTIOBAHHS PEATi3YEThCS HE 3aBXK/IH, 1€ 3aJISKUTh BiJl 3aCTOCOBAHOTO AJITOPHTMY KOHCEHCYCY.

[puxiaagnuii piBeHb € piBHEM, A€ 3IIMCHIOETBCS po3poOKa Ta PO3TOPTaHHS NONATKIB OJOKYEHHY
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TaKuX SIK: CMapT-KOHTPaKTH, JTAHLIOKKOBUH KOA 1 AeneHTpainizoBani nporpamu (DApps). Po3poOHuku MatoTh
3MOTY CTBOPIOBAaTH HOBI CEpBiCH Ta HpOrpaMu, sKi 0a3yloTbcs Ha MPO30pocTi Ta Oe3meli TEeXHOJOril
onokueiiny. CHeKTp TaKuX MPOrpaMHHX PilIEHb MOXKE OYTH AOBOJI IIMPOKUHN: 3aCTOCYHKHU IS COLIaIbHUX
Mepex, Opaysepu, ramanii, 3actocynku Defi ta mnatgopmu NFT. He3Bakatouu Ha Te, 1110 KOPUCTYBallbKUI
iHTepdeiic Takux mporpam 3a3Buyail mogiOHWi no iHTepdeiicy Oyab-sKoi iHIIOI CTaHAAPTHOI MPOrpamH,
cepBepHe 30epiraHHs JaHUX IUX [IPOrpaM AeLeHTpali30BaHe.

5. Kpuntorpadiuni xem-gyHnkunii

Bukopucrtanus kpunTorpadiuyHux Xem-QyHKIiH € BaXXKIUBOIO CKIIA0BOIO TEXHOJIOTIT Ookyeiny. s
0araThbOX oOIlepalliii XCIIyBaHHS € METOIOM 3aCTOCYBaHHSA KpunrorpadidHoi xem-QyHKIi 10 JaHUX, 110
00YHCITIOE BIIHOCHO YHIKaJIbHUH BHXiA (HA3MBAETHCS KOHTPOJBHOIO CyMOIO) (DIKCOBaHOI NOBXKHHU IS
BXIIHUX JaHUX MPAaKTUYHO OyIb-sIKOr0 po3Mipy (Hampuknaz ¢aiiry, TekcTy uu 300pakenss). Lle no3Boisie
YYIaCHHKaM He3aJIeKHO B3STH BX1IHI JaHi, 3aXEIIyBaTH I1i IaHI Ta OeP>KaTH TOW CaMHUil Pe3yIIbTaT, JOBOISIIH,
o B JaHHWX He Oynmo 3MiH. HaBiTh HaliMeHIa 3MiHA y BXiJHUX JaHUX (HAMPHUKIAJ 3MiHa OIHOTO 0iTa)
MIPHU3BEJIE J0 TIOBHICTIO BiIMIHHOI BUX1/THOT KOHTPOJIBHOI CYMHU.

Kpunrorpadivyni xem-(yHKIlii MaroTh HACTYITHI B)KJIMBI BJAACTHBOCTI 0e3MeKH:

CrilikicTh 10 3HAXOKeHHS TOMepeIHbLOro odpasy. lle 3marHiCTE Xem-QyHKIIT HE PO3KPUBATH
*KoAHO1 iHpopManii mpo BxXiaHi JaHi. MaremarnyHo me oO3Hayae, O Kpuntorpadiuni xem-¢QyHKUii €
OJTHOCTOPOHHIMH; OOYHUCIICHHS MPABUIBHOTO 3HAYEHHS BXOJY, BUXOJSYH 3 TIEBHOTO BUXITHOTO 3HAYCHHS
(monepenuporo 0dpasy), € OOUUCITIOBAILHO HEMOXIIMBUM (HANIPUKIIA]], 33JaHO0 KOHTPOJILHY CyMY, 3HAWTH X
Take, mo hash(x) = koHTpodbHA cyma).

CrilikicTh 10 3HAXOKeHHSI APYroro mnomnepeaHbLoro oopasy. Lle o3naudae, 10 HEMOXKIIMBO 3HAUTH
BX1Jl, KM XEITy€eThC Y KOHKPETHUH BUXiJ. 30KpeMa, KpunTorpadidni xem-QyHKIii po3podieHi Tak, mob 3a
JIOTIOMOTOI0 KOHKPETHOTO BBEJCHHS OylI0 OOYHCIIIOBaIbHO HEMOXIIMBO 3HAWTH Jpyre BBEACHHS, SKE
BUPOOJISAE TOW camuii BUXiJ (HApUKIIaI, 3a/IaHO X, 3HAWTH y Take, mo hash(x) = hash(y)). € quanii migxin -
1[e BUCHAXXJIUBHIA MOITYK TIPOCTOPY BBEJCHHS, aJie 11e 00UMCIIOBATHEHO HEMOXKIIMBO 3pOOUTH 3 SIKUM-HEOYIb
IIIAHCOM Ha YCITiX.

CriiikicTs 10 Komiziii. lle o3Havae, 1110 HEMOXKIIMBO 3HANUTH JIBA BXOJIH, K1 XEIIYIOTHCS B OJTHAKOBUH
BUXiJ. 30Kpema, OOYMCIIIOBATbHO HEMOXIIMBO 3HAUTH JBa BXOIH, fAKI BHUPOOJSIOTH OJHAKOBHH XEwI
(Hampukanm, 3HaWTH X 1y Taki, oo hash(x) = hash(y)).

KonkperHoto kpuntorpadigyHow Xem-QyHKINE, SKy BHKOPHCTOBYIOTh y 0araThOX peai3allisx
Onok4eitHy, € Oesneunnii xem-anroput™ (Secure Hash Algorithm, SHA) 3 po3mipom Buxigaux ganux 256
oitiB (SHA-256). bararo koMm'toTepiB MATPUMYIOTH [Iei aNTOPUTM anaparHo, MO POOUTH HOTO LIBHIKAM
it oounciieHHst. Anroput™m SHA-256 mae Buxinauii po3mip 32 Gaittu (32 6abiti = 256 6iTiB) i, SIK IpaBHIIO,
BimoOpakaeThCsl K 64-3HAKOBUI HIICTHAMIATKOBHHA psmok (Tadin.l). Lle o3Hawae, mo icHye 27256, 1m0
npUOITN3HO JOPIBHIOE 10777, abo
115,792,089,237,316,195,423,570,985,008,687,907,853,269,984,665,640,564,039,457,584,007,913,129,639,
936 MOXJIHMBHX 3Ha4e€Hb KOHTPONBHOI cymu. Amroput™m mns SHA-256, a Takox iHIINX, BU3HAYCHHU Y
OenepansHOoMy cTaHaapTi 00pooku iHdopmartii (Federal Information Processing Standard, FIPS) 180-4 [8].
Ha Be6G-caiiti 6e3nmeunoro xeuryBaHas HamioHanbHOTo iHCTHTYTY cTaHAapTiB i TexHoinorii (National Institute
of Standards and Technology, NIST) wmictareca cremudikanii FIPS mms Bcix cxBanennx NIST xemr-
ANTOPUTMIB.

Tabnuys 1
3pa3ku BXiIHUX JaHUX Ta BiAMOBiTHMX BUXITHUX 3HaYeHb KOHTPOJIbHOI cymu SHA-256

Bxinni nani Buxiani 1ani (SHA-256)
Transaction data | 9a61299¢ef2bbfc27cabba3f6dca0311618e9f72721a60dc1e2ba2bc50bfe970a
Transaction data | 9a61299¢ef2bbfc27cabba3f6dca0311618e9f72721a60dc1e2ba2bc50bfe970a
transaction data 86d9050926fde112924e2f71ea8d17b88d90068f39¢9907bb3932c2df3c46dfc
data 3a6eb0790f39ac87¢94£3856b2dd2c5d110e6811602261a9a923d3bb23adc8b7
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VY tabin. 1 npencTaBneHO MPHUKIAA BXiTHUX AaHUX 00poOsieHHX xem-aaroputMom SHA-256. Moxna
mo6aYNTH, IO OJHUM 1 THM CaMUM BX1THAM JaHUM 3aBX I OyIyTh BIITOBIMATH Ti cami BUXimHI daHi. [Ipocra
3MiHa PETICTPY JITEp BXITHUX MAHUX MPU3BOIUTH JO IIJIKOM IHIMNX BHXITHUX MaHWX. [ BXITHHX TaHHUX
pi3HOi TOBKMHHM 3aBXKAM OyAe reHepyBaTHCS BUXiJ OJHAKOBOI JOBKMHH. Ba)KITMBO HArolloCUTH, LIO XEMI-
($yHKUIi € THIe OAHOCTOPOHHIMU: Ha OCHOBI PEe3yNbTaTy XCIIyBaHHS HEMOXIINBO BiTHOBUTH BX1JIHI JIaHi.

6. Pe3yabTaTH 10CTigKEHHS

s TecToBOi ONOKYEHH arniikamii BUKOPHUCTOBYEThCS BeO-T0JaTOK HamucaHWi Ha MoOBi JavaScript,
AKUA Hajae 1HCTPYMEHTapild Uil CUMYIALIi mporecy OOMiHY TpaH3akLisiMA MiX KopucTyBadamu [9].
3amponoHOBaHO BIAMOBIAHI CKPHUIITH Ui peanizalii Xem-QyHKIii Ta BUBeAeHHAM pe3ynsTaTtiB Ha HTML
CTOPIHKY.

Buxopucrana mms mocmimkenHs 6i0mioreka CryptoJS [10] mpomoHye KONEKII0 Oe3medHX
KpUNTOrpadivHuX aNropuTMiB. 30KpeMa, HATA€ThCA PSA aKTYaIbHUX aJrOPUTMIB XeIIyBaHHS Takux sk MDS,
SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, KECCAK (SHA-3). B pamkax JaHOTO IOCIIIKEHHS
BUKOPUCTOBYBABCSl alNroputMm XxemryBanHs SHA-256, skuii no0pe 3apekoMeHyBaB ceOe B OJIOKUEHHI
OiTKOITHA.

Posropnyra excnepuMeHTalbHA arvlikalis Hagae iHCTPYMEHTH Uil TECTyBaHHS POOOTH OJOKYEHH
MEPEeXKi 3 pI3HUMH ITapaMeTpaMu 3arojioBka 0j10ky. [lepea0aueHo HalamTOBYBaHHS CKIIAIHOCTI BUIOOYBaHHS
(MmaitHiHTY) OJTOKa MEpeXi, MUITXOM 3aBJaHHsI HEOOXITHOI KiJBKOCTI HYJIB Ha MOYATKy ioro xemry. Takox
HA/IA€ThCS. MOXKIIMBICTh BCTAHOBIIIOBATH 3HAUCHHS OJHOPAa30BOro HOMEPY (maximumNonce) nist 0OMeXeHHs
Yyacy TPHUBAIOCTI MaiHiHTY OJOKy. Y XOJi IBOro JOCHI/PKEHHS, TPU 3aJlaHOMY TapameTpi CKJIaIHOCTI
difficultyMajor=4 Gy1o 3reHepoBaHO Xelll, skuit mounHaeTbes 3 0000, a 3HaAUSHHS TapaMeTpy OJHOPa30BOIo
HOMepy maximumNonce cTaHOBUTH 8*1674=524288. BcTaHoBIEeHO, IO 301IBIICHAS HA TIOPSIOK 3HAYCHHS
OJIHOPA30BOT0 HOMEPY MPHU3BOAMTH 10 BiAMOBIAHOIO CYTTEBOI'O 3POCTAaHHS 4acy TPUBAIOCTI BUAOOYBaHHS
OJIOKY.

tion sha256(block, chain) {
56(getText(block, chain));
ion updateState(block, chain)
if ($('#block'+block+'chain'+chain+'hash').val().substr( 0, difficulty) === pattern

$( k'+block+ +chain+'card').removeClass( card- or').addClass(

k'+block+ +chain+ 1').removeClass( ard : ) .addClass(

nction updateHash(block, chain)

$( +block+'chain'+chain+ ).val(sha256(block, chain));
updateState(block, chain);

ion updateChain(block, chain, txCount)

(var x = block; x <= 5; x++) {
if (x >1) {

$('#block'+x+'chain'+chain+ )us').val "#block'+(x-1) .toString()+'ch +chain+ ).valQ);
3
updateHash(x, chain);
if (txCount)

for (var y =0; y<txCount; y++)

verifySignature(block, chain, y);

Puc. 2. Ckpunm, wo sionosioac 3a pobomy xeut-ghyHxyiil
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Hagenena nHa puc. 2 nporpama peajizoBaHa 3a gornomororo 6i6miorexu CryptolS, sika Hanae HeoOXiaHi
IHCTPYMEHTH IS pPoOOTH 3 Xem-pyHKiisMu. 30kpeMa, GyHKIA sha256() Ha ocHOBI aaroputmy SHA256
BUKOHYE OOYHMCIICHHS XEUIy BMICTy KOHKPETHOTrO OJIOKY y BKa3aHOMY JaHIUOTy. Takuil minxin rapanrye
VHIKaJbHUNA UA(QPOBUM BIIOMTOK U1 KOXKHOTO OJIOKY, IO € HeOOXiTHUM Juii 3a0e3nedeHHs] HE3MiHHOCTI
onokueitny. Oyukuii updateState(), updateHash() ta updateChain() BiANOBIIAI0OTh 32 Bi3yaJbHE OHOBJICHHS
CTaHy KapTu OJIOKY, OHOBJICHHS 3HAYEHHs XEIIy Ta CHUHXPOHi3allito OjoK4ueliny BignoBinHo. lle BKiIrOUae B
ceOe BU3HAYEHHs YCHIIIHOCTI 4M MOMUJIKH OJOKY Ha OCHOBI yMOB 3aJjaHUX XeIly, & TaKOX MEpPEeBIpKY Ta
OHOBJICHHS TOTIEPE/IHIX XEIIiB JIs BCiX OJIOKIB Y JIAHITIOTY.

[Ipu po6oTi 3 0JIOKYECHHOM BUHHUKAE MMPOOJIeMa HECAHKIIIOHHOBAHUX TPaH3aKIIii, KOJIH, J0 MPUKIALTLY,
XTOCh 3aXOTiB OM JI0JaTH TPAH3AaKIIiIO, SiKa HaJIcKiIae co0l unich KomTu. [t BUpIIIeHHS [IbOTO MUTaHHS OyB
pO3po0IIeHNI MeXaHi3M, SIKUH 3armo0irae CTBOPEHHIO OyIb-KUM HECAaHKI[IOHOBAaHMX TpaH3akwii. J[ms mporo
BUKOPUCTOBYETHCS KpUNTOTpadiYHUN MPUMITHB, SKHH HA3UBAETHCS Tapa MyOJiYHUX / MPUBATHUX KIIOYiB
(Public / Private Keys), siki BAKOPUCTOBYIOThCS Juts mignucy (puc. 3). [lpuBaTHuil Kito4 € KOHQIHACHIITHAM,
BiJOMUM TiJJbKH HOTO BIIACHHMKY, HE TIIOBiIOMIISIETHCS CTOPOHHIM 0c00aM 1 BUKOPUCTOBYETHCS IS
MiANKUCYBaHHs JaHUX, 3a0e3Meuyroun KOH(iIeHUiHHICTh Ta aBTeHTU]IKali0 BracHuKa. [1yOniunuii kiroy,
TeHEPYETHCS BIAMOBIIHO J0 MPUBATHOTO KIIFOYA 1 HE € KOHDIHACHIIHHUM, PO3IIOBCIOIKYETHCS BIIKPUTO MiXK
iHmmMHA ocobamu. Byab-Kuil y4acHHK Mepexi 3 MyONiuyHUM KIIF0YeM MOXKe IMEepeBIpUTH MiAnMcyBada
TpaH3aKIii, ska OyJa mianucana 3a JOIOMOT Ol IPUBATHOTO KITIOYA.

Public / Private Key Pairs

Private Key
55740©355536526317174762542855116069566276773332422408535120730660278324310260
Public Key
049da56684cc712011b3d8218e%9ed98192b214e175642a32ee5414c28226677d43b929cc44241f90ac85008Fcb8108el64a2fd@696ee33fcd846e06:
Puc. 3. Pezynomam eenepayii nyoniuno2o i npueammnozo Ko4ie
Signatures

Sign Verify

Message

Transaction details

Private Key

5574035553652631717476254285511606956627677333242240535120730660278324310260

Message Signature

304502210015258078bf832c5alabbd6cbe8dbad@baf62ff7461e67979b6F5724982123F9e0220832b2F67b718a27c4fbObdf567F7697dfc787675dc

Puc. 4. Ilionuc mpanzaxyii npueamuum xovem

Ha puc. 4 mokazaHo, ik BiIOyBa€eThCs MpoILIeC MiANUCY MoBioMIeHHs Message (Hanpukinaa GpiHaHCOBOT
TpaH3aKIlil) MPUBATHUM KitoueM Private Key, B pe3yabTati 90T0 (QOPMYETHCS MiAMNC MTOBiAOMIICHHS Message
Signature. lleli mianuc NoBigOMICHHsI MOKe OyTH HAJaHUM IHIIOMY YYaCHUKY MEPEXKi AJIsl epeBipKu (OMIis
Verify) noBinomnenns Message. TakuM anHOM, 0c00a, SIKa Ma€ BiAKPUTHH, TyOIiYHAN KIIIOY BiJIIpaBHUKA Ta
MiIUC TOBIAOMIICHHS MoOXke BepudikyBatu um Message € BamimHuM. KokHa mpoBemeHa TpaH3aKIlis
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CYMPOBO/DKYETLCS ITUPPOBUM MiMUCOM, SIKHH MiATBEPXKYE KOHTPOJIb BaJIiJHOTO MPUBATHOTO KJIIOYA, HE
PO3KPUBAIOYH HOTO, 3a0€3IeUyI0UH TAKMM YHHOM O€3IIeKy.

Block:

# 2
Nonce:

21305

Coinbase:

§ 100.00 -> 04felbe@31bc7a54d900f 062911

Tx:
$  10.00 From: @4felbe@31lbc7a5 -> @4ccl7dcl29331c

Seq: 1 Sig: 3046022100cf33eeBc696edd0bdc291a259e0a03ea2491 181

§ 12.00 From: 04felbe@31bc7a5 -> ©4997ac426a5c3c

Seq: 1 Sig:  30460221008aal3ebdd3bbaechbefe3b6d3df2f3fc@4fbeeb!

§  20.00 From: ©4da9%64dlc98lad -» @4cc955bfBe359c

Seq: 1 Sig:  3496415202393443851722606332163901731426973003196(

Prev:

000069081507a101289544498978e9bd2e35462b91d86e113510685227912e77

Hash:

B00Bb3565abBladb@62a2 04 fd7db7ecB88763bfbf15590ca81514915aadd7dfa

Puc. 5. brnok 3 danumu mpan3axyii 8 excnepumMeHmanbHii mepednci O1oKyetin

Ha puc. 5 npencraBneno cTBOpeHuil, 3 BULIE 3a3HAYEHUMH HaJAIITYBaHHAMH, 2-Uil OJIOK MEpexi, SIKU
MICTUTh JIaH1 TpaH3aKIild eKCIePUMEHTAIILHOI OJIOKYerH arutikkarlii. [ToBiToMICHHSIM B TaHOMY BHUIAJIKY €
3Ha4YeHHs1 cyMu nepeka3y B nonapax CIHA (nons Coinbase i Tx), ke HaJACHUIAEXKTHCS B/ BiIPaBHUKA 3
nyONiYHAM KItodeM From 1o oTpuMyBada 3 MyOJiuHHM KiroueM ->. Konu BinpaBHUK MiJATBEPIKYE
TpaH3aKLilo BiAOyBaeTbca ii MiANMCAHHS NPUBATHUM KIIOYEM BiANpaBHUKA 1 CTBOPIOETBC [lionuc
nosioomnennss Sig. OTpuMyBad, BOJIOJiIOYM IyOJiYHUM KJIFOUEM BignpaBHHKA 1 [lionucom nogioomnenms,
BUKOHY€ BepH(iKallito TpaH3aKIlii 1 BajiIHICTh MPUBATHOTO KJIF0Ya BiANpaBHUKA. B momi mianuc Sig MiCTHThCS
IUQPOBUI MiANNC, SKUH MiATBEPIIKYE BaJiAHICTD BiAMOBINHOI TpaH3aKUii. Y BUNAIKY KOJIM XTOCH CIIPOOYyE
3MIHHTH CyMY, HanpukiIaj nepioi tpan3akiii 3 10 va 100 $, ne npussene no pyliHyBaHHs OJIOKY (B HaHiit
arutikarii kosip ¢ony 0610ka Habyze YepBOHOTO KOJBHOPY), & TAKOXK J0 HEBATAHOCTI mianucy Sig. binbmie
TOT0, 3MIHM B OJHOMY OJIOLl pOOJIATH BC1 HACTYIIHI 32 HUM OJIOKHM HEBAJIIAHMMHU. Y JTaHOMY BHIAIKy, OYJI0
YCIHIIIHO CTBOPEHO OJIOK Ta JI0JIaHO J0 HHOTO BiIIOBI/IHI JaHi TPaH3aKIIiH.

CrBopeHa 3a OMUCAHUM ITiJIX0JI0M, XPOHOJIOTiYHA TIOCITiIOBHUCTH OJIOKIB YTBOPIOE OJIOKYEHH MEPEKY.

Taku#t miaxija, 1a€ MOKIIUBICTh CTBOPIOBATH 3aXHUIICHI OJIOKYCHH CHCTEMHU, JIe YYaCHUKAM JIJIsl OOMIHY
Tpa3akilissMd JOCTAaTHHO 3TEHEPYBAaTH YHIKAIGHWUN NTyONMiUyHWI 1 mpuBaTHUN K04, 0e3 HeoOXiIHOCTI
3BEPHEHHS J10 LEHTPaJIi30BaHUX OPraHiB BIaIH.

AHaJi3 MPOAYKTUBHOCTI €KCIEPUMEHTAJLHOI 0JIOKYeilH mMepexi. [IJis OLIHKM NPOJAYKTUBHOCTI
EKCIEPUMEHTANIBHOI OJT0OKYEeHH Mepexi 0yi10 00paHo TaKi METPUKH SIK: TPAH3aKLii B CEKyHY, YaC BUKOHAHHS
i gyac 6moky. Tpan3zakuii B cekynay TPS (Transactions Per Second) — ne noka3HuK, sSIKuil BUMIPIOE KITBKICTb
TpaH3aKIiH, SKi yIaKOBYIOThCS Ta 30epiraroTbcsi B OJIOII Mepexki 3a OJUHUII0 yacy. Yac BUKOHAHHA - 1Ie
3arajibHa KUTBKICTh Yacy B CEKYHJIax, MPOTIrOM SIKOTO IUIaTdopMi OJIOKYEHH BIanocs BUKOHATH Ta
MIATBEPIUTH BCi TPaH3aKIlil B HaOopi maHux. Yac 010Ky — yac HEOOXiTHHUN AJIi CTBOPEHHS OJHOTO OJOKa
Mepexi.
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AmnapaTHo-TiporpaMHa miardopma, Ha SKiii POBOJMINCS €KCIEpUMEHTH: S-saepHuid npouecop Intel
Core i17-13700H 5 GHz, 32 I'b oneparuBHOi mam’ari, >kopcTkuii guck SSD nHa 1000 I'B, mig xepyBaHHSIM
Windows 11. AHani3 mpoayKTUBHOCTI BUKOHYBABCSI U Pi3HUX 3HAYEHb TapaMeTpa CKIaIHOCTI BUIOOyBaHHS
O/oka Mepexi 3 BHUKOPUCTAaHHSIM anroputMmy xeuryBaHHa SHA-256. TecryBaHHS 4Yacy BUKOHAHHS
3MIIACHIOBAJTIOCS B CIICHApIl MPOBeIeHHs coinbase-TpaH3aKIliid.

Tabruys 2
Ouinka NPOAYKTHUBHOCTI eKCIIEPUMEHTAIBLHOI 0JI0K4YeiiH Mepe:ki
CraaanicTs Tpan3akuiii B cekynay TPS Yac Yac 0s10Ka, ¢
BHI00yBaHHS BHKOHAHHA, C
0J10Ka
2 5.95 2.35 0.26857
3 4.34 3.22 0.5725
4 1.53 10.43 1.29375
5 0.26 53.23 12.58

VY Ttabn. 2 mpeacraBieHi cepeHi A cepii eKCIepUMEHTIB 3HAUeHHS MOKa3HUKIB MPOAYKTTHBHOCTI
TecTOBOi Mepexi. Yac BUKOHAHHSA 1 yac OJIOKY 3pOCTalOTh MpH 30UIbIIEHHI MapamMeTpa CKIaJHOCTI MEpExi.
BoaHouac npu iboMy KiTBKICTh TpaH3akLii B cekyHay TPS 3menntyerbes. 3HauHe 3MeHIeHHs 3HaueHHs: TPS
CIIOCTEPIra€eThCsl MPY PiBHI CKIAIHOCTI Mepexi S 1 Bumie. JlociiKeHHS MOKa3ajiy, 10 Ha PiBHI CKIAJHOCTI 6
TEeCTOBaHA aILTIKaIlisl MOXE BTpadaTH CTaOUIBHICTH 1 MpoIec BUAOOYBaHHS OJIOKY MOXKE€ BUXOIWUTH 3 T[T
KOHTpOJII0. I3 3pocTaHHSAM CKIAQZHOCTI BUAOOYBaHHS OJIOKIB BimOyBa€ThCS 30UNBIICHHS 3HAYEHHS
OJTHOPa30BIro HOMepa nonce. Jlo nmpukiaay, Ko Ha 4-My piBHI CKJIATHOCTI MEPEXi IEPITUM CIIPAITEOBYIOIHM
nonce € 72608, Ha 5-my piBHI — 134816, TO Ha 6-1ii CKIIATHOCTI 3HAYCHHS OJTHOPA30BIO HOMEpPa BXKE CTAHOBUTH
8719932.

7. BuCHOBKH

3 MeTo10 aHai3y mporiecy O0e3medHoi 00poOKHM JaHUX B TEXHOJIOTI] OJIOKYCHH MPOBEICHO MPOTPAMHY
CUMYJIALII0 OJI0KUSHH Mepexi it 0OMiHY TpaH3akKiisiMHi. Po3ropuyra 3 Bukopuctanusam 6i0moteku Crypto]S
eKCIepUMEHTANIbHA AIUTIKALs Ta€ MOXKIIMBOCTI [T TECTYBaHHsI OCHOBHHX €TalliB CTBOPEHHS OJI0Ka MEpexi 3
PI3HUMH IapaMeTpaMu HOTo 3arojioBka. PO3MISHYTO 00COJIMBOCTI CTBOPEHHS 1 poOOTH B OJOKYEHH TaKhX
KpunTorpadiyHUX IHCTPYMEHTIB, K Xem-(QyHKIi, MyOaiuHi Ta NPUBaTHI KIIO4i, HAGPOBUN MiIIIHC.
[okazano, 110 1J1s1 KOPEeKTHOI imeHTH]iKawii TpaH3akuiid B 0J0KYEIHI 3aCTOCOBYIOTHCS KpUNTOrpadiyHi Xem-
¢yHKii. 3 orisiLy Ha BUCOKY HaAIHHICTB 1 MIMPOKY amapaTHy HiATPUMKY, AOLUIBHUM € BUKOPHCTaHHS IS
XeIyBaHHs BXiTHHUX JaHuX 256-06itoBoro amroputMy SHA-256. PosrnsHyTo Kito4oBi KpumnTorpadiusi
3aco0u MpoTUAii HECAHKLIOHOBAHUM TpaH3akLisiM B Mepexi. [lokazano sk myOniuyHMiA 1 NpUBATHUN KIIOUl
3a0e3MeuyloTh CTBOPEHHS LU(PPOBOrO MiANMCY KOXHOI TpaH3aklii, SKHH TapaHTye aBTEHTHYHICTh
iHpopMmalliii, sika mepenaeTecsi Mepexkero. CIijbHE 3aCTOCYBaHHs 3a3HAYCHUX IHCTPYMEHTIB JIA€ 3MOTY
3a0€3MeYUTH BHCOKY KOH(IHICHIIMHICTD, I[UIICHICTh Ta O€3MEKy JaHUX TpaH3akIlid, 10 30epiraloThcs B
onokueiini. IlpoBeneno anami3 NPOAYKTUBHOCTI €KCHEPUMEHTAIBHOI OJOKYEHH MEpexi, SIKMH MOKa3aB, IO
NPY 3pOCTaHHI 3HAYSHHSI CKIIAIHOCTI BUIOOYBaHHS 0JIOKA 3HUKYETHCS KiJIBKICTh TPAH3aKIIil B CEKYHILY, a 4ac
BUKOHAHHS 1 0JI0Ka 30UIBIIYIOThCS. EKCIepUMeHTaIbHA aIlIiKallisl € MPOCTOK B PO3rOPTaHHI 1 MOXKE OyTH
BUKOpUCTaHa IJIl IHTEPaKTHBHOTO O3HAHOMJICHHS Ta TECTYBaHHS KIIOYOBHX KOHLEMLINA OJIOKYEHHY.
[To3UTHBHOIO CTOPOHOIO € MOXKITUBICTh aHANI3Y PI3HUX MEXaHi3MiB i clieHapiiB PyHKIIOHYBaHHS OJOKYEHHY,
MOYMHAIOYH BijJi OCOONMBOCTEH 3aCTOCYBaHHS KPHIIOTIpadivHUX IHCTPYMEHTIB JIO TPOLECY IMPOBEICHHS
coinbase-TpaH3aKIlii.
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The article focuses on the study of blockchain technology at the data layer, namely, the
mechanisms for secure exchange of transactions are analyzed. The distributed structure of the
blockchain network, built on the basis of a sequence of blocks containing transaction data, is
considered. The fundamental features of the blockchain technology are described, as well as the 6-
component multilayer blockchain architecture. The importance of using cryptographic hash
functions to ensure the security and integrity of data in a blockchain network is shown.

In order to simulate the process of exchanging transactions between network users, an
experimental blockchain application was created. This made it possible to clearly demonstrate the
features of using such crypto-tools as public and private keys and digital signature to solve the
problem of unauthorized transactions. The performance of the experimental blockchain network
is analyzed at different values of block mining complexity.

Keywords: blockchain, block, data level, data protection, hash function, transaction, public
key, private key, digital signature.
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