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Y crarTi mpoBoaMTHCS AOCHiKeHHs (aiijioBOi cucTeMH Ha piBHI sigpa omepaniiiHoi
cucreMu. Po3riisiHyTo OCHOBHI mpodJieMH i3 BTpPaToI0 Ta 3aXMCTOM NMEPCOHAJBLHUX JAHUX cepen
KOPHUCTYBA4YiB Ta 3arajibHi CKJIAgHOCTI mpM (QiILTPYBaHHI KOHTEHTY, sIKMii 30epiracrbcsi Ha
KOMIT’I0Tepi KOpUCTYBaviB.

3nilicHeno aHani3, sikuii 1OBOAMTH, 110 CHOTO/IHI Bce OLIbIIE MEPCOHAIBHUX JAHUX BTpa-
yaeTbesl a00 K BUXOAMTH 32 MeXKi MepPCOHAJBHOIO KOMII'I0Tepa 0e3 Binoma BiacHuka. Takox
BU3HAYEHO, 110 BeJIMKA KiUIbKicTh (aiiniB, siki 30epiraloTbcsi Ha KOMII’IOTEPi KOPUCTYBayviB, €
NMOTEHIiiiHO He0e3MeYHUMHU Ta HEMOTPIOHUMHU. Y CTATTI NPHUAiTEeHO0 yBary po3pooui e)eKTUBHOIO
NMPOrpaMHoOro pillleHHs Jsl BUPilIeHHA npodjaemu i3 GiIbTPYyBAaHHAM KOHTEHTY, AKHH 30e-
piraerbcs Ha NEPCOHAIBHOMY KOMII'IOTepi KOpHCTyBada 3a J0moMororw ¢inibTpy (aiiaosoi
CHUCTEMH.

Meto10 cTaTTi € BHCBITIEHHSI OCHOBHUX ACHEKTIB NMPOBEAEHOr0 AOCTIUKEHHSI Ta eTaliB
CTBOPEHHS1 TNPOrPaMHOI CHCTEMM, KA ABTOMATH30BAHO BHAANAE He0aKAHMII KOHTEHT Ta
3aXMINA€ Bil BTPaTH BAXKJIMBHX I KOPHUCTyBaya JaHWX. 30KpeMa, Taka cHCTeMa HaJa€
MOKJIMBICTH CTBOPUTH NMPaBWJIA, 32 AKUMU Oyne BinOyBaTucsa ¢inbTpauis JaHMX KOpPUCTyBaya.
Kpim Toro, BoHa 103Bosisi€ CMCTeMHUM agMiHicTpaTopaM meperjsiiaTu o0polseHi cTATHCTHYHI
JaHi npo po00Ty CHCTEMH /IJIsl MEBHOT0 KOPUCTYBaya, Bigo0pa:kae indopmaiiio sk npo BuaajieHi
(aiisu, Tak i npo ¢aiiau, axi 0yJ1u cTBOpeHi K pe3epBHi Komii Ha BipTyajJbLHOMY HIU(pPOBaHOMY
AUCKY.

KarouoBi ciioBa: mmugpyBanns, BipryaasHuil auck, C, C++, ¢piabTp (aiisoBoi cucremm,
DLP.

Beryn

VY cydacHoMy 1u(pOBOMY CBITI O€3MeKa JaHUX € KIFUOBHM aCIEKTOM, a/DKe KOPHUCTYBadl MaloTh
OyTH BIEBHCHUMH y 3aXHIIEHOCTI CBOIX JaHWUX 1 KOHTPOIIOBATH, IO BiAOYBaeThCS Ha IX KOMII IOTEPI.
OnmHuM 3 BaXIMBUX IHCTPYMEHTIB Uil LbOro € (UILTPYBaHHS KOHTEHTY B ¢aiinoBiii cuctemi. Lle
JIONIOMAara€ YHUKaTH 30epeKeHHs HeOaKaHUX THUMYAcOBUX (DaijIiB Ta 3aXWIaTh KOHQIACHIINAHI AaHl Bix
HECaHKI[IOHOBaHOI0 A0CTymy [1].

QinpTpyBaHHS MOXE BiIOYBaTHCS aBTOMATHYHO a00 BPY4YHY, Uepe3 BCTAHOBJICHHS IMPaBWII, IO
JI03BOJISIE CUCTEMHHUM aIMIHICTpaTOpaM KOHTPOJIIOBATH IPOIIEC CTBOPEHHS Ta 00poOKku daitiis. Lle Takoxk
JorioMarae BUSIBIISATH 1 BUJANATH (aiiiu, siKi CTBOPIOIOTHCS MIKIUTMBHMHU TpOrpaMaMe Ui 300py JaHUX
npo Iii koprcTyBaya. Hanpukinan, mporpama moTaii BiJi KOpUCTyBava MOYMHAE HAKOITMYYBATH BCi IaHi PO
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foro mii, Ta B NMEBHUM Yac BIAMpaBisg€ i JaHI HAa BiIAaJCHUH cepBep 31 3JIOBMHUCHUMH HiSMH. SIKIIO
CHCTEMHUH aJMIiHICTPaTOp MOMITHTH 1€ MEPIINil pa3, HoMy JOCTaTHBO NOJAaTH y MpaBWiia aBTOMATHYHE
BUJaNIeHHs (aiiiniB ¢opmary B SKOMY 30MparoThes AaHi. Takuid Miaxij mojermye poOoTy Ta MiIBUIILYE
piBeHb Oe3IeKu.

Y crarTi po3risHYTO MPOIEC PO3POOKH CHCTEMH JUIsl aBTOMATH30BaHOro (GiibTpyBaHHS (ailioBoi
CHCTEMH KOpHCTyBaua Ha OCHOBI BCTAHOBIICHHMX IpaBWJl. BoHa Hajae MOXIMBICTh HAJIANITOBYBATH
GinpTpallito KOHTEHTY Yepe3 BeO-inTepdelic, 3a0e3meuyroun aBTOMATHYHE KOIIIOBAHHS BaXIIUBUX (haiiiiB
Ha BIpTyaJIbHUH mH(pOBaHUIA JUCK i3 MOXKITUBICTIO BUOOPY HOT'0 po3Mipy Ta (i3NYHOTO pO3TAlIyBaHHS.

Jiis HeOa)KaHOTO KOHTEHTY INepea0avyeHo aBTOMATHYHE BUAAJICHHs (ailliB 3 MOXKIMBICTIO HaJlalll-
TyBaHHS po3Mipy Ta opmaty daiiii, sKi MiASAraTUMYTh BHIAICHHIO, & TAKOX J0JaBaHHS BUHATKIB. Lle
MporpaMHe pillieHHs MiIBUILYE Oe3reky poOOTH KOpHCTyBada, 3amo0iraroud BTpaTi BaXKIMBHX JAHHX 1
JIO3BOJISIIOYM KOPUCTYBA4EBi(CUCTEMHUM aJIMIHICTpaTOpaM) TeperiisgaTd CIHCOK 3a0iokoBaHuX (aimis
JUIA aHaJli3y HEmOTPIOHOr0 KOHTEHTY. 3alpOIOHOBAHO aJTOPUTM POOOTH MOIYJS PE3CPBHOIO KOIII0-
BaHHSI.

Oraspn JirepaTypHHX JuKepeJ

[Iporpamu, 1m0 HakIagarOTh OOMEXEHHS Ha 30epexxeHHs (aiiB 3rilHO 3 MEBHUMH IPaBUJIAMH,
3a3BHYAll BITHOCATH 710 KaTeropii mporpam ais 3anobiranas Brpati ganux (DLP) abo pimens is 3axucty
¢aiinis [2].

AHani3 IOTOKY JAaHUX IUIS BHSABIICHHS KOH(DIiIEeHIIIHOT iHpopMallil € CKIIaJIHUM 3aBJaHHSIM uepe3
yrciaeHHl (akTopu, MO BIUIMBAIOTH Ha momyk. s BupimeHHs 1€l mpoOneMu po3poOiieHO pi3Hi
TEXHOJIOT11, IKi MO)KHa YMOBHO ITOJIUIMTH HA JIB1 TPYITH: MPOAKTHBHI Ta PEAaKTUBHI METOJIH.

[IpoakTrBHI MeToM 0a3yIOTHCS HAa aHANI31 3MICTY MepeJaHuX TEKCTIB 200 JIOKYMEHTIB, HAlpUKJIa],
MOp(OJIOTIYHMM aHai3 1 peryasapHi BUpa3u. BoHU J03BONSIOTH BHUSBIATH MOTCHINMHI BUTOKH KOH(iICH-
HMIHHUX TaHUX Ha OCHOBI KJIFOUOBHX CJTiB a00 MIa0JI0HIB, aHAJIOTTYHO J0 aHTUBIPYCHOIO 3aXUCTy [3].

PeakTuBHI MeTOIH, TaKi K HU(POBI BIAOUTKYU 1 MITKH, BUSIBJISIOTh BUTOKH Ha OCHOBI BJIaCTUBOCTEH
JOKYMEHTIB a00 HasiBHOCTI criemianbHuX MapkepiB. Lli MeToam HO3BONSIOTH pearyBaTH Ha BHTOKH BXKE
IICNs IXHBOT'O BUSBIICHHS [4].

®inbTp ApaiiBepa GaiiioBoOi CHCTEMH MEPEXOILTIOE CIIPOOU CTBOPEHHS a00 BIIKPHUTTS (aiiiiB 3rifHO
MEBHUX NPaBUJI 1 OJIOKYE TX, AKIIO IX MOTPiIOHO BUmaIUTH. SIKIIO (haiin BiAMOBIIAa€ KPUTEPIIM PE3ePBHOIO
KOITIIOBaHHS, BiH IeEpeAaeThcs Ha JApaiiBep BipTyasbHOro MM(POBAHOrO IUCKa Ui mH(pyBaHHS Ta
30epexKeHHS.

ANTOpPUTM MUQPPYBaHHS KPUTUYHO BAXKIMBHHA s OE3MEKH, ajKe came BiJ HbOTO 3aJIeKHUTh YH
3MOK€ CTOPOHHIN KOpHCTYyBad OTPUMATH JIOCTYI J0 NPUBATHHUX JAHUX BJIaCHHKA KOMIT'toTepa. Y NaHii
nmporpaMHiil cucremi it mM@pyBaHHS BHUKOPUCTOBYEThcs cuMerpuuHe mmdpyBanHs XOR, ske 0Oa-
3yeThesl Ha omepallii Bukimtounoi au3 toHkiii (XOR). dns mudpyBaHHS TEKCTY 3aCTOCOBYETHCS TaMa-TIo-
CITIIZIOBHICTh BUMAJIKOBHX YHCE, SIKa HAKIIAJAETHCS Ha BUXITHUH TeKcT. L[ raMa BUKOPHCTOBYETHCS SK YIS
mmdpyBaHHs, Tak 1 as po3mudpyBanas nanux. OAuH 13 crnocoOiB OTpUMATH KITFOY JUTs U(PYBaHHS —
1l MMOBTOPIOBATH KIFOYOBE CJIOBO IO JOCATHEHHS JIOBKWHH TOBIIOMJICHHS a00 XK MOXHa 3TeHEepyBaTH
MOC/III0OBHICTh TICEBOBUIIAAKOBUX YUCEN PIBHY 10 JOBXKHHI TEKCTY MOBIIOMIICHHS [5].

Hnst ehexTHBHOI po3poOKH IpaiiBepiB siapa omepamniidHoi cucreMn Windows moTpiOHO BHKO-
PHUCTOBYBaTH HH3bKOPIBHEBY MOBY MpOrpaMyBaHHs, sIka HAMpsIMY HAJA€ JAOCTYII JI0 maM’sti — e mosa C.
OxpiM J0BeACHOI IMIBHAKOAIT Ta ePEKTHMBHOCTI JaHOI MOBM NPOTrpaMyBaHHsS BOHA € IPOCTOK y BHKO-
PUCTaHHI JUIs po3poOku apabiBepiB sapa. 3 BukopucranHsM Windows Driver Kit (WDK) po3pobieHum
Maiikpocodt ans cTBOpeHHs JpaiiBepiB simpa st omepainiiiHoi cucremn Windows po3pobka crae
MOXIIMBOIO, TIPOTE BCE K HE TpHUBialbHOIO 3a1aueto. Li APl HagaroTh QyHKIIT U1 KepyBaHHS arapaTHUMH
MepepuBaHHAIMH, IOCTYIY JI0 ITaM’STi Ta IHIIMX KPUTHYHKX Omepariid HeoOXiIHUX Mpu po3poOIli IpaliBepa
simpa [6].
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OTke, BUKOPHCTAHHS TEXHOJNOTil QinbTpy QailioBoi cucTeMH Uil KOHTPOIO (aiioBoi cucTeMu
KOpHUCTYBayda Ha PiBHI s/ipa € eEeKTUBHUM Ta MPOTPECUBHUM METOJIOM, SIKUI JTO3BOIISIE BIJCIIKOBYBATH
KO)KHY OIlepallitfo BiIKpUTTsA (GaijaiB Ta BIAMNOBIAHO 3a00POHATH JOCTYI A0 YMTAHHS/3alUCy AaHUX
HECaHKI[IOHOBaHHM KOPHCTYBayaM. BWKOpHCTaHHS MPOAKTHBHOTO METONY IS aHamizy (aiiiB J03BOIISIE
BIJIMOBITaJIbHUM 0co0aM (CHCTEMHHM aJMiHICTpaTOpaM) HaJAlTyBaTH e(peKTHBHI MpaBHJia Ui BH[A-
JIeHHs1 HeDa)KaHOro KOHTEHTY a0o MpaBuiia JUisl PE3EPBHOTO KOIMIIOBAHHS BaXKIIUBUX MEPCOHANBHUX JTAHHX
Ha MallliHi KOPHCTyBaya.

ITocranoBka 3aBIaHHSA

Buxonsun 3 mpoBeAcHOro aHamizy, aKTyaJbHHM 3aBIaHHSM € po3poOKa Ta BTUICHHS CHUCTEMH
AaBTOMATH30BaHOTO BUJAJICHHS Ta KOHTpoio (aiiniB. CucreMa OBUHHA MiATPUMYBATHUCS ONEpamiiHUMH
cucremamu Windows 10 ta Windows 11; aBTOMaTHYHO BHJANSATH Ta CTBOPIOBATH PE3EPBHY KOIIilO
¢aiiniB 3 iHTEepBanoMm Bix 1 no 60 xBwimH, migTpuMysatd xoua 6 10 gopmati daiiiB s CKaHYBaHHS,
MiATPUMYBaTH cKaHyBaHHsS (aiimiB po3mipom Bix 1 mo 100 MO, aBTOMaTHYHO OHOBIIIOBATH IPaBHIIA
¢inbTpyBaHHa (aimiB KokHI 15 XBHIHMH;, MaTH TNPOCTHH Ta 3po3yMiuInil iHTepdelic KopUCTyBaya:
CTBOPIOBATH 25 BipTyalbHHUX MH(PPOBAHUX AUCKIB 00’ eMoM Binx 20 10 256 MO.

CTpyKTypa nporpaMHoi CHCTeMH AaBTOMATH30BAHOT0 BUAAJTEeHHS Ta KOHTPOJIIO daiiniB
[NepmmM KpokoM Ipu MOOYI0BI CUCTEMH aBTOMAaTH30BAHOTO IIPUXOBYBAHHS Ta KOHTPOIIO (BailiiB y
Windows € npoekTyBaHHS 1 CTPYKTYypHOI cxemH. BoHa 03BOJISE OKPECIUTH OCHOBHI KOMIIOHEHTH Ta iX
B3a€EMOJIII0 a TAKOX HAaJa€ 3aralibHe YsBICHHS MPO CUCTEMY, JAOMOMAral4u po3poOHUKaM Kpalie 3p0o3y-
MITH i apXiTEeKTypy Ta JOTiKy (yHKIIIOHYBaHHS.
CrpykTypHa cxema, 300pakeHa Ha puC. 1, CKJIAJa€Thesl 3 JBOX YaCTUH 1 BKIIOYAE IICTh B3aEMO-
OB’ SI3aHUX MOJTYJTIB.

XMapHa 4yacTHHA

PostgreSQL
baza ganmx

BeOGcaiit Jami
((82Y) Cepaep
JlokansHa
YacTHHA 3ammr JSON
Komanmn SHSService.exe
Windows Cepgic
Komanmn
Wind File Fil Windows
n ovgsl tle Filter Virtual encrypted
Tver Disk Driver

Puc. 1. Cmpykmypua cxema cucmemu agmomamu3o68ano2o
NPUX08YBAHHS MA KOHMPOIIO (Dailliié
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o PostgreSQL 6a3a nmaHux, 1o BigmoBigae 3a 30epiraHHs JAHUX KOPUCTYBada, BKIIOYAIOUYH
aBTOpHU3aIliiiHi JaHi (IMeis Ta mapoib), iM sl KOpHCTyBaya, aBaTap, a TAKOK KoHQIryparii cucremu.

e BeOcaiit Buctynae sk inTepdeiic kopucryBaya (Ul), 103BOJSIFOUM HaNalITOBYBAaTH IpaBHIIa
pE3epBHOTO KOMIIOBaHHS Ta BUJaJeHHs (paiiniB, BCTAHOBIIOBATH MaKCUMAIBHHUHA 00CAT Uil pE3EepBHOIO
KOIIIOBAaHHS Ta BUJIAJICHHS, 3MIHIOBATH MMapojib 00JIIKOBOrO 3alKCy Ta MEperisaaaTi CTaATUCTUYHI JaHi.

e HTTP cepBep 3abe3neuye 3B’S30K MK XMapHOIO Ta JIOKAJIFHOIO YaCTHHAMU CHUCTEMH, 00po0-
JSI04YM, 30epirarouu 1 mepenaroydd AaHi MK JokambHHM Windows cepBicoM Ta XMapHUM iHTepdericoMm
KOpHCTYyBaua.

e SHSService.exe — ne Windows-cepBic, SKHii OTPHUMYE BiJ] cepBepa KOPUCTYBaIbKi KOHQIrypamii
cucreMH Ui QUIBTpYBaHHS KOHTEHTY. BiH mepenmae mi koHdirypamii npaiiepy ¢aiinoBoi cucremu Ta
NpaiiBepy BipTyalbHOTO MH(POBAHOTO TUCKA LIS peatizallii Ha JOKAJTbHOMY PiBHI.

o Windows File Filter Driver 00po0isie koMaHI¥ BiIKpUTTSI a00 cTBOpeHHs (ailiiB i mepeBipsie,
9M MOTPiIOHO (aiin BUIAMUTH a00 CKOMIOBAaTH s pe3epByBaHHA. Bin Takox otpumye komanmu IOCTL
JUIsl OHOBIIGHHS KOH(]irypamiid Ta mepenadi crnucky Qaiimi, sKi HEOOXiTHO BUAAIMTH ab0 pe3epBHO
CKOITIFOBATH.

e Windows Virtual Encrypted Disk Driver kepye BipTyalbHUMHU IH(PPOBAHUMH TUCKaMH. BiH
cTBOpro€ (aiimu Uil MHMX JUCKIB HAa OCHOBI KOH(]irypaiiil, OTpUMaHHX BiJ cepBicy, i 3abe3meuye
mmdpyBanus Qaiiis, sSKi KOMIIOIOTHCS Ha TUCKH, a TAKOXK Kepye BciMa OMepaliisiMi 3 HUMU.

AJTopuTM po0OTH MOAYJISI pe3ePBHOI0 KOMilOBAHHS

Ha crapri cepBic Hancunae 3anut 1o HTTP cepBepa anst oTpuMaHHS KOPUCTYBAIbKUX KOHQIrY-
pariii, 30kpemMa, HaJallTyBaHb U1 PE3EPBHOIO KomitoBaHHA. [layi cepBiC CTBOPIOE BIpTyalibHI JTUCKH,
3BEpTalodHCh 10 BipTyanbHOro mpucrporo \Device\Vdisk{number}, sikuii OyB cTBOpeHHil IpaiiBepoM
BIpTyallbHOTO JHMCKY Ipu Horo 3amycky. CepBic HpH3HA4Yae IUCKY BINNOBIOHY JTEpy Ta BiIIpaBisie
KOMaH/y ApaiiBepy U CTBOPEHHS a00 BiTKpHUTTS (aiiny, SKHii BHKOPUCTOBYBATUMEThCS SIK BIpTyalbHHUM
JucK. [Ticis boro IMCK MOHTYETBCS SIK JIOTTUHUHN JMCK.

OTpuMaBIIM MIATBEP/PKEHHS BiJ JpaiiBepa BIpTyalbHOrO IUCKY NpPO YCIIIIHE CTBOPEHHS Ta
MOHTYBaHHSI, CEPBIC, 32 HEOOX1THOCTI, BUKOHYE (hopMaTyBaHHS JHUCKY.

Hacrynuuii eran — HanamryBanHs GinbTpa daiinoBoi cucremu. CepBic HajcuIae apaiBepy GiabTpa
CIIMCOK PO3IIMPEHb (aiiiB, It SKUX HEOOX1IHO BUKOHYBATH Pe3epBHE KOIIIOBAHHSI.

Komnu Bci npaiiBepu HanmamToBaHi, CEpBiC MEPEXOUTh Y PEKUM OYiKyBaHHS 1 TPAITIOE B JBa MOTOKHU:
OJIMH TIOTIK BiJICT&Xy€ OHOBIIGHHS KOH(Iirypamidd, a iHIIMI Yekae 3aIUIaHOBAHOT'O Yacy JUIs 3aIlyCKy
PE3EPBHOrO KOIMIFOBAHHSI.

[Ipomec peszepBHOrO KOMilOBaHHS, 1€ ApaiiBep BIpTyaldbHOTO IUCKY BiJirpae KIIOUOBY pOIb,
JIETABHO ONMCaHHUU B allTOPUTMI pOOOTH IIHOTO MOJYJIsI, 300paskeHOMY Ha pHC. 2.

Pe3yabTaTtu nociaimkeHHs

Jliis mepeBipKy Ipaie3aTHOCTI CTBOPEHOI CHCTEMH, 3a JOMOMOror rpadiuHoro iHTepdeicy 0yino
BCTaHOBJICHO MpaBHJIa Ui MAKCUMAIBHOI KUTBKOCTI JMCKIB 13 HAWOUTBIIMMHU MOXIJIMBUMH PO3MipamH, sIK
MOKa3aHo Ha puC. 3, 1 Il HAJAIITYBaHHS YCHilHO 30epexeHo. Ha puc. 4 BHIHO, IO, KPIM CHCTEMHHUX
muckiBe C, D ta H, nilficHo Oynu cTBOpeHi, 3MOHTOBaHi Ta BifdopMaToBaHi JIOTiUHI MH(pPOBaHi AUCKHU 3
00’emMaMu, sIKi BIAMOBIIal0Th HAJAINTYBAHHSM, 3aJJaHAM Ha CalTi MiJ Yac CTBOPEHHS MPaBHI PE3EPBHOTO
KOITIFOBaHHSI.

Onnak aucku D ta H He Morim OyTH CTBOpEHI Ha Il BipTyalibHIi MalIvHi, OCKUTLKH BOHH ICHYIOTh
K (Qi3UYHI AUCKU. BiAMoBiIHI MOBIAOMIIGHHS PO TOMUIIKY CTBOPEHHSI BIpTYaIbHUX MH(PPOBAHUX JHCKIB
OyI1o 3arMcano B Jor-(aiim.

Debug. Failed to mount disk d .Current disk already exist.
Debug. Failed to mount disk h .Current disk already exist.
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Gbaiinis

Hancunanns 3anury Windows cepsicom 1o HTTP cepsepy st
OTpUMaHHA KOHQITypaliif KopuCcTyBaya JJIsl pe3epBHOTO KOIIFOBAHHS

A

Konoirypanii HeBaninHi?

Tak

30epexeHHs OTpUMaHUX KOH}Irypauiii B mam’sTi
Windows cepaicy

!

CTBOpPEHHS BipTyallbHUX IIU(PPOBAHUX JUCKIB

CUCTEMHU

Hancnnanss cnucky po3mupeHs GainiB s
PEe3epBHOro KomitoBaHHA 10 GinbTpy daitnoBoi

2

A 4

OuikyeMo 3a1aHHI Yac pe3epBHOTO KOIIiIOBaHHS

Tax

TTommika i
4ac OuiKyBaHHS ?

A 4

OTtpumaHHsI BiJ IpaiiBepa aitioBoi cucreMu

cnucKy (aiiniB s Gexarry

Tax

JlpaiiBep noBepHyB IUIAX 10 (aiiny?

KoniroBanus daiiiis Ha

BipTyaJIbHUI MN(pPOBaHUI IUCK

L 4

OuikyeMo 3a1aHUI YaC OHOBIICHHS
KOHQIrypaniit

Hema moMuiiku mij
4ac OuiKyBaHHS ?

Tak

» 3anuc noBiJOMIICHHS B JIoT-(aiin

A

A

( Kineus )

Puc. 2. Cxema ancopummy pobomu mooys pe3epeHo20 KONi0G8anHs”
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Puc. 3. 3a0ani xonghicypayii npasun pe3epernozo Konito8aHHs Ha MAKCUMATbHI 3HAYEHHS

~ TMpucTpoi Ta Hocii (26)

Nokanshnii guck (A

NoxansHuii guck (B:)

T~ 255 MB sinbHo 3 255 MB
TNoxkansHuii anck (F)
My 255 MB sinerio 3 255 MB

Noxanshuii guck (1)

My 255 M sinro 3 255 MB
Nokansruit auck (N:)
My 255 M ineno = 255 MB
Noxansrnii guck (R:)
My 255 MG minsio 3 255 ME
NoxansHwit guck (V)
My 255 MG ineno = 255 MB

foxkanenwii guck (Z:)

g 255 MB sinsHo 3 235 MB
Noxanennit anck (E)
My 355 MB sinsro 3 255 MB
Nokanshnit guck (1)
s 355 ME sinsro 3 255 MB
Nokanshnit auck (M:)
M 255 MG sineno s 255 MB
TNoxansknii guck (Q)
M 255 ME sinsro 3 255 MB
Nokanskmnit guck (U5
My 255 MG sineno 3 255 M
Noxanswui anck (Y:)
g 255 ME insro 3 255 MB

oy 255 MG sinbto 3 255 MB

Nokanssuii ance (C2)
-
- Lo
Mg 188 TE sinsho
Jlokansnnii anck (G:)
L 255 ME sinerio 3255 MB
Nowansawii guck (K)
Mg 255 MB sineho 2 255 MB
JlokansHui anck (0:)
My 255 M sinero 3 255 MB
Noxansrwi guer (5:)
Mg 355 ME sinsho 3 255 MB
NokansHui ance (W)
My 255 M sinero 3 255 MB

- DVD-aucrosoa (D) ESD-ISO

ﬁ 0 Baif BinkH 34,25 6
uoF

Hoewdi Tom (H:)

|
1,91 76 sinbro 3 1,99 16

.
Noxansnii guck (L)
Sy 355 M sinno 3 255 MB
TNokanstnd anck (P:)
¥ 255 ME sinsno 3 255 MB
TNoxansrmii guck (T5)
Mg 355 M sinsro 3 255 MG
TNoxanshndi guck ()
¥ 255 M sinsHo 3 2355 MB

Puc. 4. Yeniwno cmeopeni sipmyanvhi wiugposani oucku ma 6Cmanoeieni sk 102i4Hi OUCKU i3 3A0aHUMU
MAKCUMATLHUMU NAPAMEMPaMu

Jlnst mepeBipku KOPEKTHOCTI poOOTH MOayIs OJIOKyBaHHS (haiijliB BUCTaBJISAIO MPaBHiia OJIOKYBaHHS
Ha caiiTi (300pakeHo Ha puc. 5).

an

@ Seek and Hide Secure x
C m %

Seek and Hide Secure

Rules

0

Backup rules

.doc
.pdf

Block rules

.docx
Jpg

Analytics

Settings

.png
.mp3
.ppt
.pptx

Xxls
Xlsx

seekandhidesecure.pp.ua/mainpage.html#

Puc. 5. 3aoani kongieypayii npasun eudanenns (ainie

Select the extensions you want to block
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Takox cTBOpIOIO TpU TecToBi (ainu: testaudio.mp3, testphotol.jpg, testimagel.png. BiaactupocTi
SKHX 300pa)keHo Ha puc. 6.

[ et R SR testimagel.png — BnactusocTi *
3araneHi  Besnexa [oknapHo  Monependi sepcii T Zaranssi Besnexka [DoknamHo [MonepepHi sepcii 3eranedi  Besnexa [oknamdo  [Monepend sspcii
- f
i I |testphotn1 g ‘ § °| testaudic me2 ‘ ‘leshmagrﬂ png
Tun painy:  Paitn JPG (jpg) | Tonoasny:  “Pain MP3 {mp3) Tan @aitny Paitn PNG {png)
JacTocyHok:  PoTorpamil Sl H JactocyHok:  Megianporpasay ST JactocyHok:  FoTorpasil BuiHATA. .
1
Poatawysarna: C:\Users\WDKRemoteUser\Desktop | Postawysarms: C:\Users\WDKRemoteUser\Desktop Poztawysarna: C:\Users\WDKRemoate User\Desktap
Posmip 166 KE (170 841 gairis) | Posvip: 2.71 MB (2 343 181 Garris) Posmip 18.5 KE (18 347 Baitria)
Ha micky 168 K5 {172 032 Gauis) Ha mcxy 2,71 MB (2 846 720 Baitis) Ha mucry 20.0 KB (20 480 Gaittis)
Craopero: 22 mpaena 2024 p.. 11:47:14 | Crsopero 22 pasns 2024 p_, 11:47:18 Creoperio: 22 asnR 2024 p.. 11:47:05
3uiHeHo: 22 tpasHA 2024 p., 11:47:15 | Buirero: 22 tpasnn 2024 p., 11:47:21 3wirero 22 tpasn 2024 p., 114705
BiaxpuTo 22 1paena 2024 p, 11:4715 | Bispuro: 22 tpasHr 2024 p., 11:47:21 Bim<puo: 22 pasnR 2024 p.. 11:47:05
Ampusym: [ Mwe wwraris [ Mpuxosari | Dopaeose...| | | Ampwbym [ Miwe wirarrs ] Mpweosarsit | Dopamoso Ay [ Mwe wirannn [ Mpuxosarui | Nopamoso...
Besnexa: Le @aiin noxoanTs 3 iHworo i
KoMM toTepa i nignaras ¥
GRoKyBaHHID 5 METO SEXMCTY
Ue0ro KoMn oTepa
OK Cracysam OK Cracysam Cracysam | |3actocysami

Puc. 6. Cmeopeni mecmosi gpaiinu 0 nepesipku pobomu MoOYJisk AGMOMAMULHO20 GUOAICHHS (DAlLNi6

3rigHo i3 puc. 7 yepe3 5 XBWIMH (CTAaHIAPTHUN Yac aBTOMATHYHOTO BHAAJICHHS) ITICHIS CTBOPEHHS
¢aiinmu noBuHHI OyTH BUaNeHi. BinnoBiaHi 3anucn MOXXHA 3HAWTH B mporpami ProcMon, sika mokasye it
(halinoBoi CHCTEMU B PEKUMI peajbHOTO Jacy.

Puc. 7. IIpoyec euoanenis cepsicom mecmosux gaiinie y npoepami ProcMon

Lle 1OBOIUTH KOPEKTHICTh POOOTH MOJYJIsl aBTOMAaTHYHOTO BUIAJICHHS (DaiiIiB.

BuchHoeku

[IpoBeacHe MOCTIIKEHHS B NMPEIMETHIM 00JacTi 3a0e3eueHHsT PE3EPBHOrO KOIMIIOBaHHS AaHUX Ta
BUSIBIICHHS JTAHUX 32 JIOMIOMOT'0I0 (ibTPiB (PailIoBUX CHCTEM TOKA3aj0 aKTyaJlbHICTh PO3POOKH CHCTEMH
ABTOMATH30BAHOI'0 BUIANCHHS Ta KOHTpoto daittiB mist OS Windows. ToMy 0yiio cTBOPEHO CTPYKTYPHY
CXeMy, sKa BU3HA4MJIa OCHOBHI KOMITOHEHTH CHUCTEMH Ta iX B3aeMofiro. Jlaji 3amponoHOBaHO Ta BTIIEHO
QITOPUTMH PE3EPBHOTO KOMIIOBAaHHS KOPUCHHUX (aililiB Ta BUJAICHHS HeOaKaHHX.

PesynbTaTi TecTyBaHHs MiATBEPKYIOTh YCHINIHY peatizalliio CUCTEMH aBTOMAaTH30BaHOTO BHJIA-
JIeHHs Ta KoHTpouto ¢aitniB aus OS Windows.

Pospobniena mporpamHa cucremMa € pilleHHSM JUIS epEeKTHBHOTO aBTOMATH30BAHOTO KOHTPOIIO
¢aiinoBoi cuUcTeMH 3aBISKH IIBUAKONIT poOoTH (imbTpy QaiinoBoi cucremH, SKUi oOmpaiboByeE Bci
orepaii BiTKpUTTs a00 cTBOpeHHs (ailyiB Ta nepeBipsie ¢ailii Ha BiINOBIAHICTh MPABHII BCTAHOBIEHUX
KOpHUCTYBaueM, 110 3a0e3neuye BUCOKY IMIBHIKOIIIO0, HANIHHICTh Ta epeKTHBHICTh POOOTH.

BripoBaypkeHHsT A1l KOPUCTYBaHHS TAKOT'O MPOTPAMHOTO PIMICHHS JOMOMOXE 30UThIIUTH Oe3neKy
po0OTH KOpUCTyBaya Ta BOAHOYAC HAJIACTh 3MOTY HE BTPATUTH BaXATUBI JaHi. TakoK KOPUCTYBad 3MOXKE
MEPErJITHYTH CIUCOK 3a0JIoKoBaHMX (haiiliB, IO JOMOMOXKE B aHali3i Ta 00CsA31 HEmOTpiOHMX (haiiB,

177
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30epiranocs O Ha MaIllMHI KOPHCTyBaya, 10 MoXe OyTH KOPHUCHO HE JIUIIE JIUIsl CAaMOro KOPHCTyBaya, a i
JUISl CHCTEMHOT'0 aJIMiHICTpaTopa, KUK 3MOXe TPOBECTH OUTBII TTUOOKHIA aHalli3 OTpuMaHoi iHdopmarii
Ta, MOXKJIMBO, BCTAHOBHUTH JIKEPETIO Ta PE3OHHICTH MPOTrpaMH, sika BUKOPUCTOBYE abo 30epirae HebOaxkaHi
JUTS KOpucTyBaya (aim.
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The article examines the file system at the kernel level of the operating system. It addresses the
primary issues related to personal data loss and protection and the general challenges of filtering content
stored on users’ computers.

The analysis reveals that increasing personal data is being lost or leaked from personal computers
without users’ knowledge. It also shows that many files stored on users’ computers are potentially
dangerous or unnecessary. The article emphasizes the development of an effective software solution to
tackle the issue of filtering content on users’ personal computers using a file system filter.

The article’s objective is to outline the key aspects of the study and the steps involved in creating a
software system that automatically removes unwanted content and protects important user data from
being lost. Specifically, the system allows creating rules for filtering user data. Additionally, it enables
system administrators to review processed system performance statistics for individual users. It displays
information about both deleted files and files that have been backed up to a virtual encrypted disk.

Keywords: C, C++, DLP, Encryption, File system filter, Virtual disk.



