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SYNTHESIS)METHOD)FOR)S-BOXES)BASED)ON)GALOIS)FIELD)TRANSFORM)MATRICES)

Cryptographic methods today are a crucial tool for constructing information security systems. At the same time, to 
solve the problem of encrypting large amounts of information, block or stream symmetric ciphers are mainly preferred be-

cause of their efficiency and proven cryptographic strength, including against perspective quantum cryptanalysis. The ef-
fectiveness of modern symmetric ciphers largely depends on the cryptographic S-boxes applied in their construction, the 

quality of which largely determines the degree of implementation of the concepts of diffusion and confusion by the cryp-
tographic algorithm, while the presence of large sets of cryptographically high-quality S-boxes is also important, in the 

terms of their application as a long-term key. Today, the Nyberg construction is well-known and widely applied in ciphers, 
including widespread AES block symmetric cipher. This construction allows you to synthesize high-quality S-boxes that 

harmoniously satisfy the main criteria for cryptographic quality, however, the set of S-boxes synthesized using this con-
struction is small, which makes the task of developing new methods for synthesizing large sets of cryptographically high-

quality S-boxes highly relevant. At the same time, as research shows, the constructions of extended Galois fields are a 
promising raw material for solving this problem. In this paper, the Galois field transform matrices of order N=256 are con-

structed for all isomorphic representations of the extended Galois field GF(256) which are analogous to the Reed-Muller 
transform but for the case of many-valued logic functions. As part of the research, the isomorphism invariant row numbers 

of the Galois field transform matrices are identified, which allows to obtain bijective S-boxes, as well as bijective S-boxes 
that correspond to the main criteria for cryptographic quality of component Boolean functions such as algebraic degree of 

nonlinearity, distance of nonlinearity, error propagation criterion, and criterion of minimization of correlation of output 
and input vectors of the S-box. At the same time, the cardinality of the set of synthesized S-boxes is ~23 times higher than 

the cardinality of the set of S-boxes of the Nyberg construction, which allows them to be used as a long-term key. The 
proposed S-boxes can become the basis for improving the effectiveness of existing symmetric cryptographic algorithms 

and developing new ciphers. 
Keywords: cryptography; Boolean function; many-valued logic function; cryptographic quality. 

Introduction)/)>DFGI)

The main component of almost any information protec-

tion system today is a cryptographic component, which 
makes it impossible to read encrypted information without 

a cryptographic key. At the same time, while asymmetric 
cryptographic algorithms, due to their significant computa-

tional complexity, are used in practice mostly to solve the 
task of key distribution and digital signature, the symmetric 

ciphers remain the main component used to encrypt large 
amounts of protected data. Block and stream symmetric ci-

phers are characterized as fast, proven cryptographic 
strength and easy-to-implement algorithms. 

In turn, the main component of modern ciphers, which 

largely determines the level of diffusion and confusion [1] 

they provide, is the cryptographic S-box. To date, to esti-

mate the degree of implementation of the concept of diffu-

sion and confusion by the cryptographic S-box, as well as 

the degree of its resistance to the main attacks of cryptana-

lysis, an approach is used based on the representation of the 

S-box in the form of its component Boolean functions, to 

which, subsequently, a set of cryptographic criteria is ap-

plied. The main criteria for S-box cryptographic quality are 
the following: the criterion for maximizing the algebraic 

nonlinearity, the criterion for maximizing the distance of 

the nonlinearity, the strict avalanche criterion, and the crite-

rion for minimizing the correlation of the output and input 

vectors. 

An important task is the synthesis of cryptographic S-

boxes that would harmoniously correspond to the listed cri-

teria for cryptographic quality, which can be achieved by 

using the constructions of Galois fields. An example of 

such a well-known method is the Nyberg construction, 

however, this method allows obtaining only small cardinal-

ities of high-quality S-boxes, which makes the task of de-
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veloping new methods for the synthesis of S-boxes based 

on Galois field constructions relevant. 

Object of research – is the process of increasing the ef-

fectiveness of modern cryptographic algorithms. 

Subject of research – is methods for synthesizing cryp-

tographic S-boxes based on the constructions of Galois 

fields. 

The purpose of the research – is to develop a method 

for synthesizing cryptographically high-quality S-boxes of 

length 256N =  based on Galois field transform matrices. 

To achieve this purpose, the following main research 

objectives are identified: 

1. Construct Galois field transform matrices of order 

256N =  for all isomorphic representations of the Galois 

field (256)GF . 

2. Research the structure of the constructed matrices and 

determine their rows that can serve as raw material for con-

structing cryptographically high-quality bijective S-boxes. 

3. Develop a method for constructing cryptographic S-

boxes based on the Galois field transform matrices in the 

form of specific steps. 

4. Estimate the values of the cryptographic quality indi-

cators and the cardinality of the set of constructed S-boxes. 

Materials and methods of research. To date, there are 
several approaches for estimating the cryptographic quality 

of S-boxes, in particular, based on their representation us-

ing component Boolean functions [2], as well as using 

component functions of many-valued logic, for which spe-

cial cryptographic quality criteria are applied, for example, 

[3]. 

In this paper, to estimate the cryptographic quality of 

the synthesized S-boxes, we use the generally accepted ap-

proach, which is based on the representation of S-boxes in 
the form of their component Boolean functions. Since the 

length of the proposed S-boxes is 256N = , they can be 

represented as 8k =  component Boolean functions, while 

the overall cryptographic quality of the S-box is determined 

by the weakest of them. Among the many existing criteria 

for the cryptographic quality of component Boolean func-

tions, we have selected the following set of basic criteria: 

1. Algebraic degree of nonlinearity, which is defined as 
the largest number of conjunctions in terms of the algebraic 

normal form of a component Boolean function [4]. In this 

case, the vector of coefficients at the terms of the algebraic 

normal form of a Boolean function can be constructed using 

the Reed-Muller transform as 

 
N

A f L= ⋅ , (1) 

where f  is the truth table of the Boolean function over the 

alphabet {0,1} , 
N

L  is the Reed-Muller transform matrix, 

which can be constructed in accordance with the following 
recursive formula 

 [ ]1 2

01 0
1 ,

1 1

N

N N

N N

L
L L L

L L

  
= = ⊗ =   

   
, (2) 

where ⊗  denotes the Kronecker product. 

2. The nonlinearity distance of a Boolean function, 

which can be defined as the minimum of the Hamming dis-

tance between its component Boolean functions and all 

codewords of the affine code [5] 

 { } 1min dist( , ) , 1,..., , 1,..., 2k

S i j
N f i k j += = =ϕ , (3) 

where 
i

f  is a component Boolean function; 
j

ϕ  are the 

codewords of the affine ( , )A N k -code, dist( )i  is the op-

erator for the Hamming distance evaluation. 

3. Correspondence to the error propagation criterion [5], 

for the evaluation of which we use the minimum and max-

imum values of the weight of the derivatives of the compo-

nent Boolean functions 

 ( ) ( ) ( )
u

D f x f x f x u⊕= ⊕ , (4) 

along all directions , ( ) 1
k

u V wt u∀ ∈ = , where 
k

V  is a linear 

vector space of vectors of length k , ( )wt i  is the operator 

for evaluation of the Hamming weight. The ideal case, 

when all derivatives (4) are balanced, i.e., their Hamming 

weights are equal to 
2

N , means that the component Boo-

lean function corresponds to the strict avalanche criterion, 

i.e., the probability of changing its output when changing 

the value of any of its inputs is equal to 0.5 . 

4. Criterion for minimizing the correlation of the output 

and input vectors [5]. To estimate the correspondence of the 

S-box to this criterion, we use the maximum along the ab-

solute values of the correlation coefficients { },max i jr  of 

the correlation matrix 
,i j

R r= , which determines the de-

gree of the linear relationship between the output y  and 

input x  vectors of the S-box 
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,

( )

1 , , 0,..., 1
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N
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m

i j
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r i j k
N

=

⊕
= − = −

∑
, (5) 

where the symbol ⊕  denotes mod2 summation.  

Analysis of recent research and publications. Quite a 
lot of modern publications are devoted to the issues of syn-

thesis of S-boxes of a given length that would correspond to 

the specified criteria of cryptographic quality, where a wide 

variety of algorithms are used for their construction: start-

ing from algorithms for their synthesis based on de Bruijn 

sequences, as, for example, it is proposed in [6], ending 

with methods for the synthesis of S-boxes based on the the-

ory of dynamic chaos [7], [8], [9], [10], some of which are 

characterized by a significant level of cryptographic qual-

ity, for example, [11]. 

Nevertheless, in practice, for the construction of crypto-
graphic algorithms, the most essential are S-boxes, which 

would have a balanced set of cryptographic quality indica-

tors, which is most easily achievable using Galois field 

constructions. For example, in the cryptographic algorithm 

AES [12], which, to date, is de facto the most popular and 

widely used cryptographic algorithm in the World, the Ny-

berg construction is used, based on the operation of finding 

the inverse element in the extended Galois field 8(2 )GF . A 

lot of research is devoted to the cryptographic properties of 

S-boxes, in particular [13], while the paper [3] is devoted to 

the research of the cryptographic properties of S-boxes of 

the Nyberg construction [2] in the case of their representa-

tion using many-valued logic functions. 

Anyhow, the Nyberg construction is characterized by 

the small cardinalities of S-boxes that can be synthesized, 

which does not allow them to be used as a long-term key, 

which is important in a number of cryptographic applica-

tions. 
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In this paper, we show that the possibilities of synthesiz-

ing S-boxes over extended Galois fields are not exhausted 

and the cardinalities of sets of synthesized S-boxes using 

extended Galois fields can be increased by developing new 

constructions of cryptographically high-quality S-boxes 

based on the Galois field transform matrices for the ex-

tended Galois field 8(2 )GF . 

Research)results)and)their)discussion)/)*JLGMNFOFQ)

RSDMURWJXXY)FO)Z])S_`SaSbJXXY)

The theory and practice of synthesizing the algebraic 

normal form (ANF) of many-valued logic functions (q-

functions) or so-called Galois filed expressions [14] are dy-

namically developing in modern cryptography. 

Definition 1 [14]. A function of q-valued logic of k  

variables is a mapping { } { }0,1, 2,..., 1 0,1, 2,..., 1
k

q q− → − . 

When 2q =  we obtain Boolean functions. 

Further, from the point of view of the practice of con-

structing S-boxes, we will consider many-valued logic 

functions with values of 2kq = . 

In [14] it is shown that any function of many-valued 

logic can be uniquely (up to isomorphism) represented over 

a Galois field (2 )kGF  using a polynomial containing the 

operations "Addition in the Galois field (2 )kGF ", "Multi-

plication in the Galois field (2 )kGF ". 

In this case, specific aspects of finding the ANF for the 

case of extended Galois fields 2(2 )GF  and 4(2 )GF  are 

considered in [15]. 

The transition to the Galois field expressions can be per-

formed according to the following formula 

 
1

,

,

N

N

A g L

g A L−

= ⋅


= ⋅
 (6) 

where g  is the truth table of the Boolean function, 

(2 )kA GF∈  is the Galois filed expression vector. 

It is known [14] that for the case of many-valued logic 

functions of a 1k =  variable, the construction of the Galois 

field inverse transform matrix 1

N
L− , kN q=  over the Galois 

field (2 )kGF  can be performed in accordance with the fol-

lowing construction 
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0 1 1

1 1 11

1

0 1 1

1 1 1

q

q

q

q q q

L

−

−
−

−
− − −

 
 
 =  
 
  

…

⋯

⋮ ⋮ ⋱ ⋮

⋯

α α α

α α α

α α α

, (7) 

where (2 ), 0,1,..., 1k

i
GF i q∈ = −α  are the elements of the 

extended Galois field. 

For the case of many-valued logic functions, in contrast 

to the case of Reed-Muller transform matrix for Boolean 

functions (2), the direct and inverse Galois field transform 

matrices do not coincide, i.e. 1

N N
L L−≠ , thus the direct 

Reed-Muller transform matrix can be found using one of 

the algorithms for finding inverse matrices in extended Ga-

lois fields [16]. 

Note, however, that different isomorphic representations 

of Galois fields (2 )kGF , imply different implementations 

of the multiplication operation (as well as exponentiation 

and division operations derived from it) in accordance with 

the rule determined by the irreducible polynomial ( )zψ  

based on which the Galois field (2 )kGF  is constructed. 

Thus, for a Galois field (2 )kGF , a many-valued logic 

function can have a number of different isomorphic map-

pings in the ANF domain, which corresponds to the number 

of irreducible polynomials of degree k , on the basis of 

which Galois field arithmetic can be built. 

In this case, the number of existing irreducible polyno-

mials of degree k  whose coefficients belong to the Galois 

field (2)GF  is determined in accordance with the formula 

[17] 

 ( ) ( / )

/ /

1
2 k d

k

d
d

d
k

Ψ = µ∑
k

, (8) 

where d  are the divisors of the degree value k ; ( )dµ  is 

the Möbius function; notation / /d k  means that d  divides 

k  by an integer. 

So, for the case of the Galois field 8(2 )GF  we are con-

sidering, in accordance with (8), the number of irreducible 

polynomials is equal to 
8

30Ψ = , while the decimal equiv-

alents of these polynomials have the following form 

 

8 {283,285,299,301,313,319,333,351,355,357,

361,369,375,379,391,  395,397,415,419,425,433,

445,451,463,471,477,487,499,501,505}.

Ψ =

 (9) 

As an example, we present in Fig. in the form of gray-

scale images (where the color of each pixel corresponds to 

the value of the matrix element in the Galois field 8(2 )GF  

in the range from 0 – black, to 255 – white) of the first six 

matrices of the Galois field transform for isomorphic repre-

sentations of the Galois field 8(2 )GF  built on the basis of 

the irreducible polynomials 

 

8 4 3

1 10 2

8 4 3 2

2 10 2

8 5 3

3 10 2

8 5 3 2

4 10 2

8 5 4 3

5 10 2

6 10

( ) 283 100011011 1,

( ) 285 100011101 1,

( ) 299 100101011 1,

( ) 301 100101101 1,

( ) 313 100111001 1,

( ) 319 10011

z z z z z

z z z z z

z z z z z

z z z z z

z z z z z

z

= = = + + + +

= = = + + + +

= = = + + + +

= = = + + + +

= = = + + + +

= =

ψ

ψ

ψ

ψ

ψ

ψ
8 5 4 3 2

21111 1.z z z z z z= + + + + + +

 (10) 

Analysis of the data represented on Fig. 1 shows that the 

Galois field transform matrix structure strongly depends on 

the chosen isomorphism of the selected extended Galois 

field 8(2 )GF . 

The research performed have shown that the rows of the 

Galois field transform matrix are characterized by suffi-

ciently high values of the main indicators of cryptographic 

quality, therefore they can be used for the tasks of con-

structing high-quality S-boxes. 
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Fig. Examples of Galois field transform matrices for polynomials 
1

ψ  (a.), 
2

ψ  (b.), 
3

ψ  (c.), 
4

ψ  (d.), 
5

ψ  (e.), and 
6

ψ  (f.) / Приклади 

матриць GF-перетворення для поліномів 
1

ψ  (a.), 
2

ψ  (b.), 
3

ψ  (c.), 
4

ψ  (d.), 
5

ψ  (e.) і 
6

ψ  (f.) 

A detailed research of the structure of the Galois field 

transform matrices of the order 256N =  over all isomor-

phic representations of the Galois field 8(2 )GF  made it 

possible to establish that only half of the rows of these ma-

trices contain all elements of the Galois field 8(2 )GF , 

which means that it is suitable for constructing bijective S-

boxes. The numbers of these rows are invariant to the iso-

morphism of the Galois field 8(2 )GF  and are given in the 

form of the following expression 

 

2,3,5,8,9,12,14,15,17,20,23,24,27,29,30,32,

33,38,39,42,44,45,47,48,50,53,54,57,59,

60,62,63,65,68,72,74,75,77,78,80,83,84,

87,89,90,92,93,95,98,99,102,104,105,107,

108,110,113,114,117,119,122,123 5

{

,12

′ϒ =

,128,129,132,

134,135,138,140,143,144,147,149,150,

152,153,155,158,159,162,164,165,167,168,170,

173,174,177,179,180,182,183,185,189,192,

194,195,197,198,200,203,204,207,209,

210,212,213,215,218,219,224,225,227,228,

230,233,234,237,240,

242,243,245,248,249,252,254,255}.

 (11) 

However, not all rows from (11) of the Galois field 

transform matrices have the same level of cryptographic 

quality. Research performed has identified 24 row numbers 

that, regardless of isomorphism, provide the construction of 

S-boxes with the best level of cryptographic quality. 

 
{2,3,5,8,9,15,17, 29,33,38, 42,57,65,74,75,83,113,

129,132,147,149,165,194,225}.

ϒ =
(12) 

When using the set of rows (12) for the task of con-

structing S-boxes, their cryptographic quality is exception-

ally stable regardless of isomorphism. 

Thus, we can write the proposed method for construct-

ing cryptographic S-boxes based on the Galois field trans-

form matrices in the form of specific steps: 

Step 1. Select the initial parameters of the method, 

which are: the length of the S-box N  and the correspond-

ing extended Galois field (2 )kGF , 
2

logk N= ; a specific 

irreducible polynomial that defines the rules of arithmetic 

in an extended field (2 )kGF . 

Step 2. On the basis of (7) construct the inverse Galois 

field transform matrix 1

N
L− . 

Step 3. Using one of the well-known matrix inversion 

algorithms in extended Galois fields [16] on the basis of the 

inverse Galois field transform matrix 1

N
L− , find the direct 

Galois field transform matrix 
N

L . 

Step 4. Select the rows of the Galois field transform ma-

trix containing all elements of the extended Galois field 

(2 )kGF . 

Step 5. Representing the rows of the Galois field trans-

form matrix selected in Step 4 in the form of S-boxes of 

length N , estimate the level of their compliance with the 

main cryptographic quality criteria, as a result of which, se-

lect the S-boxes that best correspond to the criteria that are 

considered as the crucial when upgrading or designing a 
cryptographic algorithm. 
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Discussion of research results. In view of the practical 

significance and demand for use in modern symmetric ci-

phers and hash functions of cryptographic S-boxes that per-

form byte-by-byte transform of input data, the following 

method parameters were chosen for the experiment: S-box 

length 256N = , all possible isomorphic representations of 

the main Galois field 8(2 )GF  based on irreducible poly-

nomials (9). 

In Table 1 we present the results of experimental research on 

the correspondence of S-boxes constructed on the basis of the 

proposed method to the main criteria of cryptographic quality. 

At the same time, in Table 1, the following notation is adopted: 

ψ  denotes the decimal equivalent of an irreducible polynomial 

used to construct the Galois field transform matrix; deg( )S  de-

notes the values of the algebraic degree of nonlinearity of S-

boxes constructed in a given isomorphic representation of the 

Galois field 8(2 )GF ; 
S

N  denotes the nonlinearity distance of 

S-boxes constructed in a given isomorphic representation of the 

Galois field 8(2 )GF ; ( )
u

wt D f  denotes the values of the 

weights of the directional derivatives of the component Boolean 

functions of S-boxes for a given isomorphic representation of 

the Galois field 8(2 )GF ; 
,i j

r   denotes the  values  of the  cor- 

relation coefficient matrices for S-boxes for a given iso-

morphic representation of the Galois field 8(2 )GF . In the 

research, the results of which are shown in Table 1 the Ga-

lois field transform matrix rows determined in (12) were se-

lected. 

Analysis of the data presented in Table 1 allows us to 

conclude that the cryptographic quality of S-boxes based on 

the rows of the Galois field transform matrices is high and 

stable. In terms of the cryptographic quality of their com-

ponent Boolean functions, the constructed S-boxes are not 

inferior when compared with the Nyberg construction S-

box. Moreover, the total number of S-boxes for all isomor-

phic representations of the 8(2 )GF  is equal to 

24 30 720J = ϒ ⋅ Ψ = ⋅ = . Research have shown that the 

number of unique S-boxes among this set is 691, which is 

~23 times greater than the number of S-boxes of the Nyberg 

construction in the same extended Galois field. 

We also note that the algebraic degree of nonlinearity of 

S-boxes based on Galois field transform matrices depends 

on the selected row number of the matrix on the basis of 

which the S-box is constructed. In Table 2 we show the 

values of the algebraic degrees of nonlinearity depending 

on the row number (12). 

Table 1. Values of cryptographic quality indicators for constructed S-boxes /  
Значення показників криптографічної якості для побудованих S-блоків 

ψ  deg( )S  
S

N  ( )
u

wt D f  
,i j

r  

283 5…7 112 108…156 0…0.1250 

285 5…7 112 108…156 0…0.1250 

299 5…7 112 108…156 0…0.1250 

301 5…7 112 108…156 0.0156…0.1250 

313 5…7 112 108…156 0…0.1250 

319 5…7 112 108…156 0.0156…0.1250 

333 5…7 112 108…156 0…0.1250 

351 5…7 112 108…156 0…0.1250 

355 5…7 112 108…156 0…0.1250 

357 5…7 112 108…156 0…0.1250 

361 5…7 112 108…156 0…0.1250 

369 5…7 112 108…156 0…0.1250 

375 5…7 112 108…156 0…0.1250 

379 5…7 112 108…156 0…0.1250 

391 5…7 112 108…156 0…0.1250 

395 5…7 112 108…156 0…0.1250 

397 5…7 112 108…156 0…0.1250 

415 5…7 112 108…152 0.0156…0.1250 

419 5…7 112 108…156 0…0.1250 

425 5…7 112 108…156 0.0156…0.1250 

433 5…7 112 108…156 0.0156…0.1250 

445 5…7 112 108…156 0…0.1250 

451 5…7 112 108…156 0…0.1250 

463 5…7 112 108…156 0…0.1250 

471 5…7 112 108…156 0…0.1250 

477 5…7 112 108…156 0…0.1250 

487 5…7 112 108…156 0.0156…0.1250 

499 5…7 112 108…156 0…0.1250 

501 5…7 112 108…156 0…0.1250 

505 5…7 112 108…156 0…0.1250 
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Table 2. Values of the algebraic degree of nonlinearity depending on the row number of the Galois field transform matrix / 

Значення алгебраїчного степеня нелінійності залежно від номера рядка матриці GF-перетворення 

i
∈ϒυ  2 3 5 8 9 15 17 29 33 38 42 57 

deg( )S  7 7 7 5 7 5 7 5 7 5 5 5 

i
∈ϒυ  65 74 75 83 113 129 132 147 149 165 194 225 

deg( )S  7 5 5 5 5 7 5 5 5 5 5 5 

 

Let us consider an example of an S-box based on the second row of the Galois field transform matrix in the Galois field 
8(2 )GF  whose arithmetic is determined by an irreducible polynomial 8 4 3

1 10
( ) 283 1z z z z z= = + + + +ψ , which we repre-

sent as the following algebraic construction 

1

00 01 8E F4 47 A7 7A BA AD 9D DD 98 3D AA 5D 96

D8 72 C0 58 E0 3E 4C 66 90 DE 55 80 A0 83 4B 2A

6C ED 39 51 60 56 2C 8A 70 D0 1F 4A 26 8B 33 6E

48 89 6F 2E A4 C3 40 5E 50 22 CF A9 AB 0C 15 E1

36 5F F8 D5 92 4E A6 04 30 88 2B 1E 16 67 45 93

38 23 68 8C 81 1A 25 61

0 1 2 3 4 5 6 7 8 9

0

1

2

3

4

5

S A B C D E F

13 C1 CB 63 97 0E 37 41

24 57 CA 5B B9 C4 17 4D 52 8D EF B3 20 EC 2F 32

28 D1 11 D9 E9 FB DA 79 DB 77 06 BB 84 CD FE FC

1B 54 A1 1D 7C CC E4 B0 49 31 27 2D 53 69 02 F5

18 DF 44 4F 9B BC 0F 5C 0B DC BD 94 AC 09 C7 A2

1C 82 9F C6 34 C2 46 05 CE 3B 0D 3C 9C 08 BE B7

87 E5 EE 6B EB F2 BF AF C5

6

7

8

9

A

B

.

64 07 7B 95 9A AE B6

12 59 A5 35 65 B8 A3 9E D2 F7 62 5A 85 7D A8 3A

29 71 C8 F6 F9 43 D7 D6 10 73 76 78 99 0A 19 91

14 3F E6 F0 86 B1 E2 F1 FA 74 F3 B4 6D 21 B2 6A

E3 E7 B5 EA 03 8F D3 C9 42 D4 E8 75 7F FF 7E FD

C

D

E

F

          (13) 

The nonlinearity distance of the S-box (13) is equal to 
1

112
S

N = , its algebraic degree of nonlinearity value is 

1
deg( ) 7S = . 

We present the matrix of weights of S-box (13) component Boolean functions derivatives 

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 2, 3, 4, 5, 6, 7, 8,

10000000 128 116 120 124 136 112 116 116

01000000 116 124 144 144 112 116 116 128

00100000 124 128 120 132 116 116 128 116

00010000 128 128 132 124 116 128 116 124

00001000 128 116 116 124 12

j k k k k k k k k
e wt D wt D wt D wt D wt D wt D wt D wt D

8 116 124 128

00000100 116 132 120 140 116 124 128 128

00000010 132 124 136 140 124 128 128 116

00000001 124 136 124 136 128 128 116 132

, (14) 

as well as its matrix of correlation coefficients 

0.016 0 0.016 0.047 0.094 0.016 0.094 0.047

0 0.094 0.094 0.047 0.016 0.094 0.047 0.016

0.016 0.094 0.063 0 0.094 0.063 0.109 0.078

0.047 0.047 0 0.031 0.063 0.031 0.109 0.031

0.094 0.016 0.094 0.063 0.063 0.063 0.125 0.094

0.016

R

−

− − −

− −
=

− − −
.

0.094 0.063 0.031 0.063 0.125 0.094 0.094

0.094 0.047 0.109 0.109 0.125 0.094 0.094 0.016

0.047 0.016 0.078 0.031 0.094 0.094 0.016 0.094

 
 
 
 
 
 
 
 

− 
 − −
 

−  

                                 (15) 
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Thus, the set of constructed S-boxes, in particular, S-

box (13) is not inferior in its cryptographic quality to well-

known S-box constructions, such as the Nyberg construc-

tion, and can be recommended for practical application in 

the tasks of improving the effectiveness of existing crypto-

graphic algorithms, as well as the development of new 

promising ciphers. 

Scientific novelty of the obtained research results – the 

methodology for synthesizing S-boxes based on Galois 
field constructions was further developed, as a result of 

which an effective method for synthesizing large sets of 

high-quality S-boxes based on Galois fields transform ma-

trices was presented. 

Practical significance of the research results – the prac-

tical value of the results obtained lies in the possibility of 

applying of the developed S-boxes to improve existing 

cryptographic algorithms or develop new ones. At the same 

time, the level of cryptographic quality of the proposed S-

boxes is the same as for well-known Nyberg construction, 

while the cardinality of their set exceeds the cardinality of 

the Nyberg construction by ~23 times. 

Conclusions)/)>QDXSaSd)

We note the main results of the research performed: 

1. It is shown that Galois field transform matrices can 

become the raw material for constructing cryptographically 

high-quality S-boxes. An efficient method for constructing 
cryptographically high-quality S-boxes of practically valu-

able lengths based on Galois field transform matrices has 

been proposed. 

2. For the most applied in practice value of the S-boxes 

length 256N = , based on the proposed method for synthe-

sizing S-boxes on the basis of Galois field transform matri-

ces, a class of S-boxes was synthesized, the cryptographic 

quality indicators for which are not inferior to the well-

known Nyberg construction, however, the cardinality of the 

presented class is in ~23 times greater when compared with 

the cardinality of the Nyberg construction S-boxes class. 

3. In view of the high level of cryptographic quality of 

the proposed S-boxes, they can be recommended for practi-

cal use in order to improve existing cryptographic algo-

rithms (block and stream symmetric ciphers, hash func-

tions, generators of pseudo-random key sequences), as well 

as to develop promising ciphers. 

As possible directions for further research, we can high-

light the possibility of researching the cryptographic prop-

erties of S-boxes when they are represented using ANF 

constructed with the help of Galois field transform for val-

ues of q N= , i.e. using a single many-valued logic func-

tion, which could be the basis for the development of new 

effective methods for the synthesis of large classes of cryp-

tographically high-quality S-boxes. 
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Криптографічні методи сьогодні є найважливішим інструментом для побудови систем захисту інформації. 

Водночас для вирішення проблеми шифрування великих обсягів інформації перевагу зазвичай віддають блоковим 
або потоковим симетричним шифрам, зважаючи на їх ефективність і доведену криптографічну стійкість, зокрема 

проти атак перспективного квантового криптоаналізу. Ефективність сучасних симетричних шифрів значною мі-
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рою залежить від застосованих у їх конструкції криптографічних S-блоків, якість яких багато в чому визначає 

ступінь реалізації концепцій дифузії та конфузії криптоалгоритмом, тоді як наявність великих наборів криптогра-
фічно високоякісних S-блоків також важлива, із погляду їх застосування як довгострокового ключа. Сьогодні до-

бре відома конструкція Ніберг, яку широко застосовують у шифрах, серед яких поширений блоковий симетрич-
ний шифр AES. Ця конструкція дає змогу синтезувати високоякісні S-блоки, які гармонійно задовольняють осно-

вні критерії криптографічної якості, однак множини S-блоків, синтезовані за допомогою цієї конструкції, невели-
кі, що актуалізує завдання розроблення нових методів синтезу великих множин криптографічно високоякісних S-

блоків. Водночас, як показують дослідження, конструкції розширених полів Галуа є перспективним вихідним ма-
теріалом для вирішення цієї проблеми. У цій статті побудовано матриці GF-перетворення порядку N=256 для всіх 

ізоморфних представлень розширеного поля Галуа GF(256), які є аналогічними перетворенню Ріда – Маллера для 
випадку функцій багатозначної логіки. У межах дослідження ідентифіковано інваріантні до ізоморфізму номери 

рядків матриць GF-перетворення, що дають змогу отримати біективні S-блоки, зокрема такі, що відповідають ос-
новним критеріям криптографічної якості компонентних булевих функцій, таким як алгебраїчний степінь неліній-

ності, відстань нелінійності, критерій поширення помилки та критерій мінімізації кореляції векторів виходу та 
входу S-блока. Потужність набору синтезованих S-блоків у ~23 рази перевищує потужність набору S-блоків конс-

трукції Ніберг, що дає змогу використовувати їх як довгостроковий ключ. Запропоновані S-блоки можуть стати 

основою для підвищення ефективності наявних симетричних криптографічних алгоритмів, а також для розроб-
лення нових шифрів. 

Ключові слова: криптографія; булева функція; функція багатозначної логіки; криптографічна якість. 
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