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The author substantiates the relevance of digital forensics in the context of digitalisation of
modern society, notes the active use of digital technologies in solving various types of illegal activities
in the field of computer information, and defines the concepts of «digital trace» and «digital
forensicsy.

The author emphasises the need to develop new knowledge and developments in forensic
techniques, standards and principles for evaluating and verifying collected evidence (digital traces),
to carry out mandatory standardisation when working with digital information, and to consider and
develop appropriate methodology for training specialists in the field of digital forensics.

Attention is focused on ethical, legal and privacy issues related to the collection and use of
digital data during an investigation, confidentiality and protection of personal information of
persons not involved in a criminal offence, compliance of the collection and use of digital data during
an investigation with certain legal norms and standards (obtaining court orders for evidence
collection, requirements for information storage, observance of the rights and freedoms of persons
under investigation), ensuring an appropriate level of protection, storage and transmission of
personal information and restricting access to it only on certain grounds.

The role of forensics in improving and increasing the effectiveness of the fight against modern
crime, including war and cybercrime, through the active use of digital technologies is emphasised.
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Formulation of the problem. Today, the development of advanced digital technologies in modern
society implies their mandatory implementation in various areas of social relations. However, along with
the development of the digital economy, it is necessary to note the active use of digital technologies in
solving various types of illegal activities by criminals.

Criminal offences related to information and communication technologies or in the field of computer
information are becoming more and more common. That is why, in recent years, the proportion of criminal
offences committed with the use of high information technologies has increased. The legislator has
provided for a separate Chapter XV1 in the Criminal Code of Ukraine, which emphasises the relevance and
danger of criminal offences in the field of digital technologies [1].
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Analysis of the study of the problem. Today, the development of advanced digital technologies in
modern society implies their mandatory implementation in various areas of social relations. However,
along with the development of the digital economy, it is necessary to note the active use of digital
technologies in solving various types of illegal activities by criminals.

The issues of theoretical and methodological aspects of digital forensics and forensic examination in
the digital age have been studied by such domestic scholars as S. Buzyna, R. Kravchenko, I. Petrova, V.
Shepitko, I. Goliash, S. Yevdokimenko, I. Rohatuk, G. Avdeyeva and others.

The purpose of the article is to substantiate the relevance of digital forensics in the context of
digitalisation of modern society.

Presenting main material. Legal regulation of Ukraine's digital transformation is at an early stage
of development. At the same time, the accumulated experience, practical results of digital transformation,
as well as the large existing body of legislation in the field of information technology, allow us to assess
the current state and prospects for the development of law in the field of digital transformation [2].

Electronic means of payment are increasingly being used and enable financial transactions. At the
same time, electronic funds are not sufficiently protected from illegal encroachments by criminals. The
most common method of fraud is for criminals to obtain an electronic wallet password through
unauthorised interference with electronic computers.

In situations where criminal offences are committed by means of remote access, the evidence base,
i.e. the presence of trace evidence that reflects the characteristics of the object that left them (fingerprints,
breakage marks, wheel prints, etc.), is significantly reduced. However, when committing fraudulent acts
with the use of digital technologies, a new type of traces appears - digital traces of a criminal offence. A
digital trace should be understood as a unique set of actions that have been committed in the information
and telecommunications space, as well as information left as a result of browsing the web [3].

Taking all of the above into account, it can be concluded that digital forensics includes the detection,
collection and analysis of electronic traces in order to combat cybercrime. A computer or smartphone may
be an instrument or means of committing an unlawful act, or the subject of a criminal offence, or may be
used to store important electronic evidence of a criminal offence.

Modern forensics must adapt to the level of development of modern technologies in order to
facilitate law enforcement activities. As of today, the term «digital forensics» is often mentioned. This is
due to the fact that the commission of criminal offences with the use of digital devices leaves electronic
traces in them, and secondly, because pre-trial investigation bodies have technical and forensic means
(personal computers) that allow them to produce procedural documents in electronic form on electronic
media.

The emergence of the concept of «digital forensics» has made it possible to distinguish independent
areas of forensic examination. Depending on the source, other terms such as «computer forensics» or
«computer systems forensics» are also used to refer to this field. At the same time, some scientists consider
computer forensics as an applied science for the investigation of crimes (incidents) related to computer
information, examination of digital evidence, as well as research, obtaining and recording of these methods
of evidence.

In addition, forensic science is actively developing in the context of digitalisation and the expansion
of knowledge about digitalisation [4]. Digital evidence requires new ways of collecting, storing, using and
verifying evidence in criminal proceedings. When using digital evidence, the principles of professional
training, expert assistance and reasonable care should be followed. It must be verified and authenticated.
Digital evidence, in particular, poses unique challenges for authentication compared to traditional evidence
due to the volume, speed, variability and vulnerability of the data available.



In the modern world, digital forensics is a new type of activity aimed at working with digital traces
of offences. The development of new standards and principles for the evaluation and verification of
collected evidence (digital traces) requires new knowledge and developments in forensic technology [5].

Avdeyeva G. K. notes that digital traces in forensics are imperceptible material traces that contain
important forensic information stored in digital form on various material carriers. These traces can be
detected, recorded and examined using specialised digital devices.

The main sources of digital footprints are various tangible digital information carriers, such as
computers, integrated circuits, microcontrollers, telecommunications network equipment, digital cameras,
voice recorders, plastic card readers, mobile phones and tablets. Some electronic components of these
devices can even store information about the place and time of their use. For example, a geolocation
system can be used to pinpoint the exact location of a computer, tablet or mobile phone in real time,
including information about their owners. Geolocation data can also be used to establish the fact of the
simultaneous presence of two or more people in one place, which may indicate their interaction [3, p. 91-
92].

The main problem with collecting digital traces is that they can change instantly, making them
visually invisible, and they can only be detected and recorded using special methods and special computer
equipment. After the collection of computer information, it must be stored unchanged, which is the
primary task of forensic research, only if these rules are followed, the information will have evidentiary
value [5].

Cybercrime often involves direct attacks on computers and other similar devices to disable them.
Sometimes, the attacked computers are used to spread malware, computer viruses, illegal information,
various kinds of images, and cyberbullying. The legal literature distinguishes the following types of
cybercrime: mercenary cybercrime (including phishing, cyber extortion, financial fraud, etc.); personal
data theft; cyber espionage; copyright infringement and some others.

When considering them, it should be borne in mind that in modern conditions, «non-traditional»
types of property, including websites, cryptocurrencies, mobile communication technologies, Internet
property, etc. are actively entering the legal economic circulation. As they have the ability to generate high
incomes, the criminal environment reacts accordingly. As a result, new types of criminal offences are
emerging.

Issues and challenges arising in the field of digital forensics include ethical, legal and privacy issues
related to the collection and use of digital data during an investigation. Ethical aspects include the duty to
respect the confidentiality and protect the personal information of individuals who are not involved in a
criminal offence. It is also important to avoid misuse of digital data for personal gain or political
manipulation. Furthermore, the collection and use of digital data during an investigation must comply with
clearly defined legal norms and standards.

This includes issues such as obtaining court orders to collect evidence, requirements for the retention
of information, and respect for the rights and freedoms of persons under investigation. Failure to comply
with legal regulations can lead to illegal data collection and violations of citizens' rights. The collection and
analysis of digital data may violate the privacy and confidentiality of individuals whose data is collected. It
is important to ensure an adequate level of protection of personal information and to restrict access to it
only on certain grounds. This also applies to the storage and transmission of this data to ensure its security.

Today, forensic science is in line with the development of digital technologies, creating means and
methods for extracting forensically relevant information from a new type of media. Thanks to scientific
and technological progress, it is possible to use digital technologies in law enforcement, which accelerates
the process of pre-trial investigation, allows for a more complete formation of the evidence base in the
investigation of criminal offences, and subsequently ensures the quality of the trial of criminal
proceedings.



In today's military realities, the main task of forensic science is to develop and apply tools,
techniques and methods that allow collecting, investigating and using evidence in the context of war and
global threats. The system of pre-trial investigation bodies, prosecutors, and criminal justice authorities
face new challenges related to the need for rapid, comprehensive and high-quality documentation and
collection of evidence of mass criminal violations of international humanitarian law, including ensuring the
security environment in Ukraine, which has chosen the European course of development and is currently
confronting the military aggression of the Russian occupation forces.

Today, there is an urgent need to increase the role of forensics in promoting and ensuring security in
our country, as well as in improving and increasing the effectiveness of the fight against modern crime,
including war and cybercrime, through the active use of digital technologies. In this context, a new
scientific field, digital forensics, is emerging.

In military realities, artificial intelligence technologies have taken a central place in digital forensics
to ensure the security environment in Ukraine and collect evidence of war crimes. In modern warfare
conditions, the following areas of digital forensics are of particular importance: obtaining information from
mobile devices of seized phones from participants in criminal proceedings; obtaining information from
personal computers of individuals and legal entities; obtaining information from servers and other storage
devices in organisations and institutions; obtaining information on radio frequency identifiers, GPS
trackers, sensors, stationary and mobile measuring devices using geo-location, video surveillance and
positioning systems; obtaining information from network services that establish voice and video
communication between computers via the Internet, such as ICQ, Skype, WhatsApp, Viber, Telegram and
others; obtaining information from banking systems on appropriate digital media (SD-disks, flash cards,
etc.). ); obtaining information from cellular operators on the details of subscriber communications and
establishing the subscriber's location by geolocation; obtaining information from CCTV cameras of various
commercial and governmental entities; obtaining information from cameras and video cameras seized from
participants in criminal proceedings.

Thus, the process of digitalisation of forensics is a natural stage in the development and formation of
modern forensic knowledge, which involves the introduction of digital technologies in various fields of
forensic science and forensic examination. In today's realities, it is necessary to update the development of
digital forensics issues in modern conditions. Particular attention should be paid to enhancing the role of
forensic didactics, in particular, forensic training of investigators, prosecutors, courts, detectives,
investigators, criminalists, and forensic experts in the field of digital technologies.

Conclusions. Thus, the issue of digital forensics in the context of digitalisation of modern society is
relevant. Modern forensics must adapt and adapt to the level of development of modern technologies to be
able to use them for law enforcement purposes. The development of new standards and principles for the
evaluation and verification of collected evidence (digital traces) requires new knowledge and
developments in forensic technology. In this regard, it is necessary to carry out mandatory standardisation
when working with digital information, as well as to consider and develop an appropriate methodology for
training specialists in the field of digital forensics.
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[UPPOBA KPUMIHAJIICTUKA B KOHTEKCTI JIJIXKATAJIBAIII CYYACHOI'O
CYCHIIIBCTBA

OOIpYHTOBYETBCH AKTYAJIBHICTh LH(PPOBOI KpUMIHAJICTHKM B yMoBax unudposisamii
CY4acHOro CyCHiIbCTBa, Bil3HAYeHO AKTHBHE BHKOPUCTAHHS HHM(POBUX TEXHOJIOTiH y BUpilIeHHI
HAHPI3HOMAHITHIIKUX BUAIB NPOTUNPABHOI AislIbHOCTI y cdepi komn'worepHoi iHdopmanii, 1aHo
BHU3HAYeHHS MOHATTH «IHM(POBOro cixy» Ta «uM(ppoBoi KPUMIHATICTUKIY.

Haronomeno Ha HeoOXiZHOCTI BUPOOJIeHHS] HOBHUX 3HaHb i HAPAIIOBaHb KPMMiHAJICTHYHON
TeXHiKHM, CTAHJAPTIB i NPUHUMIIB OUIHKH Ta mnepeBipku 3i0paHux aoka3iB (UU(PPOBUX CJIiaiB),
npoBedeHHi 000B's13K0BOI cTaHaapTU3amii mix yac podoru 3 uudpororw iHdopmamicio, po3rasai Ta
Po3poo1i BiAMOBiIHOI MeTOAUKY /ISl MIATOTOBKH (paxiBuiB y cdepi unppoBoi KPUMIHATICTHKH.

AKIEeHTOBAHO yBary Ha eTMYHHMX, NPABOBUX Ta MUTAHHAX NMPUBATHOCTI, MOB'sA3aHi i3 300pom
Ta BHKOPHUCTAHHAM HU(PPOBUX [JaHMX MiA 4Yac TMNpoBeJAeHHs PO3CaiTyBaHHSA, AOTPUMAHHI
KOH(ineHniiHOCTI Ta 3axMcTy oco0mcToi iHdopMmanii oci0, MmO He MAalOTh BiTHOIIECHHS 0
KPUMIiHAJILHOTO MPaBONOPYILIEHHS, BiAMOBIAHOCTI 300py i BUKOPHUCTAHHA NM(POBUX AAHUX MiA yac
PO3CJiAyBaHHS BU3HAYEHUM NPaBOBHM HOpPMAaM i cTaHaapram (OTPMMAHHSI CyAOBHMX OpAepiB 1Jsi
300py Aoka3iB, BUMOrH I0a0 30epe:keHHs iH(opmanii, roTpuMaHHs npaB i cBodox ocid, sKi
nepedyBalOTh MiJ CJAIACTBOM), 3a0e3MeYeHHi HAJTEKHOTO PiBHA 3aXHCTY, 30epeskeHHs Ta mepenadi
ocoOmcToi indopMmanii Ta 00MeKeHHI JOCTYIy 10 Hel JuIlle HAa BU3HAYEHHUX MiIcTaBax.

AKIEHTOBAHO HA PoOJi KPUMIHAJICTUKM Yy TNOKpalleHHi Ta MiABUIIEHHI e(eKTHBHOCTI
00poTHOM 3 CYYACHOK) 3JIOUHHHICTIO, BKJIIOYAKYHU BiliCbKOBi Ta Ki0ep3/104YUHHU, HJIIXOM AKTHBHOIO
BHKOPHCTAHHS IM(POBUX TEXHOJIOTiH.
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