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Lsa crarra anaxizye poJb aaMiHICTpaTUBHHMX OpraHiB y 3a0e3meuyeHHi Ki0epOe3nexu 3
NMPaBoOBOI Ta aAMiHiCTPATHBHOI NepcneKTUBH. Po3risaanTbest 0CHOBHI (PyHKIII Ta 3aBIaHHI,
fIKi BOHM BUKOHYIOTH /Il e(peKTHBHOI0 YNPAaBJiHHA i 3axucTy iH(popMauiiiHux pecypciB Ta
Ki0epiH(QpacTPyKTypH, a TaKOK BHCBITJIOETHCSI BaXKJIUBICTH poJi cyd ekTiB aamiHicTpa-
THBHO-NIPABOBOro0 3a0e3neyeHHA Ki0epOe3neku y (popMyBaHHi cTpaTeriii Ta MoOJIiTHK, CIIPAMO-
BaHUX Ha 3a0e3medyeHHs Ki0epOe3meKku, Ta BU3HAYAETHCS iXHIil BHECOK y CTBOpeHHs Oe3me4-
HOI0 Ta cTa0lJILHOIO KidepnpocTopy.

Po3rasiHyTo acnekTH, 10 CIPUSIOTH KPAlIOMY PO3YMIHHIO POJIi AepKABHUX CTPYKTYP Y
3a0e3neveHHi 6e3nexH B KidepnpocTopi Ta miABHIIEHHIO iX e(DeKTUBHOCTI B IbOMY HANPAMKY.

OnucaHo HOPMATMBHO-TIPABOBI aKTH, 10 PeryJIOKOTh TNOBHOBa)KeHHA Ta QyHKIii
cy0’ekTiB aAMiHiCTPATHBHO-NIPAaBOBOIO0 3a0e3Me4YeHHsl KidepOe3nexn, 30kpeMa 3aKkoH YKpaiHu
“IIpo ocHoBH 3a0e3nmeuyeHHs1 Ki0epOe3meku YKpaiHM~, a TaKoK BIUIMB aAMiHiCTPATHBHO-
NMpaBoBOro 3a0e3nevyeHHs] KidepOe3neku Ha e(eKTUBHICTH 3axMcTy iHdopmaniliHuxX pecypcis
Ta ki0epindpacTpykTypn.

OxopaKkTepu30BaHO, 110 cHCTeMa €yl €KTIB aJMiHICTPAaTHBHO-IIPABOBOIr0 3a0e31eYeHHsI
Ki0epOe3nexkn — ne oOpraHiyHe HMOEAHAHHS CHUIBHOI METOI0 JeP:KABHHMX i Helep:KaBHHX
iHCTHTYUiH, a TaKkoXK iHIIUX cy0’ €KTIB, siKi OepyThb yyacTh y 31ilicHeHHi 3aX0/iB, CIPIMOBAHUX
Ha 3a0e3ne4YeHHs Ki0epOe3neKku.

3anponoHoBaHO KOOPAMHAWLII il Mik pi3HMMH cy0’ €kTamu, JeTajlbHe Ta 4iTKe PO3-
MeKyBaHHSI KOMIIETEeHIII epKaBHUX OPraHiB, siKi € cy0’ ekTamu 3a0e3neyeHHs1 Kidepoe3neku,
BCTAHOBJIEHHSI 000B’SI3KOBOI cucTreMu cepTu(ikauii 1Jsi OUIHKH Ta MiATBepIKeHHs PiBHsA
ki0epOe3nexu A5 ycix cy0’ €KTiB, IKi MaIOTh KPUTUYHE 3HAYEHHS 115 iHPpacTpyKTypu ado
HANIOHAJTBHOI 0e3leKH; CHiBNPANI0 3 NPUBATHAM CEKTOPOM Ta I'POMA/ICHKICTIO; PO3pO0JIeHHSI
IVIAHIB pearyBaHHs HA Ki0epiHOIMIEGHTH Ta MPOrpaM BiZHOBJIEHHS MICJs1 X BUHUKHEHHS JJIs
MiHiMi3anii 30UTKIB Ta mepepB y podoTi cy0 €KTiB agAMiHICTPATHBHO-NPABOBOI0 3a0e3MeYeHHsl
Ki0epOe3nmexn.

KirouoBi ciioBa: agminicTpaTuBHUI opraH; cy0’ ekt 3a0e3neyeHHs1 KidepOe3neku; Kidoep-
Oe3neka; KidepiHpacTpyKkTypa; Kidep3axucr.

IHocTranoBka npodJeMu. B ymoBax BceocssKHOTO LM(POBOrO PO3BUTKY Ta 3pOCTaHHS Kibep3arpo3
CTajla aKTyalbHOIO MpobieMa 3a0e3neueHHs KibepOe3neky Ha HAlllOHABHOMY Ta MIKHApOIHOMY PiBHSX.
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VYkpaiHa, sk i 6arato iHIIMX KpaiH, CTHKAETHCS 3 TOCTIHHUMH BUKIHKaMH y 3a0e3leucHHi Oe3leKH B
kibeprpoctopi. Y mbOMY KOHTEKCTI pOJib cy0’€KTiB aJIMiHICTPATHBHO-TIPABOBOTO 3a0e3deHHs KibepOes-
MEKU CTAE KPUTHYHO BAXKJIMBOIO. AJIMiHICTpaTHBHO-IIPaBoOBe 3a0e3rnedeHHs KibepOe3nekn B YKpaini mae
3HAYHUH BIUTHB Ha e(EKTHBHICTH 3aXHUCTy iHpOpMaliiHUX pecypciB i kibepindpacTpykTypu. Ha croromsi
nUTaHHS KibepOe3rekyu, BIaCTHBO, CTA€ HEBiJl €MHOIO0 YaCTHHOIO HAIlOHAJIBHOI OE3MeKH, a 3aXOJu Mpo-
Uil Kibep3arpozaM po3poOJISIIOTECSI 1 BIPOBADKYIOTBCS Ha JepkaBHOMY piBHI. CTraHOM Ha 3apas,
0co0JMBO B yMOBax BiliHH, MUTaHHS KiOep3arpo3 € akTyalbHUM MPAaKTUYHO JJIsl BCiX CYO’ €KTIB, SIK JUIS
3BHYAMHUX IPOMAJISH, TaK 1 JUIS BEJIMKHX ITiIIPUEMCTB, a TAKOXK OKPEMHUX rally3ell EKOHOMIKH Ta JIEPKaBH
3arajioM, y 3B’s3Ky 3 4YuM e(eKTUBHa oOpraHizallisi CUCTEMH OpraHiB aJMiHICTPaTUBHO-TIPABOBOTO
3a0e3neueHHs KibepOe3nekn HadyBae KpUTHIHOTO 3HAYCHHS.

Ananiz pociaimxkenHs mnpodsemu. Cepell HAYKOBINB, IO JOCTIDKYBalld CHUCTEMY CYO’€KTIB
3a0e3nieueHHsl KiOepOe3dnekn B YKpaiHi Ta iX poilb B aJMiHICTPAaTHBHOMY-IIPABOBMY 3a0e3ICUeHHI
kibepOesneku BapTo BuaiuTh mpaiii A. B. Tapacioka, T. FO. Tkauyka, B. JI. Bypsuka, C. O. 'naTioKa,
O. I'. Kopuenko.

Mertoro craTTi € aHani3 QyHKLOIM 3aKOHOJABYO BH3HAYCHO! CUCTEMH CYO’€KTIB aaMiHICTpaTUBHO-
npaBoBOro 3abe3nedeHHs KibepOe3neku B YKpaiHi, BUSHAYECHHS POJIi aAMIHICTPATUBHUX OPTaHiB B aaMi-
HICTpaTHBHO-TIPaBOBOMY 3a0e3ledeHHi KibepOesleku B KOHTEKCTI CyYaCHMX BHKIMKIB Ta 3arpo3 B
KibepnpocTopi, IOCTiUKeHHs iIXHBOI (YyHKUIOHAJIBHOI cepH, 3aBOaHb Ta BIANOBIZaNBHOCTI y 3abesre-
YeHHI e()eKTUBHOTO YNPAaBIiHHA 1 3aXUCTy iH(OpMaiifHuUX pecypciB Ta KiOepiHppacTpyKTypH, aHai3
CTpaTeriil Ta MOMITUK, SKI BOHU BIIPOBAKYIOTh JUIA MPOTUAIL Kibep3arpo3zaMm Ta 3a0e3rnedeHHs1 Oe3MeKH B
KibepnpocTopi.

Buxkiag ocHoBHoOro matepiay. 3akon Ykpainu “IIpo ocHOBHI 3acaau 3a0e3nedeHHs KibepOesneku
VYkpainn” BHU3Ha4Ya€ Mepeslik OCHOBHHUX CyO’€KTiB HaliOHAJBHOI CHUCTEMH aIMiHICTPaTUBHO-IIPABOBOTO
3abe3neueHHs KibepOesneku, a came: Ilpesunent Ykpainu uepes Pagy namionanbHoi Ge3nexku i 000poHH
VYkpainu, sika HUM ouomtoeThes, Kabiner MinicTpiB Ykpainu, MiHicTepcTBa Ta iHIII LEHTPaIbHI OpTraHH
BMKOHABYOI Biany, HamioHanmsHUI KOOpAWHAIIMHUN IEHTp KiOepOe3nmeKku, MicleBi JepaBHI aIMiHICT-
pauii, opraHu MicIeBOro caMoBpSAyBaHHS, IPAaBOOXOPOHHI, OPTaHHU PO3BIAKH Ta KOHTPPO3BiAKH, 30poiiHi
cuy YKpainu Ta iHm BificbKOBi ()opMyBaHHS, IO YTBOPEHI Ta AiIOTHh 3TiAHO3 3aKOHOM, HarionansHuii
0aHk YkpaiH#, cy0’ €KTH ONEpaTHBHO-PO3LIYKOBOI AiSIBHOCTI, MiANPHUEMCTBA, YCTAHOBH, OpraHi3aii, o
HaJIeKaTh 10 00’ €KTiB KPUTUYHOI 1HQPACTPYKTYPH, a TAKOXK 1HIII cy0’ €KTH, SIKi IPOBAIATH AisUTBHICTH, IO
NOB’s13aHa 3 HalliOHAJTbHUMH iH(GOpPMaLiiHUMU pecypcaMH, 1HQOpMALIHHUMH €JIEKTPOHHUMH MOCITyTaMH,
a TaKOX 13 3A1MCHEHHSAM €JIEKTPOHHUX MIPABOYMHIB, EIEKTPOHHUMHU KOMYHIKaLisIMH, 3aXUCTOM iH(opMmaii
Ta Kibep3axuctom [1].

Cy0’extu 3a0e3mneucHHs KiOepOe3nekn y MeKaxX KOMIICTSHINT BUMHSIOTH [ii, 10 CIPSAMOBaHI Ha
3aro0iraHHsl BAKOPUCTaHHS KiOEpIPOCTOPY Y BOEHHUX, TEPOPUCTUUHUX YK OY/Ib-SKUX 1HIIHX HE3aKOHHHX
1 3JIOYMHHUX I[JIX; BUSBJISAIOTH T pearyroTh Ha KiOCPIHIIMACHTH Ta KiOepaTaKu, JMKBIAYIOTh TX HACIIIKH;
3MIMCHIOIOTh OOMIH IH(OpPMAIIEI0 MO0 BUSABICHHUX Ta IOTCHILIHHUX KiOep3arpo3; po3poOJisiioTh i
BIIPOBAJKYIOTh 3aX0H Yy cepi kibepOesneku, KibepoOOpoHHU Ta Kidep3axUCTy, BKIIOYHO i3 3aM001KHUMH,
opraHizallifHIMH, HaBYAILHUMU Ta IHIIUMH 3aXOJaMH; 3a0e3MeuyloTh MPOBEACHHS aynuTy iHpopma-
idHOT Oe3leKy, BKIIYAOUN MiAMOPSIKOBaHI 00’€KTH Ta 00’€KTH, 10 MepeOyBaroTh B 1X YIPaBIiHHI;
BUKOHYIOTh HU3KY 1HIINX 3aXOJIiB, CIIPSMOBaHUX Ha 3a0€3IeUCHHS PO3BUTKY Ta Oe3MeKH KibeprnpocTopy.

3rigHo 3 BUINe3rajanuM 3akoHoM, Kabiner MinicTpiB YKpaiHM BiAmoOBifae 3a po3poOKy i
BITPOBAKCHHS JICP)KAaBHOI TMOJIITHKU B Taly3i KiOepOe3Ieku, 3aXUCT MpaB i cBOOOJ IpOMaJifiH, a TaKOoX
HalllOHAJILHUX IHTEpECiB HAIOi JepkaBu B KibepmpocTopi Ta 60poTsOy 3 KibepanounHHicTIO. KpiM TOTO,
Ha HBOT'O IMOKJIAJICHO 3aBJaHHS 3 OopraHizalii i 3a0e3neueH s HeOOXIIHUME pecypcamu (yHKIIIOHYBaHHS
HAI[IOHAJIBHOI CHCTEMU KiOepOe3rneKy, BCTAHOBJICHHS BUMOT JI0 CUCTEMH ayauTy iH(hOpMaIliiiHOl Oe3mneku
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Ha 00’€ekTax KpUTUYHOI iH(}pacTpykTypHu i 3a0e3neueHHs Horo poOOTH, 32 BUHATKOM THX 00’ €KTIB, IO
BXOAATh 10 cthepu perymoBaHHs HamioHanesHOro OaHKy, ONEpaTOpiB IUIATDKHUX CHCTEM, a TaKOX
TEXHOJIOTTYHHUX OMNEPaTOPiB IUIATHKHUX HOCIYT.

CBO€10 4eprolo UM € HOPMATUBHO-TIPAaBOBUM akToM Ha IIpesunmenta YKpaiHM MOKIaAECHO
3aBJaHHS KOHTPOJIIO 3a TiSUNIBHICTIO 13 3a0e3neueHHs KibepOesneku cy0d’eKTiB ceKTopy Oe3mneku i 000poHH,
HIIKX JIep>KaBHUX opraHis [1].

Taxox Tpeba 3ayBaxkuty, o [loctanoBa Kabinery MinictpiB Ykpainu Bix 4 xBiTHs 2023 p. Ne 299
“Jleski mWTaHHA pearyBaHHA CyO’ekTamu 3a0e3rnedyeHHs KiOepOesrmekn Ha Ppi3HI BHAM MOMIH Yy
kibepnpocropi” 3aTBepania [lopsaok pearyBanns cy0’ekTamu 3abe3nedeHHs KibepOe3neku Ha pi3Hi BUAK
nofiil y kibepmpocropi.

3rigHO 3 UM MOPSAKOM, Cy0’ekTH 3ale3neueHHs KiOepOes3neku 3AiMCHIOITh pearyBaHHS Ha
KiOepiHIMOeHTH Ta KibepaTaku depe3 3axonu 3 kiOepsaxucry. Lli 3axoau cmpsMoBaHI Ha OIEpaTHBHE
BUSIBIICHHS KiOepiHIMACHTIB Ta KibepaTak 1 3aXUCT BiJ HUX, HaJeXXKHE 1HPOpPMYyBaHHS Ipo Kibep3arpos,
3armo0iraHHsl HEraTWBHWUM HACHTiIKaM BiJ HHUX, iX MIHIMI3allil0 Ta YCYHEHHs, a TaKOX BHUIIPABIICHHS
BpaznuBocTei. KpiMm Toro, JOKyMeHT nepenbayae MOCHiJOBHE BUKOHAHHs €TalliB pearyBaHHS Ha Kibep-
IHIUACHTH Ta KiOepaTakd, 30KpeMa, MiATOTOBKY, BUSBJICHHSA Ta iX aHaji3, 3amoOiraHHs, JIKBialliio,
BiJIHOBJICHHSI, @ TAKOXX OI[IHKY €()eKTHBHOCTI Ta HA IIHOCTI 3aXO0/iB pearyBaHHs Ha Kibep3arposu [2].

BaxmBuM HOpPMATHBHHM aKkTOM, IO PETYJIIOE TMUTAaHHS 3aB/aHb, IMOKJIAJCHUX Ha CYO €KTIB
peaitizailisi MOKJIaJa€ThCs HA OCHOBHHMX CyO’€KTIB HAI[lOHAJBHOI CHCTeMH KiOepOe3rneku, MiHicTepCTBO
3aKOpJIOHHUX crpaB Ykpainu, MinictepcTBo 1udposoi Tpanchopmanii Ykpaiau, MiHICTEpCTBO OCBITH i
HayKH YKpaiHH, a TAKOXK IHIIUX cy0’€KTiB 3a0e3neueHHs KibepOe3neku B Mexax ix kommereHiii [3].

MinicrepctBo 06oponn Ykpainu Ta ['enepanpauii mtab 30poiHMX cuil YKpaiHU BiJIOBITHO JI0
CBOIX IIOBHOB&)XCHb BIIOBIJAIOTH 3a MPOBEICHHS 3aXOJIiB IOA0 MiATOTOBKH KpaiHW IO BiJCTOIOBaHHS
BilficbKOBOI arpecii y kibepmpoctopi (kibepobopoH#). BoHu Takok KOOPAHHYIOTh BifiCbKOBY CITiBIIPAIIO 3
HATO, cnpsimoBany Ha 3a0e3neueHHs Oe3MeKu KibepnpocTopy Ta CIiJIbHUN 3aXUCT BiX Kibep3arpos. Kpim
TOro, IM JOpy4YeHO 3a0e3nedeHHs criBmpalli 3 JlepkKaBHOIO CIy)KOOI0 CIELialbHOIO 3B’SI3Ky Ta 3aXHUCTY
inpopmartii Ykpainu ta Cayx0o0r0 Oe3nekn YKpaiHM MO0 KiOep3axuCTy BiacHOI iH(opMariiHol
iHOPaCTPYKTypH.

HartionansHuil KOOpAUHALIIMHUN TIEHTP KiOepOe3meku, sKuil Jie sk poOoumii opranH Pamu Hario-
HaJIbHOT Oe31eKu i 000pOoHH YKpaiHH, BIAMOBIAA€E 3a KOOPAMHALIIIO Ta KOHTPOJIb 3a JTISJIBHICTIO CY0’ €KTIB
cexTopy Oe3mneku i 000poHH, skl 3a0e3nedyroTh KidepOesneky. lleit nenTp Takox mpezacrasise [Ipesu-
JeHToBl YKpaiHu mporo3wuiii, siki Oe3rnocepesHb0 CTOCYIOThCs GopMyBaHHs Ta yrouHeHHst Ctparterii
KibepOesnekn YKpaiHu.

3rigHo i3 Bxke 3ramaHoro Bumie Ctparerieto HamioHanmsHUI KOOpAMHAIIHHUN TIEHTp KiOepOe3neku
BIJNOBiZa€e 3a PO3pOOJICHHA Ta 3aTBEPDKECHHS MPOLENyp Ta MOPAAKY 3MIHCHEHHS OIVISLy AepiKaBHOI
cucrteMu KibepOesneku. Bin Takox 3ailicHIOE 000B’3KOBE Ta HeraiiHe MOBIZOMIICHHS Npo Kibep3arposw,
KibepaTaku Ta KiOEpiHIUACHTH 0 BCiX BIIOMYHX 1 raly3eBUX LEHTPiB KibepOe3nekH, 3a0e3neuye po3risin
OCHOBHHUX NMUTaHb KiOepOe3NneKkn Ha CBOIX 3aciJaHHAX Ta CHCTEMHUIH KOHTPOJIb 32 BUKOHAHHSIM YXBaJICHUX
pimens. KpiM Toro, BiH KOOpAMHYe BUSIBICHHS Ta BUIIPABJICHHS Bpa3lIMBOCTEH iH(OpMauiiHO-KOMY-
HIKaIIfHUX CUCTEM, CIPHAE 3A0XOUYECHHIO NPUBATHOTO CEKTOPY, HAyKOBOI CIHIJIBHOTH, T'POMAJICBKUX
oprauizamiil i rpoMagsgH 10 y4yacTi y 3axonax 3 KibepOe3meku Ta IIOPiYHO ONPHIIIOJHIOE MyOIIivyHI 3BiTH
po craH KibepOesneku 3a pisHUME cdepamu BinoBigansHoCTi [3].

upmie xono 3aBraHb HamioHadbHOr0 KOOPAMHALIHHOTO HEHTPY KiOepOesmeku BH3HA4Yae YKas3
[Ipe3unenra Ykpainun “Ilpo Haumionansauii koopanHAmiHHUN HEHTpP KibepOe3neku”, sSIKMM 3aTBEPIKECHO
[lonoxenns mpo BkazaHuil weHTp. Cepel OCHOBHHX 3aBJaHb 3TiAHO 3 LUM YKa3oM — aHalli3 CTaHy
KibepOe3neky, Orisiay HallOHAIBHOI CHCTeMH KibepOesneku, OIiHKa TOTOBHOCTI cy0’eKTiB KibepOe3mneku
1o npotuAii kibep3arpo3aM Ta BUKOHAHHS BUMOI 3aKOHO/JABCTBA LIOAO KiOep3axucTy OepKaBHUX EJIEKT-
pOHHHX pecypcis [4].
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[lig vac 3acizanHs HaumioHanbHOTO KOOpAMHALIIHOTO LEHTpPY KibepOesneku 22 BepecHst 2022 poky
OJTHOTOJIOCHO Oyyio 3aTBepukeHO Ilopsimok B3aeMomii CcyO’ekTiB 3a0e3meueHHS KiOepOesmeku Iija yac
pearyBanHs Ha KiOepiniaeHTr/kideparaku (nani — [opsmok B3aemonuii abo ITopsimok) [5].

JlokyMeHT OyB po3poOsicHHI POOOYOI0 TPYIO, CTBOPEHOIO IPH BHIIE3raJaHOMYy KOOpPIMHAIiH-
HOMY ILICHTpI, sIKa BKJIOYaja NPEACTAaBHHUKIB BCIX OCHOBHUX CYy0’ €KTiB HAalliOHAIBHOI CHCTEMH KiOep-
6esneku, a Takox Minmudpu, M3C ta HauioHaapHOTo iHCTUTYTY CTPATEriuHUX JOCIiIKEHb.

VY Mexax Iporo I0KyMeHTa MepeadadyeHo cTBOpPeHHs nocTiiiHol OO0’ eqHaHol TpynH 11l pearyBaHHs
Ha KIOSpIHIIMACHTH Ta KibepaTakH, a TaKOK BPEryJbOBaHO MUTaHHs 00MiHY 1H(OpMAaIIi€r0, KOOPAMHALIT Ta
CHUTBHHUX JIH MK Ccy0’ekTaMH 3a0e3ledeHHs KiOepOe3NeKH IMiJl Yyac pearyBaHHS Ha KiOCpIHIMICHTH Ta
KibepaTakH.

Bumesraganmii [lopsinok B3aemonii BW3Hauae OCHOBHI MPUHIMIIM, Ha SKHUX IPYHTYETbCS HOTO
3actocyBaHHs. OIMH 3 TOJIOBHMX — CHUJIbHA METa, ajykKe MPHUBATHUH CEKTOp 1 Aep>kKaBHI OpraHd MaroTh
CHiNbHO 3a0e3medyyBaTH Oe3MeKy BIAacHUX 1H(OpMamiiHO-KOMYHIKaliHHUX CHUCTEM Ta KibepOe3meky
JepkaBu 3arayioM. Kpim Toro, mepeabavaeThcsi, IO B3a€EMOJI0 TpeOa 3AIMCHIOBATH Ha 3acajaax
pearyBaHHs 3 ypaxyBaHHSM MOKJIMBHX PH3MKIB; TOBArd JI0 YCIiX MiIPUEMCTB, YCTAHOB Ta OpraHizallii, Ha
SIKMX CTaBCs KiOCPIHLMICHT; €AHOCTI 3YCHJIb; MPIOPUTETHOCTI Ta MEPIIOYSPrOBOCTI 3aX0/IiB BiTHOBJICHHS
ISJIBHOCTI.

3aneXHO BiI CTYNEHS HETaTUBHUX HACIIAKIB, II0 HACTAlOTh BHACHIJOK peamizallii kibepiHim-
neHty / kibepaTaku, BIPOBAIKEHO BIAMOBIAHO IIICTh PiBHIB KPUTHYHOCTI, SIKi PO3POOISUTHCH, IPYHTYIO-
YKCh HA HAWKPAIIMX CBITOBUX MpPAKTHKaX: HeKpUTH4HKiA (Oinnit), HU3bKUii (3eneHuit), cepenHiit (KOBTHIA),
BUCOKHIA (MTOMapaHueBHii), KpUTHYHUN (YEpBOHMI), a TaKOX Haa3BU4YaiiHuil (dopHmii). BiamoBigHo 10
BCTaHOBIICHOTO PiBHS KPUTHYHOCTI [TOpsIKOM BH3HAYAIOTHCS KOHKPETHI AITOPUTMH B3a€MOJII Mif| 4ac
pearyBaHHsI Ha 3arpo3u [5].

Cnyx6a 6e3neku Ykpainu (CBY) B kOHTeKCTI 3a0e3neyeHHs KibepOe3neku Takok BiJirpae OCHOBHY
POJIb y 3aXMCTi HAI[IOHAILHUX 1HTEpeciB Ta iH(pacTpyKTypH Kpainu B kibeprpocropi. Lle opran, sikuit Mmae
HIMPOKI TOBHOBaXXCHHS I0J0 300py i aHami3zy iHpopMallii Ipo MOXIWBI Kidep3arposu, a TakoX Mpo-
BEJICHHSI OIepallili 3 KOHTPOJIO Ta MPOTHUIIT IIUM 3arpo3am.

OcunosHi ¢pynkuii CBY y cdepi xibepOe3neky, Ha Hally JyMKY, MICTATS!

- MoHiTopuHr iHTepHeT-pocTopy: CBY Bene mocTiiiHWE MOHITOPHHT iHTEpHETY IJISi BHSBJICHHS
MOJKJIMBHX 3arp03 HalliOHAJIbHIN Oe3Meli, TAKuX K KidepaTakH, IIMUTYHCTBO, JecTadlIi3amiiHi aii Tomo;

- pearyBanHs Ha Kibep3arposu: CBY Mae MOXIHMBICTh pearyBaTy Ha KiOepHamaIu Ta iHIII 3arpo3H
HUISIXOM KOOpAMHALiil 3 HITMMH IPaBOOXOPOHHUMH OPTaHaMH Ta KiGep3aXUCHUMHU CTPYKTYPaMHu,

- poschigyBanHsi Kibep3nouuHiB: CBY Bexe poscmigyBaHHA KiOEp3JOYMHIB, TakuxX SIK KibepTe-
pPOpHU3M, KiOEPIINHUIYHCTBO, KiOEpIIaxpaiCTBO Ta iHII, 3 METOI ineHTH(IKAIil Ta MPUTATHCHHS BUHHUX
IO BIJIIIOBIIAJIBHOCTI;

- cmiBmpaus 3 MbkHaponHumu naptHepamu: CBY chiBmpamroe 3 iHIIMMH KpaiHamMH Ta MiXKHa-
POJHUMH OpraHi3alismMu y cdepi kidbepOesmneku A1 00MiHy iH(hOpMAIIiEr0 Ta CIIBHOT MPOTH/IIT 3arpo3am;

- 3IiCHEHHS KOHTPPO3BIAYBAILHUX, & TaKOXX OINEPATUBHO-PO3IIYKOBHUX 3aXOJiB, IO  CBOEIO
Yeprolo crpsiMOBaHi Ha 60poTHOY 3 KiGepTepOPU3MOM Ta KiOEPIIIHUTYHCTBOM;

- 3a0esrnedeHHsl TOTOBHOCTI 00’€KTIB KPUTUYHOI 1H(PACTPyKTypH IO MOXKIMBHX KiOepaTak Ta
KiOepIHIIM/ICHTIB,;

- 3a0e3MeueHHs pearyBaHHs Ha KOMIT FOTEpHI iHIUICHTH y cdepi AepkaBHOI Oe3reku [6].

Ha Harrionanbauii 6aHk YKpaiHW CBOEIO YEeProro IOKIJIAJACHO 3aBHaHHS (OpMyBaHHS BUMOT OO0
Kibep3axucTy KpUTHYHOI iH(pOpMaliiiHOT iHppacTpykTypu y OaHKiBCBKiM cdepi. Ockibku OaHKiBCbKa
CHCTEMa € OJIHIEI0 3 HaWBaKIUBIIINX iHOPACTPYKTYPHUX Taly3eH, sika MiITpUMye eKOHOMIKY Ta (iHaH-
COBY CTaOIIBHICTB, 3aXHCT 1i Bij] Kibep3arpo3 € HaA3BUYaHO BXKJIVBUM 3aB/IaHHSIM.
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MoskHa BUIUIMTH TakKi OCHOBHI crocoOH, skuMmu Hamionansauii 6ank Ykpainu 3abesneuye kidep-
Oe3neky B 0aHKIBCHKil cuctemi:

- po3poOka Ta BIpOBa/PKEHHS KiOep3axucHUX craHmaptiB: HBY BcTanoBmoe BuMoOru 1o Kidep-
3aXUCTy Ui OaHKIBCBKHX YCTaHOB, BKJIIOYAKOYM BMMOTH [0 3aXUCTy JIAHUX KIIIEHTIB, iH(pOpMaIliiftHUX
CHCTEM Ta MEPEK,

- MOHITOpUHT Ta aHaii3 kibep3arpo3: HBY Benme moctiliHnii MOHITOpHHT KiGep3arpo3 Ta aHaui3
MOTEHIIHHUX PU3HUKIB 1)1 OAHKIBCHKOI CUCTEMH, 1100 BUACHO BUSBJISATH Ta pearyBaTH Ha HUX;

- cmiBmpaus 3 iHmmMMH cy0’exktamu KibepOesmeku: HBY B3aemonie 3 iHIIMMHU ypsSAOBUMH Ta
NpUBAaTHUMHU cy0’€KTaMu KiOepOesleKkH, 30KpeMa MpaBOOXOPOHHUMM OpraHam, Ajisi oOMiHy iH(opma-
Ii€10 Ta CIIBHOI MPOTH/IT 3arpo3am [7].

[Ile ogHMM HE MEHII BAXIUBUM OpraHoM y cdepi KibepOesneku, Ha Hamly AyMKy, € Jlep:kaBHa
ciyx0a criemianbHOro 3B’ 3Ky Ta 3axucty inpopmarii Ykpainu (JICC Ykpainu), QisuIbHICTB SIKOT PEryJItoe
3akon Ykpaiau “IIpo Jlep:xkaBHy ciayx0y creniaabHOro 3B’ A3Ky Ta 3aXUCTy iHpopMaliii Ykpainu”.

Bumesraganmnii 3akon BusHadae ponb JJCC Ykpainu sik opraHy, BiJlIOBiJabHOTO 332 PO3BUTOK i
edpexTrBHE (QYHKIIIOHYBaHHS CUCTEM YPSIOBOTO 3B’ S3KY, 3aXHUCT KOH(DINEHIIIHHOTO 00MiHY iHpOpMAIIi€rO,
TeJIEKOMYHIKaliid, Kpunrorpadiuny Oe3reky Ta ympaBiiHHsA pagiodactoTHUM pecypcoMm. JICC Vkpainu
TaKOX BIiJIOBiZae 3a KibepOe3meKy, y TOMy YHCIi 32 3aXHCT Jep)KaBHUX iH(QOpMaIiiiHUX pecypciB y
MepexXi, KpUTHYHOI iHPpaCTPYKTYpH Ta pearyBaHHsI Ha KiOepiHIIUICHTH.

VY coepi kibepOesnexku JCC Ykpainu Bianoigae 3a po3poOKy Ta BIPOBAHKCHHS MOJIITHKH 00
3axHCTy JIepKaBHUX iH(opMaliifHuX pecypciB Ta iHoOpMaIlii, ska mianagae miJl BUMOTH 3akoHYy. BoHa
TakoK 3a0e3rnedye KiOep3axuUCT 00’ €KTIB KPUTUYHOI 1H(OpMaIiiHOI iHQpacTpyKTypu Ta 3IIHCHIOE
JiepkaBHUI KOHTpoIb y X cdepax. Kpim Toro, JICC Ykpainu KoopAWHYE TisUTBHICTD IHIIHX YYACHUKIB Y
chepi kibepOe3neky, CpUAOUN iXHIM B3aeMoii moa0 3axucTy. BoHa Takoxk 3a0e3rnedye CTBOPSHHS Ta
HOpMaJibHe (QYHKI[IOHyBaHHS HallioHalbHOI TeJeKOoMyHIKaIiifHOT Mepexki Ta BIIPOBAJKYE OpraHizaliitHo-
TeXHIYHI MOeNi T 3a0e3meuenus Kidep3axucry [8].

Bix nouatky BiiiHu JlepkaBHOIO CiIyk0a CIEIiaJIbHOTO 3B 3Ky Ta 3axXUCTy iH(opMalii BUsSBMIA Ta
nociiania onu3bko 24 mupn noxiit y chepi iHopmanii. Tpeda 3ayBakuTH, 10 3a OCTaHHINM MEPioa Yacy
ICTOTHO 30UIBIIMBCS 00’ €M 3apeeCTPOBAHMX Ta ONPALbOBAHKUX KiOSpIHIUMACHTIB Bix 65 10 120, mopiBHsAHO
3 ONepeIHIMU TepioaMu Ta Janumu [9].

Po3BigyBanbHUMH Opranamu, TakuMH Ik Ciyx0a 30BHILIHBOT pO3BiAKH YKpaiHH, pO3BiLyBaJbHUMHU
OpraHamMM CHELialbHO YIOBHOBA)XKEHOTO LEHTPAJbHOTO OpraHy BHKOHABUOi BJaIy Yy CIpaBax OXOPOHH
JepKaBHOTO KOPAOHY, CBOEIO YEProro 3IiHCHIOETHCS PO3BiAyBalbHA AiSTIBHICTH HIOA0 MOKIMBUX 3arpo3
HallloHaJbHIA Oe3meni YkpaiHu y KiOepmpocTopi, a TakoX iHIIMX MoKl 1 oOcTaBuH, IO MOB’s3aHi 3i
cdeporo kidepOesneku Ta KibepnpocTopy.

[locranoBoro KaGinery MinictpiB Ykpainu Bix 13 sxoBtHs 2015 p. Ne 831 “IIpo yrBOpeHHs
TepuTopiaabHOro oprany Hanionansnoi momninii” Oyno yrBopeHo JenapraMeHT KibepHomiuii K MiXperio-
HaJbHHUI TepuTOpiabHuit opran HanionansHoi momiii [10].

KiOeprmoninist cBo€ro 4eproro BiANOBiAA€ 3a pO3CHiAyBaHHS KiOEp3JIOYMHIB, 30KpeMa KpaaiKK{
0COOMCTHX JaHMX, IIAXpaiCTBO B iHTEpHETi, KibepTepopu3M Ta iHII KiOep3nounHH. BoHa Takox mpo-
BOIUTHh IIPEBEHTHBHI 3aXOAM, CIPSIMOBaHI HA TIONEPEKCHHS KiOEP3NMOUYMHHOCTI Ta MiJBUILCHHSA
KibepOe3neky cepel] HAcelIeHHS Ta MiANPUEMCTB, 3IIHCHIOE 3axXx0qu NpoTuAii Kibep3moumHam y cdepi
BUKOPHUCTAHHS TUIATDKHUX CHCTEM, TAKMM SIK CKIMIiHT (IIMMIHT), KapaiHr, KeHI-TPAIiHT; 3IiiCHIOE MmoIie-
pelHe Ta 3aBYacHe iHPOPMYBaHHS TPOMAJISH 100 MOSBU HOBUX KiOEP3I0UMHIIB; BIPOBAIKY€E NPOrpaMHi
3aco0m I cCUcTeMaTu3allii KiOepiHIUACHTIB; 3IiHCHIOE pearyBaHHs Ha 3aITUTH IHO3EMHUX MapTHEPIB.

Oxpim Bxe ckazaHoro, Jlemaprament kiOepmominii Takox Mae 3a0e3nedyBaTd y4acThb y MiJBUILCHHI
kBajidikauii nmpamiBHUKIB mouilii y cdepi 3acTOCYBaHHS KOMIT IOTEPHUX TEXHOJIOTIH 3 METOI0 MPOTHUIIi
3nounHHOCTI [11].

Ilix gac aii BOEHHOTO cTaHy OiNbIIa YaCTHHA JEPKABHUX OPraHiB aKTHBHO JOyYWIIACs JO 3aXOJIiB
OPOTHAIl MOBHOMAcCIITAOHOMY BTOPTHEHHIO POCIMCHKUX BIMCBK Ha TepuTOpiro YKpaiHu. Xoda OCHOBHI
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3aBJaHHs KiOepHOiii 3aIUIITHINCA HE3MIHHUMH, BHACIIOK IIbOI'O BOEHHOTO KOH(IIKTY JSSKI HAITPSIMKH
po0OTH cTayu OiIbIl AKTUBHUMH, a TAKOXK 3’ IBUJIMCS HOBI, a came:

- AKTHBHA NPOTUAIS NPOPOCIHCHKMM XaKepChKUM TpylaM, fKi MamTh 3a METy aTaKkyBaTH
iHpopMaLiiiHi pecypcH Aep>KaBHUX OpraHiB YKpainu.

-3anobiranns Macmrabanm JJJJOC-arakam Ha IpUBaTHUH 1 Jep>KaBHUN CEKTOPH.

-BusiBnenHss Ta pearyBaHHS Ha aHTHYKpaiHChKY IpomHaraHay B iHTEpPHETI, sika KOOPAWHYETHCS
pocitickkrmu 3MI Ta 3a 10MOMOT0I0 OOTIB y COLIIANEHUX MEpEkKax.

VYpaxoByroun pi3HOMaHITHICTH cyO0’€KTiB y cdepl aaMiHICTPAaTHBHO-TIPABOBOTO 3a0e3MedeHHs
kiOepOe3neku, MoXKHa miaTpuMaTd 1yMky A. B. Tapactoka, 110 moJaiblie 3pOCTaHHs X KUIBKOCTI MOXE
NPU3BECTH JIO NYONIOBAaHHS iX TOBHOBa)KCHb, IO CBOEID YEPTOK0 YCKIAJHIOE MOTPEOY BIOCKOHAJICHHS
CUCTEMH PETYJIIOBaHHS IMX Cy0’ €KTiB. Tako MOTrOPKYEMOCH 3 TMO3HUIEI0 OO0 BAXKIMBOCTI PO3BUTKY
JepKaBHO-IIPMBATHOT'O MAPTHEPCTBA B Tajly3i KibepOe3neku 3 MeTOr0 eh)eKTUBHOTO 3a0e3neueHHsI ToTpeOn
y wiit cdepi [12].

T. 0. Tkauyk ciymHo 3ayBaxye, 110 cy0’€KTH, AKi 3a0e3MeuyloTh KibepOe3neKy, MarTh OXOI-
JIIOBaTH HE JIMIIE Jep)KaBHI OpraHu Ta ixHiX mpeacTaBHHKIB. Koim HneTscs mpo cucTeMy HaliOHATbHOL
Oesmeku 3arajmoM, A0 1l CKIagy TpPaAMLiAHO AONYy4YarOTh Pi3HI CHJIM Ta PECYpCH, LIO CIPOMOXKHI
3a0e3MeunTy HallioHaIbHY Oesmexy [13, c. 42].

TakoX MOroKyeMOCh 3 AYMKOIO, IIO JOCBiJ I1HO3EMHHX [epKaB Ta OCOOJMBOCTI CyYacCHHX
YKpaiHCBKUX peajiiii cBiaYaTh mpo Te, 10 OCHOBHI 3aBIaHHS KiOepOesleKku HEMOXKIIMBO PO3B’s3aTH 0e3
CTBOPEHHSI CIELiaJIbHOTO MIKBIIOMYOTO CTPYKTYPHOTO OpraHy, Skuil Ou OyB CHPOMOXKHHUI Ha MOCTIHHIN
OCHOBI 3a0€3MeYUTH KOOPAMHALIIO AISUTBHOCTI OKPEMHX BiJOMCTB; MPABOOXOPOHHUX 1 CHIIOBHX CTPYKTYD
VYkpainu, 1o BiANMoBiganpHi 3a 3a0e3medeHHs KibepOe3neKkH; IEHTPAIbHUX OPraHiB y CTPYKTYpi HEBHUX
BiZJOMCTB, MPaBOOXOPOHHUX 1 CHJIOBHX CTPYKTYp YKpaiHH, Ha SKHX HOKJIaJeHO (YHKLil BUSBICHHS U
OLIIHIOBAHHSI CTYTIEHS] KPUTHYHOCTI 30BHILIHBOIO KiOEPBIUIMBY, pO3p0OOKa OCHOBHUX MPHUHLUIIB 1 HaJaHHS
BIJIIOBITHUX PEKOMEH AN, 0 CTOCYIOThCS OOpPOTHOM 3 HOro MpOsBaMH, a TaKOXK HAJEKHOI MPOTHAIL
KibepaTakaM KOH()POHTYIOUMX CTOPIH i BIUIMBY Ha iX iH(opManiiHO-TeICKOMYHIKaliliHi CHCTEMH; OpraHiB
BJIACHOI iH(OpMaiitHOi Oe3MeKH — Aep)KaBHUX YCTAaHOB (BiJOMCTB) i KOMEPIIHHUX CTPYKTYpP, METOKO SKUX
Mae OyTH TiCHa B3a€MOJis i3 BUIIE3ralaHaMH LEHTPAJIbHUMHU OpraHaMu 11010 MOOyI0BH €IWHOI MOJITHKH
CTOCOBHO 3aXHMCTY BJIACHOTO Ta CIIJIBHOIO HALIOHATBLHOTO iH(popMaliiiHoro Ta Kibepmpocropis [14, c. 8-
9].

3 ormsimy Hazarposu KidepOesmeni, SIKi HOCTIHHO 3pOCTarOTh, BAOCKOHAICHHS CHUCTEMHU CyO’€KTiB
a/IMiHICTPaTHBHO-TIPABOBOTO 3a0e3neueHHs KioepOe3neky cTae KpUTHYHUM 3aBAaHHsIM. My BOauaeMo Taki
HUIAXY peajtizallii 1[boro 3aBJaHHs: PO3IIMPEHHS HOPMAaTHBHO-IIPABOBOI 0a3H, 1110 PEryJItoe KidepOesneKy
Ha BCIX PIBHAX — Bij JIEPKABHOTO JI0 KOPIOPATUBHOTO; JETANBHE Ta YiTKE PO3MEXKYBAHHS KOMITETEHIIIT
JICp)KaBHUX OpraHiB, sIKi € Cy0’ekTaMu 3a0e3IedyeHHs KibepOe3neku; BCTAHOBJICHHS! 000B’ SI3KOBOT CHCTEMH
cepTUdikarii JIst OIIHKY Ta MiATBEPIKEHHS PiBHS KibepOe3reku Al ycix cy0’ €KTiB, sSIKi MAlOTh KpUTHYHE
3HAYEHHS I IHQPACTPYKTypu abo0 HaliOHAJBHOI OE3NEKH; BIPOBAIKEHHS OOOB’S3KOBHX PETYJISAPHUX
ayJIUTIB Ul OIIHKK BPa3IMBOCTeH Ta e(EKTUBHOCTI 3aXOmiB 3 KiOepOesmeku, M0 3AIHCHIOIOTHCS
cy0’extamu 3abe3redeHHs] KibepOe3nekn Ha Jep)KaBHOMY piBHI; PO3poOJICHHS IJIaHIB pearyBaHHS Ha
KiOepiHIMEHTH Ta MPOrpaM BiHOBIICHHS IiCJIs 1X BUHUKHEHHS JUIsl MiHiMi3amii 30UTKIB Ta mepepB y
poboTI Cy0’€KTiB aaMiHICTpATUBHO-IIPABOBOro 3abe3rneucHHS KibepOesmeku. KpiMm Toro, chorogsi B
YMOBax BiHH OCOOJIMBO BaYKIIMBHM € IOCHJICHHS MIXXHAPOJIHOTO CIIBPOOITHHUIITBA B rayy3i KibepOe3neku
JUTsE OOMiHY iH(OpMAIIi€I0 Ta CIUTBHOTO pearyBaHHs Ha Kibep3arposu.

BucnoBku. OCHOBHHMH Cy0’€KTaMy aJMiHICTPATHBHO-TIPABOBOTO 3abe3neveHHs KibepOesneku €
[pesunent Yxpainu uepe3 Pany namionanbHoi Oe3nekd 1 000poHH YKpaiHH, sKy BiH OYOIIIOE,
HarionansHuil KOOpAMHAIIHKMI HIEHTp KiOepOe3neku B craTyci pobouoro oprany Pamu HaljioHanbHOT
Oe3mekn i oboporn Ykpainu, KabGiner MinicTpiB Ykpainu, MiHiCTepcTBa Ta iHINI LEHTPaJIbHI OpraHu
BUKOHABYOI BIIaJd, OPTaHH MICIEBOTO CaMOBPS/yBaHHs, NMPABOOXOPOHHI OpPraHW Ta OpPTaHU PO3BiIKH,
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Cy0’€KTH OIEepaTUBHO-PO3IIYKOBOI MisIbHOCTI, 30poiiHi cunu YKpaiHu Ta iHIII BiHCHKOBI (hOpMyBaHHS,
0 YTBOPEHI Ta [ilOTh BiANOBIMHO 10 3akoHy, HamioHampHUil OaHKk YKpaiHw, 00’€KTH KPUTHIHOL
inppacTpykrypu. Koxen 3 mux cyO0’eKTiB y Mexax CBO€i KOMIETEHILIl 3AilCHIOE HEOOXigHI 3aXonu 3
METOI0 3aro0iraHHs Ta MPOTHUIIl BUKOPHCTAHHIO KiOEPHETHYHOTIO MPOCTOPY Y BOEHHHX, PO3BiNyBajbHO-
HiAPUBHUX, TEPOPUCTHYHHUX Ta IHIIMX 3JIOYMHHMX LIAX, BUSABJICHHS KiOepiHUMACHTIB Ta KiOepaTak i
pearyBaHHs Ha HUX, Ta BUMHSE Jil CIPSIMOBaHI HA YCYHEHHS CIIPUYMHEHUX HUMH HETaTUBHHUX HACIIIKIB.

B ymoBax BiifHM mUTaHHS KiOep3arpo3 € akTyaJlbHUM MaiKe JUIA BCiX CyO’ €KTiB, SK A7 3BUYAHHUX
TPOMaJsiH, TaK i A7 BETUKUX MiANPUEMCTB, a TAKOXK OKPEMHUX raly3eil eKOHOMIKH Ta AEpKaBH 3arajioM, y
3B’SI3KY 3 UMM IIiJ] Yac Jii BOEHHOTO CTaHy OiNbIlla YaCTWHA JEeP:KaBHUX OpPTaHiB aKTUBHO TONYYHIIACS JIO
3ax0fiB mpoTuii KibepzarpozaM, MOB’sI3aHUM 3 OBHOMACIITAOHMM BTOPTHEHHSM POCIMCBKHX BIHCBK Ha
TepuTOpit0 YKpainu.

s BOOCKOHAIEHHSI CHCTEMHU CyO’€KTiB aAMiHICTpaTHBHO-IIPABOBOTO 3abe3neueHHs KibepOesneku
BOAUYarOThCS Taki 3aX0.H, SIK PO3IIUPEHHS HOPMATUBHO-TIPaBOBO1 0a3H, 10 PEryioe Kibepbesneky Ha BCixX
PIBHSX — BiJ JAEPKaBHOTO A0 KOPIOPAaTHBHOTO; JETajJbHE Ta YITKE PO3MEKYBAaHHS KOMIETEHII
JepKaBHUX OPraHiB, siKi € cy0’ekTaMu 3a0e3nedeHHs KibepOe3neky; BCTaHOBICHHs 000B’ sI3KOBOi CUCTEMH
cepTUdikaii 1JIst OIIHKY Ta MiATBEPIKEHHS PiBHS KibepOe3reKku sl ycix cy0’ €KTiB, sSIKi MAlOTh KPUTHYHE
3HAaYeHHS I IHQPACTPYKTypu abo HaliOHAJbHOI O€3NEKH; BIPOBAIKCHHS OOOB’S3KOBHX PETYJISIPHUX
ayJIUTIB U1 OIIHKM BPa3IMBOCTeH Ta e(EKTUBHOCTI 3aXOmiB 3 KiOepOesmeku, M0 3AIHCHIOIOTHCS
cy0’extamu 3abe3redeHHs] KibepOe3nekn Ha Jep)KaBHOMY piBHI; PO3poOJICHHsS IJIaHIB pearyBaHHS Ha
KiOepiHIMEHTH Ta MPOrpaM BiHOBIICHHS IiCJIs X BUHUKHEHHS JUIsi MiHiMi3amii 30UTKIB Ta mepepB y
po0OTi; TMOCWIIEHHS MDKHAPOJHOTO CIIBPOOITHUIITBA B Tranmy3i KiOepOes3lmekn 3 METO OOMiHy
iH(pOpMalli€ro Ta CIIIBHOTO pearyBaHHs Ha HasBHI 3arpo3u KidepOesnerii.
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SYSTEM OF SUBJECTS OF ADMINISTRATIVE
AND LEGAL SUPPORT OF CYBERSECURITY

This article analyzes the role of administrative bodies in ensuring cyber security from a legal and
administrative perspective. The key functions and tasks they perform for effective management and
protection of information resources and cyber infrastructure are considered, as well as the importance
of the role of subjects of administrative and legal protection of cyber security in the formation of
strategies and policies aimed at ensuring cyber security is highlighted, and their contribution to the
creation of a secure and stable cyberspace.

Aspects that contribute to a better understanding of the role of state structures in ensuring
security in cyberspace and increasing their effectiveness in this direction are considered.

The normative legal acts regulating the powers and functions of subjects of administrative and
legal protection of cyber security are described, in particular the Law of Ukraine “On the Basics of
Cyber Security of Ukraine”, as well as the impact of the administrative and legal protection of cyber
security on the effectiveness of the protection of information resources and cyber infrastructure.

It is characterized that the system of subjects of administrative and legal support for cyber
security is an organic combination with a common goal of state and non-state institutions, as well as
other subjects that participate in the implementation of measures aimed at ensuring cyber security.

Proposed: development and implementation of relevant legislation; coordination of actions
between various subjects, detailed and clear demarcation of the competence of state bodies that are
subjects of cyber security; establishment of a mandatory certification system to assess and confirm the
level of cyber security for all entities that are critical to infrastructure or national security; cooperation
with the private sector and the public; developing cyber incident response plans and recovery programs
after they occur to minimize damage and business interruptions.

Key words: administrative body; subject of cyber security; cyber security; cyber infrastructure;
cyber protection.
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