15

26

36

44

54

67

81

CONTENTS

Bybyk R., Nakonechnyi Y.
Research on the impact of electromagnetic interference
on the functioning of communication and radar systems

Harasymchuk 0., Partyka A., Nyemkova E.,

SovynY., Dudykevych V.

Development of a method for investigating cybercrimes

by the type of ransomware using artificial intelligence models
in the information security management system

of critical infrastructure

Horpenyuk A., Luzhetska N., Horpenyuk M.
Research and improvement of computing algorithms for calculating
the trigonometrical coefficients of the hashing algorithm MD5

Deineka 0., Bortnik L.
Methodology for collecting, processing, storing, and classifying
data in accordance with soc2 type2 requirements

Dudykevych V., Mykytyn H., Bortnik L., Stosyk T.
Security methodology of cyber-physical systems and the internet
of things in intellectualization of infrastructure objects

Zaiets l., Brydinskyi V., Sabodashko D.,

Khoma Yu., Ruda Kh., Shved M.

Utilization of voice embeddings in integrated systems
for speaker diarization and malicious actor detection

Koval 0., Harasymchuk 0.
Development of a hybrid method for data Warehouse construction

KretT.

Approaches to threat modeling in the creation of a comprehensive
information security system for a multi-level intelligent

control systems

89 KuriiY., Opirskyy I.
Overview of the cis benchmarks usage for fulfilling
the requirements from international
standard 150/IEC27001:2022
99 Kuten R., Syniavskyi 0.
Methods and means of ensuring stability and protection of radio
communications in a complex electromagnetic environment

108 Matseniuk Y., Partyka A.
The concept of automated compliance verification
as the foundation of a fundamental cloud security model

124 Mykytyn H., Ruda K.
Conceptual approach to detecting deepfake modifications
of biometric images using neural networks

133 Mykhaylova 0., Stefankiv A.,
Nakonechny T.
Security analysis of modern wi-fi network protection protocols:
assessment of WPA3 protocol resistance during attacks based
on dragonblood utility

148 Mychuda Z., Mychuda L, Yelisieieva H.
Recurrent logarithmic analog-digital converters
with a constant logarithm base

155 Syrotynskyi R., Tyshyk .
Improvement the security of the enterprise’s network
infrastructure in conditions of modern challenges
and limited resources

165 Fedynyshyn T., Mykhaylova 0.
Artificial intelligence techniques application in the mobile
device data analysis to identify person-of-interest



