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Abstract. The application of intelligent sensors, network technologies, and machine learning in 10T and industry is increas-
ingly widespread as a part of the development and implementation of Industry 4.0, Industry 5.0, and Smart City. It is necessary to
review the fundamental principles of metrological support for production. This includes calibration, estimation of measurement
uncertainty, traceability, and processing of large data sets to reproduce and compare the results of measurements of physical quan-
tities remotely. Modern smart sensors are cost-effective, which makes traditional sensor calibration methods increasingly uneco-
nomical. The utilization of advanced networking technologies, along with machine learning, complicates the pre-processing of
measured values. Therefore, new solutions are required when it comes to implementing digital metrology.

In this article, a metrological framework for the full life cycle of measured data in 10T is presented. It ensures transparency,
comparability, consistent quality and reliability of measured data, processing methods and results. The OPC-UA digital data com-
munication standard is considered, which provides a single interface for exchanging digital data with devices from different manu-
facturers or via different protocols. The syntax of a machine-readable representation of Sl units and derived quantities as well as
the structure of the sensor network metadata model are also described. Special emphasis is placed on dynamic calibration of sen-
sors, determining measurement uncertainty in sensor networks, and implementing digital calibration certificates in 10T and

industry.
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1. Introduction

Industry 4.0 and IoT require the integration of
software, communication, and algorithms into products,
processes, and services. Digital data communication is
becoming the standard, and information is provided
through cloud services. 0T infrastructures utilize calib-
ration information, self-diagnostics, and other metadata
transmitted by individual measurement devices and their
systems. Quality infrastructure processes and services
are based on distributed databases and application
programming interfaces (APIS).

Consequently, distributed measuring devices and
sensor networks have gained more importance than
individual measuring devices. The importance of algo-
rithms and software in metrological traceability cannot
be overstated. They have a significant impact on the
accuracy of measured values. Artificial intelligence,
sensor fusion, and virtual measurement tools will soon
replace many existing tools and principles. This requires
a fundamental revision of established uncertainty
assessment methods and measurement algorithms.

2. Drawbacks

Metrological support has an important influence
on the infrastructure of quality in the digital age [1]. Ho-
wever, the science of metrology is still primarily focused
on individual measuring instruments and sensors.

Collecting data from sensor networks means
focusing on combined information from all sensors

instead of individual readings. For instance, combining
microphone data and vibration measurements during
preventive maintenance provides more information about
the actual state of the monitored device than separate
measurements. From the perspective of calibration
results, however, these factors complicate both the
determination of the measured value and the assessment
of the entire system's reliability. Potential sensor failures,
network problems, power consumption, network sensor
location, and network communication synchronization
must be considered [2].

Focusing on sensor data combination, measure-
ment performance evaluation should treat the sensor
network as a complex, often distributed measurement in-
strument. To process such sensor networks metrologi-
cally, a new approach termed “systems metrology” is re-
quired. It includes such aspects as in-situ and collabo-
rative calibration, uncertainty estimation for dynamic
measurements and dynamically structured systems, se-
mantic representation of metrological information,
uncertainty-aware machine learning and artificial intel-
ligence applied to sensor networks. These topics hold
great potential for the field of artificial intelligence,
although they are still in the early stages of research [3].

Although industrial digitalization is becoming
more widespread in the context of Industry 4.0, Industry
5.0, and Smart City, metrology and calibration are slow
to adopt digital technologies. For instance, information
on measurement quality or calibration details is typically
documented in paper format [4]. The reason for this can
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be the requirements of existing standards and measure-
ment service traditions. Additionally, the systems used
by NMlIs may lack the necessary tools or support for
digital cryptography to securely authenticate the origin
and ensure the integrity of electronic documents, such as
digital calibration certificates. But the creation and dis-
tribution of secure electronic documents is a well-estab-
lished practice, digital documents can have the same or
even higher security level as paper documents. The ap-
plication of digital metrology can expand opportunities
for data reuse, provide new areas of development such as
instant traceability from measurement to sampling condi-
tions following global standards, and create markets for
high-quality certified data. [5].

3. Goal

The goal of the current article is to study the main as-
pects of metrology support in 0T and the challenges caused
by the introduction of digital metrology in sensor networks.

4. Study of metrological aspects of the 10T
application

4.1. Benefits and challenges of digital metrology
inloT

Metrology in the context of the Internet of Things
(IoT) provides accurate and reliable measurements that are
applied to decision-making. The benefits of implementing
digital metrology and calibration in the 10T include:

e Increasing knowledge about the uncertainties
of measuring devices and measurement results;

e Data quality indicators are quantified as
metadata;

e Traceability of data quality through certifica-
tion of the origin, integrity and metrological quality of
measurement data;

Calibration frameworks

* Dynamic calibration of digital
sensors

¢ “Smart Traceability” sensor
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s Automated testbed forMEMS
for traceable in situ calibration

sI08U2Y

e Cost savings if calibration is a legal obliga-
tion due to automatic data processing.

e Optimization of production processes through
high-quality sensor data and improvement of calibration
processes by on-site calibration or computational models.

e Preventing data fraud [6].

Challenges and problems in this area:

e Decreased accuracy and productivity due to
environmental factors or sensor degradation;

e 10T devices utilizing different communication
protocols, data formats, or measurement standards;

e Ensuring secure communication, data encryp-
tion, and authentication mechanisms;

e Providing timely and accurate data collection,
processing, and analysis;

e Optimizing energy consumption while main-
taining measurement accuracy and reliability.

e Balancing cost-effectiveness, accuracy, and
reliability of measurements, especially for large-scale
10T deployments.

e Ensuring data quality and noise filtering.

e Compliance with relevant metrology stan-
dards, regulations and guidelines.

Applying “smart sensors” enables the resolution
of these issues, as they perform data preprocessing in
addition to measurement. They provide communication
through a digital interface, reliable operation in a wide
range of conditions, reporting on their performance
status on request, detecting inconsistencies and notifying
about the general conditions of measurements [7]. How-
ever, the integration of pre-processing in smart sensors
places new demands on the calibration of measuring
devices, since the pre-processing must also be consid-
ered during calibration. This problem can be solved by
implementing dynamic sensor calibration, which is de-
scribed below.

Mathematical frameworks
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Fig. 1. Metrological framework for the complete life-cycle of measured data
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The 10T industry is characterized by autonomous
information flow and decision-making. As a result,
transparency, comparability, consistent quality, and re-
liability of measured data, processing methods, and re-
sults are crucial requirements [8]. The metrological
structure shown in Fig. 1 can be applied to ensure these
requirements.

The metrological framework covers the full life-
cycle that measured data pass through in industrial appli-
cations — from calibration capabilities for individual
sensors with digital preprocessing of the output data to
quantifying the uncertainty associated with machine
learning (ML) in sensor networks.

The key aspect of this structure is the dynamic
calibration of a digital output sensor using an external
time stamp, e.g., based on GPS and a custom-built mi-
crocontroller (UC) board. The main requirement of met-
rological data processing in a sensor network is the pro-
vision of information about the initial measurement
values, measurement units, measurement uncertainty,
and calibration in a machine-readable way. According to
the structure proposed in Fig. 1, this information is pro-
vided by the "smart sensor" itself [9-11].

4.2. OPC UA (Unified Architecture) standard

To provide metrological information in a digital
format and in a machine-readable way, it is essential to
use special standards, one of which is OPC UA (OLE for
Process Control with Unified Architecture). A fundamen-
tal element of OPC-UA is the concept of sensors provid-
ing self-information on demand in a standardized way.
[12]. The OPC standard is based on the Windows tech-
nologies OLE, ActiveX, COM/DCOM. Its main advan-
tage is a single interface for exchanging data with devices
from different manufacturers or using different protocols.
Developers of industrial automation devices represent
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their specific command systems through the universal
interface of the OPC server. Any standard OPC client
included in any SCADA/HMI/MES/MOM software can
read or write data to a standard OPC server. OPC UA is
the latest OPC specification to be released, which repre-
sents a new level of openness, accessibility, and security.
The main advantages of the specification are:

. Cross-platform compatibility, i.e. inde-
pendence from the operating system. Since OPC UA is
not based on Microsoft COM technology, the compo-
nents support multi-platform implementation;

o Scalability from embedded systems to
mainframes;

. Ability to exchange all types of data: real-
time, alarms and notifications, history, files;

o Availability of data in a production context,
i.e. following the asset model;

. Internal security system.

The OPC UA standard consists of 13 parts (Fig. 2).

To ensure that the metrological information
transmitted via OPC-UA is machine-readable, defini-
tions of the standard digital representation of measure-
ment units as well as commonly accepted data models
for measurement values must be available. The Digital
S| (D-SI) data model is recommended for this purpose. It
is compatible with current recommendations and stan-
dards in metrology and calibration. [10].

4.3. Digital representation of data and informa-
tionin loT

For the digital exchange of metrological data, it is
important to associate at least every numerical value
with a corresponding unit. This creates a value of a quan-
tity that is interpreted in accordance with the Sl units.
Due to its indivisibility and fundamental nature, this
form of representation is called “atomic representation”.

g'lAccess Types
| (specializations for data access)

Utility Specification

[UA12] Discovery
[UA13] Aggregates

Fig. 2. The composition of the OPC UA standard specifications
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The technical realization of Sl units in digital
formats requires a unique definition of the unit semantics
(identifier) and the allowed syntax (combination of iden-
tifiers). This necessary machine-readable definition of
the SI unit representation is taken from the formal lan-
guage for units used by Joseph Wright in the Siunitx
package. [13]. In addition, it is recommended that a
comprehensive set of additional syntax rules from IEC
TS 62720 [14] be considered when constructing units in
machine-readable SI format.

The syntax for defining Sl units is shown in Fig. 3.

Multiplication

Start End
. Prefix ~ —»{ BIPMUnit | Exponent ‘—b.

Fig. 3. Syntax for specifying Sl unit terms

An important step is to transfer the measured
value from a human-readable format to a machine-
readable format. Fig. 4(a) shows an example of an XML
implementation.

Technical tools need hybrid SI components to
work securely with data, but people can still operate with
non-SI units. A real quantity in a hybrid consists of a
single integer component that must indicate the value of
the quantity in the SI unit. It may also provide additional
real quantities with derived Sl units or non-Sl units that
are converted to real quantities usingthe base SI unit.

¢si:real>
<si:label>temperature</si:label>
<si:value>2@.1/si:value>
<si:unit>\degreecelsius</si:unit>
<si:expandedUnc>
<si:uncertainty>@.5</si:uncertainty>
<si:coverageFactor>2</si:coverageFactor>

<si:coverageProbability>»@.95</5i:coverageProbability>

<si:distribution>normal</si:distributions>
</si:expandedUnc>
</si:real>

Figure 4(b) presents an example of a hybrid item that
utilizes structured XML data.

The user chooses the realization of the data model
(XML, JSON or binary file). A reference implementation
of the D-SI real value data model is presented in the
EMPIR 17IND02 SmartCom project.

The atomic real measured value is the smallest en-
tity for representing a measurement result. Its metadata
model structure is shown in Fig. 5(a).

The inclusion of measurement uncertainties in the
atomic type of metadata leads to extended formats of real
measurement values, as shown in Fig. 5(b).

The metrological data provided by the D-SI data
model is classified into different classes of machine
readability quality (Table.

According to the table, the quality classes of ma-
chine-readable metrological data can be conditionally
divided into 5 levels (the “Medal system”), where Plati-
num is the highest level of data quality, which includes
“next generation” data, and Bronze is consequently the
lowest. A special class of data is assigned to data that
can be improved (Improvable). The Improvable class
permits the exchange of measurement data without ad-
hering to the formats described above. This includes
reporting values without specifying a unit of measure-
ment, reporting values in a non-decimal numbering sys-
tem, or separating decimal numbers with a comma or
other non-permitted characters. This evaluation system is
described in detail in [10].

<si:hybrid>
<!-- A: length from B converted to SI -->
<si:real>
<si:value>0.3048006</si:value>
<si:unit>\metre</si:unit>
</si:real>
<1-- B: length with imperial unit foot -->
<si:real>
<si:value>l</si:value>
<si:unit>ft(U.S. survey)</si:unit>
</si:real>
</si:hybrid>

a b
Fig. 4. XML example for the Sl unit (a) and hybrid adapter for real quantities
with the unrecommended non-SI unit foot (ft) (b)
components St
5 (of the real quantity type)
(of the real quantity type) P
z T
5 £
real ] real 3 g,
a E quantity type - E 5
Quantity type ] E = 'y extended k] 3 g
ﬂtOfTH.C ﬁ g 5 E Basic real with expanded
measurement uncertainty
basic real quantity
. Basic real with coverage
(atomic) interval
(probabilistic-symmetric)

mandatory optional

a

(S) sub type

mandatory optional

b

Fig. 5. Metadata models for the atomic specification of real quantity values (a)
and for the extension of the atomic quantity value type with measurement uncertainties (b)
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Quality classes of machine-readable metrology data
. Quality class
Requirements Platinum Gold Silver Bronze | Improvable

Sl++ units (7 Sl units and 7 important units allowed with the SI) + + + + +
Sl++ units in hybrid element + + + +
Sl++ units with Sl prefix or Sl-derived units + + + +
Non-SI units from the BIPM Sl brochure + + +
Units from the previous edition of the Sl brochure that are depre- + +
cated in the latest edition of the SI

Unit not part of SI, missing components, wrong data types, ... +

4.4, Dynamic calibration of sensors

The loT concept is based on a versatile and flexible
combination of measuring instruments, automated collec-
tion and processing of measured data, and the application of
intelligent algorithms to draw conclusions or decisions.
Data analysis is performed utilizing data-driven machine
learning. As opposed to mathematical models, which rely
on a physical understanding of the process being measured,
machine learning can be applied directly to the sensor out-
put. Therefore, the necessity for calibration in 10T is not as
obvious as in “traditional” measurements. However, cali-
brated measuring devices in 10T offer several advantages:

o they can serve as reference devices in the
network to assess and improve data quality;

e allow to estimate the measured value and,
therefore, provide traceability, which is necessary to
ensure the comparability of measurements;

e improve the ability to explain the obtained
machine learning result.

Calibrated sensors allow for direct interpretation
based on the measured quantity, whereas uncalibrated
sensors provide data streams that are only weakly related
to the physical measured quantity. The manufacturer's
specification sheet alone is usually not a sufficient source
of information to estimate the Type B uncertaintycom-
ponents. Calibration in the loT provides benefits at all
levels of data processing and increases the level of reli-
ability of the measurement system (Fig. 6).

At the first level (Fig. 6), calibration data is col-
lected from sensor networks of homogeneous and het-
erogeneous types, as well as from software-based sen-
sors. Calibration data from sensor networks of different
types can also be accepted for processing. At the second
level, these data are processed and sent to the third level,
where a decision about the collected data quality is made
based on the processed calibration data.

4.5. Measurement uncertainty in sensor net-
work data processing

Measurement data in sensor networks are hetero-
geneous, variable, and time-dependent. Low-cost sensing
devices based on MEMS technology have a wide range
of measurement data quality. Data quality in sensor
networks is affected by unstable network conditions,
environmental factors, malicious attacks, power con-

sumption-performance relationships, and drift. There-
fore, it is necessary to quantify the data quality. It is
important to consider sensor characteristics such as ef-
fective bandwidth, internal analog-to-digital conversion,
timestamp reliability, and resonant behavior.
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Fig. 6. Calibration information in the different layers
of the loT architecture

Measurement uncertainty is a fundamental prop-
erty that is an indicator of data quality. The complexity
of sensor networks and the large amount of data received
require the implementation of machine learning methods
to analyze the data and determine the measurement un-
certainty. However, without available input uncertainty
values, machine learning methods cannot be imple-
mented. Uncertainty for data preprocessing is therefore
the initial step towards uncertainty-aware machine learn-
ing for the entire sensor network in 1oT.

IoT measurements are typically time-dependent
and often dynamic. It is necessary to apply signal process-
ing techniques (e.g. Discrete Fourier Transform) to pre-
process data in 10T scenarios. Compatibility of uncertainty
detection software with typical 10T architectures is also
important. The introduction of the so-called Agent-Based
Framework (ABF) is proposed in the EMPIR Met4FoF
project [15]. "Agents" are software modules encapsulating
data processing steps that provide flexible on-demand data
analysis and can run at various locations in the sensor
network. An agent can receive data from a sensor, and
pass it to an interpolation agent, which then provides it to
a Fourier transform agent. Each agent provides proper
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uncertainty handling, which enables very flexible data
analysis workflows for sensor network metrology. Fig. 7
shows the structure of a multi-agent system in which each

agent module contains the necessary information about the
sensor, calibration data, specific ways to calculate the
measured value and associated uncertainty at any given
time, and properties for evaluating the measurement re-
sults. This calculation may include more complex meth-
ods such as filtering or deconvolution [16].

The data from the sensor network, which is repre-
sented by a set of “sensor agents”, is transferred to the
“Data Analysis Agent” through the interface of the
“Communication and Control Agent”. “The Data Analysis
Agent” applies the methods of processing mentioned abo-
ve and classifies or recognizes images based on the aggre-
gated data. The “Decision Agent” automatically generates
and displays a report on the results and quality of meas-
urements based on the analysis data. The described struc-
ture is flexible, which allows reconfiguring the network
topology during its operation. This corresponds to the
basic concept of metrological support for Industry 4.0.

Agent-based Framework (ABF)

Decision making agent

1

[ Agent of data analysis }

{

Agent of communication and management

3 Sensor agent 1 Sensor agent 2
\\
o

I
|
|
|
|
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
1

Fig. 7. The Structure of Agent-based Framework
for evaluation of measurement results in 0T sensor networks

4.6. Application of Digital Calibration Certifi-
cates in Industry 4.0 and loT

The implementation of Digital Calibration Certifi-
cates (DCC) in modern industry and 0T is a perspective
solution. Calibration certificates are important metrologi-
cal documents. DCC applications should include elec-
tronic storage, authenticated, encrypted and signed trans-
mission, and consistent interpretation of calibration re-
sults. At the same time, the DCC format must be interna-
tionally recognized, machine-readable and interpretable.

The SI unit-based data model (D-SI) described
above and the machine-readable XML data exchange
format are recommended for representing the measured
values. This model has been developed as part of the
European research project SmartCom 17INDO02 [17, 18].
DCC provides unique and global identification and stor-
age of the properties of the calibration object and verifies
metrological traceability.

The general structure of the DCC consists of four
parts:

1. Administrative data (mandatory) — for clear
identification of the calibration laboratory, calibration
object, calibration customer, etc.;

2. Measurement results (mandatory) — contains
digital measurement data in Sl units in a strictly defined
format, as well as text blocks with explanations;

3. Comments (optional) — contains specific in-
formation about the measurement process, which serves
to further explain the measurement results;

4. Document (optional) — may contain the full
calibration results in a format that is easy to read (pdf file).

XML is provided as a data format with corre-
sponding schema files.

For cryptographic data protection, electronic sig-
natures, electronic seals, and electronic time stamps must
be applied to ensure the integrity and authenticity of the
DCC, subject to legally approved procedures. The proc-
ess of transforming analogue to digital calibration cer-
tificates is complex and multifaceted. Special attention
has been given to machine reading and machine interpre-
tation in the development of the above XML-based data
exchange model. [19, 20]. 5. Conclusions

Metrological support for sensor networks in the
10T combines several aspects of metrology, signal proc-
essing, semantics, and web technologies. They need to
be considered in the processing and metrological evalua-
tion of sensor networks. However, a clear metrological
framework for sensor networks has not yet been estab-
lished. Current metrology guidelines focus on individual
measurement devices and quantities. This is also true for
the organization of metrology institutes and calibration
laboratories. It is important to emphasize that elements
of metrological support such as dynamic calibration of
digital sensors, low-cost calibration of MEMS sensors,
digital representation of metrological metadata, uncer-
tainty assessment and propagation, and semantic model-
ling of sensor network information are highly developed.
Further research is needed to integrate these aspects into
a coherent loT framework. It is essential to develop a
systematic metrological approach for the overall assess-
ment of sensor networks.

Addressing metrology-related challenges is criti-
cal to ensuring accurate, reliable, and trustworthy meas-
urement data, even as the 10T offers numerous opportu-
nities for innovation and efficiency across industries.
Collaboration between industry stakeholders, standardi-
zation bodies and academia is essential to address these
challenges and improve metrology in loT applications.
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