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The integration of artificial intelligence into the logistics industry is a rapidly evolving field with
the potential to revolutionize the way goods are transported and managed. Artificial intelligence can be
used to optimize a wide range of logistics processes, from demand forecasting and route planning to
warehouse management and customer service. However, the integration of artificial intelligence also
raises a number of technical and ethical issues that need to be addressed to ensure its successful
implementation.

Choosing the right artificial intelligence algorithms for specific logistics tasks is crucial to ensure
their efficiency and accuracy. This requires careful consideration of factors such as data type, task
complexity, and desired performance metrics.

The growing amount of data collected and processed by artificial intelligence systems raises
concerns about data security and privacy. Companies need to implement robust security measures to
protect sensitive data from unauthorized access, breaches, and misuse.

The use of artificial intelligence in logistics raises ethical issues related to bias, transparency, and
accountability. Artificial intelligence algorithms should be developed and used fairly, transparently, and
with respect for the right to privacy and in compliance with all relevant laws and regulations.

In order to eliminate or prevent these problems, recommendations for the effective implemen-
tation of artificial intelligence in the logistics sector have been developed and formulated. They include
aspects that need to be addressed in the first place when developing mechanisms for automating logistics
processes.

The integration of artificial intelligence into logistics offers significant opportunities to increase
efficiency, reduce costs and improve customer service. However, it is crucial to address the technical and
ethical challenges associated with artificial intelligence integration to ensure that it is used responsibly
and beneficially. By following the recommendations, logistics companies can successfully use artificial
intelligence to transform their operations and achieve their strategic goals.
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Introduction

The logistics industry in the modern world is facing the challenges of rapid globalisation, growing
traffic volumes and the constant need to optimise processes. In this context, artificial intelligence (Al) is
gaining in importance as a key tool for solving many of the problems faced by modern logistics.
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Al can transform traditional approaches to managing logistics processes by automating routine tasks,
analysing large amounts of data in real time, and improving insights for decision-making. The introduction
of Al can increase productivity, reduce costs, and improve customer service, creating a competitive
advantage for companies in the market.

However, along with the opportunities, the integration of Al into the logistics industry also brings its
own challenges. It raises questions about data security, ethical standards, and regulatory aspects of using
artificial intelligence. It is also important to understand the potential social and economic impact of Al in
logistics, particularly in the context of changes in the labour market and interaction with human resources.

This article reviews the current state of research and literature on the integration of artificial
intelligence into the logistics sector, identifies key issues and challenges facing this process, and
formulates recommendations for the effective implementation of Al in logistics.

Problem statement

The introduction of artificial intelligence in the logistics sector is a relevant and promising area of
development. However, this process is accompanied by a number of technical and software challenges that
require careful analysis and a balanced approach.

One of the key issues is data security. As the amount of data processed and analysed by Al
increases, the risk of unauthorised access, loss, or misuse of this data increases. Developing effective data
protection strategies is critical to ensuring data confidentiality and integrity.

Another important issue is the selection and optimisation of algorithms. Choosing the right machine
learning algorithm or deep learning technique can affect the efficiency and accuracy of the system. The
approaches used for demand forecasting, transport routing, or inventory management should be carefully
studied and optimised for specific logistics tasks.

Another important aspect is the integration of Al with existing logistics systems. This can include
developing APIs, creating interfaces to interact between different systems, and adapting existing data to
formats that Al can understand.

Scalability issues are another area of concern. As the amount of data and tasks to be processed
grows, it may become necessary to optimise the system architecture, use distributed computing, and
process large amounts of data in real time.

The successful integration of artificial intelligence into the logistics sector requires a comprehensive
approach and a deep understanding of both the logistics and technological aspects of the process.

Analysis of recent researches and publications

Recent research and publications on the integration of artificial intelligence into the logistics sector
focus on several key areas.

First of all, the development of the latest technological solutions for optimising logistics processes is
becoming important. Works [11, 12] analyse the possibilities and advantages of using artificial intelligence
algorithms in logistics to optimise logistics processes. It identifies the key aspects and future directions of
development related to the integration of artificial intelligence into the logistics sector. The authors argue
that artificial intelligence can be used to improve forecasting and planning, automate operations, optimise
routes and vehicles, and ensure transparency and tracking of operations in supply chains. Ultimately,
research indicates that the role of artificial intelligence in logistics is to improve order processing,
inventory management, supply chain, and distribution operations in order to provide an enhanced customer
experience.

Also noteworthy is the study [4], which focuses on data security and privacy when integrating Al
into logistics processes due to the growing amount of data stored and processed in logistics systems. It is
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based on actual examples of incidents and threats to data security that may arise when using artificial
intelligence in logistics and supply chain management. The author of the study identifies risk factors such
as insufficiently secure databases or networks, phishing schemes targeting weak links in the supply chain,
and insufficiently secure APIs.

In addition, it is important to note the growing interest in the ethical and regulatory aspects of the
use of artificial intelligence in logistics, as they directly affect the speed of development of this industry.
Studies in this area consider the impact of automated systems on society, the legal framework for
regulation and responsibility for Al decision-making. In particular, studies [9, 10] highlight the importance
of analysing the ethical aspects of using artificial intelligence in logistics systems. They are based on the
understanding that the widespread use of artificial intelligence requires attention to ethical issues, in
particular, the use of personal data of staff and customers, as well as the validity of management decisions
made using artificial intelligence. Studies have shown that it is necessary to carefully consider the ethical
aspects of introducing artificial intelligence into logistics systems to ensure the fair and ethical use of this
technology.

Current research focuses on the potential benefits and challenges of introducing innovative artificial
intelligence technologies into enterprise logistics management. It is noted that the implementation of
artificial intelligence in the logistics sector requires an integrated approach and a deep understanding of
various aspects, such as technological innovation, data security, ethical and regulatory requirements, and
social ones. This suggests the need to continue and deepen research in this area, as its relevance and
importance for the further development of logistics in the modern world is extremely important.

Formulation of article objectives

The purpose of this article is to analyse the problems and challenges associated with the integration
of artificial intelligence into the logistics sector, as well as to develop recommendations for the effective
implementation of Al, taking into account data security, ethical standards and regulatory aspects. The
analysis will identify potential risks and propose strategies and approaches to overcome them in order to
create sustainable and efficient logistics systems that take advantage of artificial intelligence to achieve
high results.

Presentation of the main material

Artificial intelligence algorithms are used in various areas of logistics to optimise processes and
increase efficiency.

Without Al, logistics companies have to manually plan routes on their own, which does not allow
them to adapt to changes in traffic or weather conditions in time [8]. This can lead to longer delivery times
and higher fuel expenses. In fact, traffic congestion alone adds $74.5 billion in operating costs to the
industry annually in the US [6]. Machine learning algorithms allow analysing large amounts of data in real
time, which in turn makes it possible to respond to changes and anomalies and thus optimise logistics
routes, track the location of goods and manage their movement, reducing delivery time and costs. This
increases the accuracy and speed of delivery, and allows you to keep customers informed about the status
of their orders.

Al can be used to forecast demand, which allows for optimised procurement and warehouse
management. This allows companies to efficiently plan inventory and reduce warehouse maintenance
costs. Al allows automating processes related to warehouse management, including tracking goods in
warehouses and their movement, inventory, etc. This increases the efficiency of workflows and reduces
labour costs. In general, logistics tasks involving Al can be divided into 3 groups. The classification of
logistics tasks is shown in Fig. 1.
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Logistics tasks

v v v

Logistics planning Warehouse automation Data analysis
— Demand forecasting — Warehouse robotisation — Dynamic pricing
— Supply chain planning — Damage detection — Route optimisation

— Maintenance forecasting
Fig. 1. Classification of logistics tasks

One of the key challenges that arise in the process of integrating artificial intelligence into the
logistics sector is the selection and optimisation of algorithms that are best suited to solve specific tasks.
This problem is not only complex but also critical, as the efficiency and accuracy of the system as a whole
may depend on the choice of algorithm.

To demonstrate the importance of choosing the right machine learning algorithm and to identify the
main selection criteria, it was conducted a comparison of the effectiveness of different algorithms on the
route optimisation task to minimise delivery time, taking into account several factors such as data type,
data volume, and prediction accuracy.

In the course of the experiment, three algorithms were used to predict the delivery time: linear
regression, extreme gradient boosting (XGBoost), and recurrent neural networks (RNN). To evaluate the
accuracy of the models, we used the mean absolute error metric.

Linear regression showed an average absolute error of 12.83, which indicates a certain inaccuracy of
predictions on a dataset with nonlinear dependencies. This algorithm works well on simple data, but is
unable to effectively handle complex dependencies.

XGBoost proved to be the most efficient algorithm with an average absolute error of 1.13,
demonstrating the algorithm’s ability to accurately model complex relationships between variables.

RNN had the highest error among the models at 37.70, which may be due to insufficient data to train
the model or the fact that the dataset did not contain enough time dependencies based on previous events.

The task of predicting delivery times is quite complex due to factors such as traffic, weather, and
time of day. That is, the type, volume, and complexity of the data directly affect the efficiency of the
algorithm. XGBoost was 91.2 % more accurate than linear regression and 97 % more accurate than
recurrent neural networks

Fig. 2 and Fig. 3 show a comparison of actual and predicted delivery times obtained from the three
algorithms.

The choice of a machine learning algorithm or deep learning technique requires in-depth analysis
and careful consideration of various factors. For example, it is necessary to take into account the type of
data used to train the model, the amount of available data, the complexity of the problem, and the speed
and accuracy required to solve a specific logistics task [13].

In addition, algorithm optimisation involves selecting the optimal model parameters to achieve
maximum efficiency. This process can be quite complex and require a large number of experiments and
analysis of results.
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Fig. 3. Comparison of actual and predicted delivery times

The problem of choosing algorithms becomes especially relevant in the context of rapid
technological development and constant replenishment of the set of available methods. This creates the
need to constantly evaluate and rethink the choice of algorithms in the context of changing conditions and
tasks. Fig. 4 shows the main criteria for selecting algorithms.
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Fig. 4. Criteria for choosing Al algorithms
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Also, the configuration of data and its quality directly affect the efficiency of algorithms. There is a
possibility that Al can make biased decisions based on historical data.

Biased Al decisions in logistics can occur for several reasons and have serious consequences for
businesses and customers. One of the main reasons is that many Al algorithms are trained on historical
data, which may contain bias or partiality. For example, if a logistics company’s historical data shows that
certain types of work are more often performed by men than women, an Al algorithm may decide to
automatically assign these jobs to men, which can lead to biased decisions and inequality in the
performance of tasks [1, 5].

In addition, another reason for biased decisions may be the lack of representativeness of the data on
which the algorithm is trained. If certain groups or aspects of data are underrepresented, this can lead to
distorted results and biased decisions.

In logistics, biased Al decisions can lead to underestimating or overestimating certain important
factors, such as delivery times, customer needs, or the optimal route. This can lead to business losses due
to stock outs or overstocks, delivery delays, customer dissatisfaction, and reduced service levels.

The use of artificial intelligence in logistics requires careful selection and optimisation of
algorithms, as well as avoiding biased decisions. To solve the problems of selecting and optimising
artificial intelligence algorithms and eliminating biased decisions in the logistics sector, the article
develops recommendations for implementing Al in logistics information systems.

Before using Al algorithms, it is necessary to conduct a thorough analysis of the source data to
identify and eliminate bias or lack of representativeness. This may involve collecting additional data or
applying bias reduction techniques.

It is important to develop objective metrics to evaluate the effectiveness and objectivity of Al
algorithms. This will help identify potential biased decisions and ensure continuous improvement of
algorithms.

In addition, experts from various fields, including logistics, ethics, and social sciences, should be
involved in the process of developing and improving Al algorithms. Their knowledge and experience can
help identify and address potential bias issues.

It is important to constantly train and improve Al algorithms using new data and methods. This will
help to increase the objectivity and accuracy of decisions.

The issue of data security in the context of integrating artificial intelligence into the logistics sector
is a serious challenge for companies that use artificial intelligence to optimise their logistics processes. As
the amount of data processed and analysed increases, so does the risk of unauthorised access, loss or
misuse of this data.

One of the key threats is the possibility of cyber-attacks. Insufficiently protected databases or
networks can become the target of cyberattacks, during which attackers can gain unauthorised access to
confidential information. This can lead to confidential data leakage, breach of trust of customers and
partners, and significant financial losses for the company.

Another threat is phishing attacks. Attackers can use phishing schemes to gain access to logistics
systems through weak points in the supply chain, such as less secure suppliers. This can lead to the leakage
of confidential information or even the theft of goods.

Poorly secured application programming interfaces (APIs) used to collect data, submit it to the Al
model, and obtain results can also be targeted by attackers. This can lead to data leaks or malicious code
being injected into the Al system, which in turn can lead to further cyberattacks or disruption of logistics
processes.

Recently, some incidents, such as the cyberattack on SolarWinds in 2020 or the technical error of
ChatGPT developers in 2023, demonstrate how serious the consequences of a data security breach can be
[2]. Therefore, it is necessary to take appropriate measures to ensure data security in the context of Al in
logistics.
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It is not possible to make the system absolutely secure or reduce the level of cyber threats to zero,
but certain measures can be taken to significantly reduce the risks associated with the security of logistics
systems.

To effectively mitigate cyber risks in complex supply chains, companies need to regularly conduct
vulnerability assessments and implement security measures. This includes identifying potential weaknesses
in hardware, software, network infrastructure and human factors, and prioritising remediation based on
their importance and potential impact.

Effective vulnerability management involves ongoing monitoring, remediation, testing and training
to ensure that all components of an organisation’s supply chain are secure and up-to-date.

Protecting data at rest and in transit is important to prevent leakage and ensure compliance with
privacy regulations. It is recommended to use encryption standards such as AES-256, TLS/SSL or SSH,
depending on the type of data and communication channels. In addition, organisations should implement a
data classification and retention strategy to minimise the amount of sensitive information stored and
processed, and create backup and disaster recovery plans to protect against loss.

Al algorithms are able to analyse information from a variety of sources, such as network logs, sensor
data and user behaviour, to identify irregularities that may indicate a cyber-attack. In addition, Al systems
can continuously learn from experience, allowing them to improve their detection capabilities over time.

One of the well-known artificial intelligence methods used in cybersecurity is supervised learning.
In this approach, an algorithm is trained on a dataset of known cyber threats, allowing it to recognise
similar patterns in new data. Supervised learning can be effective in detecting known threats, but may have
difficulty recognising previously unknown attacks. To detect new and unknown threats, unsupervised
learning technology should be used. This method allows the algorithm to find hidden patterns or anomalies
in the data without prior knowledge of the threats [7].

In addition, artificial intelligence systems can help with incident response and threat tracking. When
combined with automated recovery tools, Al can speed up the containment and remediation process,
reducing the overall impact of a cyber-attack.

The introduction of artificial intelligence into logistics information systems can be a complex and
multifaceted task. Therefore, such technological transformations inevitably lead to a number of ethical
issues that require careful study and resolution.

The bias of Al algorithms, which was described in the problem of algorithm selection and
development, is also one of the most pressing ethical issues in modern logistics. Data-driven algorithms
may contain biases that lead to discrimination against certain groups of people or companies. For example,
an algorithm that optimises delivery routes may favour companies located in affluent areas or refuse to
serve remote or poor regions. This can have a negative impact on access to goods and services, as well as
on the economic development of these regions.

The opacity and complexity of Al algorithms make them ‘black boxes’, which makes it difficult to
understand how they work and how they make decisions. This can lead to situations where algorithms
make discriminatory or unfair decisions, but it is impossible to clearly identify the reasons and challenge
them. This issue is particularly acute when Al is used to make important decisions that affect people’s
lives.

The collection and use of data by logistics companies also raises a number of ethical issues related to
privacy and confidentiality. Logistics companies collect huge amounts of data about their customers,
suppliers and employees. This data can be used to create personalised services or to improve Al
algorithms. However, it is important to ensure that data collection and use is done ethically, with due
regard for the right to privacy and in compliance with all relevant laws [3].

To overcome these dilemmas, comprehensive measures are needed. First, clear ethical guidelines for
the use of Al based on fairness, transparency, accountability, respect for privacy and human rights need to
be developed. Ethics committees should be established with the participation of representatives of logistics
companies, academics, ethics experts, the public, and the government to monitor and evaluate the ethical
use of Al.
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Secondly, it is important to ensure transparency and accountability of Al algorithms. Their work
should be clearly documented so that people understand how they make decisions. Auditing and
verification methods are needed to ensure that algorithms are ethically compliant. Companies that use Al
should inform about its use and the measures taken to protect data privacy.

Third, bias in Al algorithms needs to be reduced. Thorough testing on a variety of data sets will help
identify and eliminate bias. In addition, correction methods are needed to ensure that algorithms do not
discriminate against certain groups. It is also important to raise awareness of the problem of bias in Al and
how to avoid it.

The fourth point is data protection. Clear rules should be developed for the collection, storage, and
use of data in Al algorithms. People should have the right to access their data and control its use.

Conclusions

Thus, after analysing the integration of artificial intelligence into the logistics sector, we can see that
the impact of Al is quite significant. The use of Al in logistics information systems can reduce costs,
increase efficiency and competitiveness of logistics companies by optimising and automating a large
number of processes, such as demand forecasting, supply route planning, warehouse management, and
improving customer interaction.

However, in addition to the positive effects, Al integration raises a number of technical and ethical
issues. There are problems of choosing and optimising algorithms. The results of the experiment
demonstrate that the choice of algorithm has a critical impact on the accuracy and efficiency of solving
logistics tasks. XGBoost was 91.2 % and 97 % more accurate than linear regression and recurrent neural
networks, respectively. This helped to define the criteria for selecting machine learning algorithms and
optimising them for specific logistics tasks, which can significantly improve forecasting accuracy.

Security and ethical issues also arise. Most of these issues have been considered in detail and a
number of recommendations have been made to avoid or reduce their effect. The successful
implementation of Al in logistics requires a comprehensive approach that includes the development of a
clear Al implementation strategy that takes into account goals, resources, and potential risks, continuous
training and improvement of Al algorithms that meet specific logistics tasks, ensuring data security and
protection of confidential information, and the development of ethical principles for the use of Al that
guarantee fairness, transparency, and accountability.

In view of this, further research, improvement and updating of strategies for the implementation of
automated technologies are becoming a priority for the effective development of Al integration into
logistics processes and achievement of the set goals.
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IHTerpamisi INTYYHOro iHTEJEKTY B JIOTICTHYHY rajy3b — e cepa, 0 IBHIKO PO3BUBAEThCA i
MAa€ NMOTeHUiaJ] AOKOPiHHO 3MiHMTH CHOCO0OM TPAHCHMOPTYBAaHHA Ta ynpasJiHHsA ToBapamu. IITyunuii
IHTeJIEeKT MOKHA BMKOPHUCTOBYBATH /JIsl ONTUMIi3auil IIMPOKOr0 CHEKTPY JOTICTUYHUX NpoueciB — Bijg
NMPOTrHO3YBAHHS MOMUTY i MIAHYBAHHA MAPWIPYTIB /10 YNPABJIiHHA CKJAJAOM i 00CIyroOByBaHHS KJIi€H-
TiB. OgHAK iHTerpanisi IITY4YHOI0 iHTENEKTY TAK0K BHKJIMKA€ HU3KY TeXHIYHHX Ta eTHYHHUX NMpodJieM,
SIKi He0OXiHO BUPIIIMTH 1151 3a0e3MeYeHHs] HOro ycnilHOro BIPOBaKeHHS.

Bubip npaBMIbHHUX AJITrOPUTMIB IITYYHOr0 iHTEJIEKTY I KOHKPETHHUX JOTICTUYHUX 3aBAaHb
Ma€ BHpilIajJbHe 3HAYEHHS JIs 3a0e3MevyeHHs IXHbOI epeKTUBHOCTI Ta TouHOCcTi. Ile BUMarae perenb-
HOT0 BpaxXyBaHHS TaKUX (GaKTopiB, AK TUIl JAHUX, CKIAAHICTH 3aBJaHHS i 0a:kaHi NOKa3HUKH edeKTHB-
HOCTI.

3pocrarounii 00csAr AJaHMX, 3i0paHUX i ONPAalbOBAHUX CHCTEMAaMH IITYYHOIO iHTeJeKTY, BUKJIM-
KA€ 3aHeNOKO€EHHS 1m0/10 Oe3neku Ta KoHpineHuiinocTi nannx. Komnaniam Heo0XinHO BIpoBagKyBaTH
HaAiliHi 3axoau Oe3mexkM, MO0 3aXMCTUTH KOHQiAeHUiliHi AaHi BiJ HeCAHKUIOHOBAHOIO [OCTYILY,
NMOPYLUEHb i 3710BKMBaHb.

BukopucTaHHA IITYYHOIrO iHTeJeKTYy B JOTiCTHIi BUKJIMKA€ eTHYHi mpodjeMu, moB’s3aHi 3
ylepeaKeHIiCTI0, MPO30PicTI0 TAa MiA3BITHICTIO. AJNrOPUTMM WITYYHOIO iHTeJNeKTY NMOBHUHHI po3po0Jsi-
THCS | BHKOPHCTOBYBATHCSI YeCHO, MPO30PO i 3 BpaXyBaHHAM NPaBa HA NPUBATHICTH Ta 3 JOTPUMAHHAM
ycixX HeoOXiTHUX HOPM 3aKOHOJAaBCTBA.

Juist ycyHeHHsl 4M 3ano0iraHHsi ux npoodJieM po3podiaeHo Ta chopMyJbL0BaHO peKOMeHIAN 1151
e(eKTUBHOr0 BIPOBA/KEHHA ITYYHOI'O iHTe/IeKTY B JIOricTH4YHY cepy. Bonn nepegdayaorb acnexkTH,
Ha AKi MOTPiOHO meplIOYEpProBO 3BepPHYTH YBary B pa3i po3po0JieHHsI MeXaHi3MiB aBToMaTH3amii
JIOTiCTHYHUX NpolueciB.

InTerpanis WITY4YHOro iHTEJIEKTY B JIOTICTUKY BiIKpMBA€ 3HAYHI MOXKJIUBOCTI MUl MiABUILIEHHS
e¢(P)eKTHBHOCTI, 3HU/KCHHSI BUTPAT i IOJINIIeHHs 00C/IyrOByBaHHA KJi€HTiB. OqHak 1iid 3a0e3ne4eHHs
BiIMOBIAAJbHOIO i KOPHCHOIO BNPOBAJKEHHS ILITYYHOro iHTeJEeKTY BKpail Ba/INBO BHPIIIUTH
TeXHiYHi Ta eTMYHi MpoO/eMH, NOB’sI3aHi 3 iHTerpani€l0 WTYYHOro iHTeNeKTy, 1100 3a0e3Me4YUTH HOro
BilNoBizaJbHe il KOpHCHe BUKOpHCTAHHA. JoTpuMylounch pexkoMeHAauliil, JorictuyHi KommnaHii mMo-
JKyTh ycHilIHO BUKOPUCTOBYBATH IUTY4YHMIl iHTeJeKT 1i1s1 TpaHcdopManii cBoix onepauiii i rocArHeHHs
cTpaTeriyHux wijie.

KuirouoBi cjioBa: mTy4yHMil iHTeJIEKT, JIOTICTUKA, JOTICTUYHI cCMCTeMH, aBTOMAaTH3auisi, iHHOBA-
HiliHi TEXHOJIOTII.



