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This paper presents research on a proposed project involving image encryption using a
chaotic-based cryptosystem. The purpose is to create an image encryption environment
with additional features derived from chaos theory. This cryptosystem applies the element
of uncertainty and sensitivity to initial conditions. The encryption uses a symmetric key;
generating a key is based on a chaotic map — a nonlinear mathematical function that
exhibits uncertainty and randomness based on initial values. Any change in the initial
conditions affects the function’s outcome. Furthermore, this encryption aims to create a
secure image-sharing environment over a public network, as image or text data can be
intercepted or eavesdropped on by unauthorized users. A comparison based on image his-
togram analysis, pixel changes between the original and encrypted images, and encryption
and decryption calculations were performed, demonstrating that the plain image differs
from the encrypted image.

Keywords: chaos theory; Rossler system; chaotic cryptosystem; image encryption; RGB.
2010 MSC: 34A34, 65P20, 94A15, 94A60 DOI: 10.23939/mmc2024.03.883

1. Introduction

Data sharing has been the key to the success of many networked applications. In fact, the input and
output data from a process need to be treated with the highest sensitivity, especially when dealing
with applications involving government agencies such as military and police. The consequences of any
compromise can be disastrous. This has triggered computer scientists and mathematicians to come
up with the idea of masking the real message via cryptography. Cryptography is a multidisciplinary
approach, formed from a combination of several academic disciplines (mathematics, computer science
and electrical engineering). In order to work in this new field, the challenge is to propose a new
cryptosystem that increases the security and reduces the potential for hackers to steal information [1].
Existing mathematical-based cryptosystems can be generalized into symmetric [2| and asymmetric
systems [3, 4] which were founded over pure mathematics concepts. Only recently, a chaotic-based
cryptosystem relying on chaotic theory was created. The chaotic system bears some properties such
as sensitivity to initial conditions, topologically mixing and dense periodic orbit [5] making it a good
candidate for cryptosystem [6]. A study of chaos is traced back to that of a non-linear dynamical system,
which was largely applied to model real-world phenomena with the ability to predict future behavior.
Many physical systems are known to be chaotic, while others were designed to be chaotic [7-16].

This research was partially funded by the Ministry of Education of Malaysia, grant number
FRGS/1/2020/STG06/UNISZA/02/2 and Center for Research Excellence & Incubation Management, Universiti
Sultan Zainal Abidin.
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Chaos was made possible for cryptography and has been greatly studied for cryptography tech-
nique [17,18]|. Some studies found that earlier cryptosystems are either inefficient in terms of perfor-
mance or weak in the scale of computational complexity and security [19-21|. In order to develop a
secure image encryption technique, an encryption scheme relies upon a chaotic system for key gener-
ation (for encryption), and the key is then used as a chaotic sequence for offering pixel value confu-
sion/diffusion, and finally, an arithmetic calculation (for decryption) is required to obtain the plain
image from encrypted image and key generation from the chaotic sequence.

In this work, the development of image encryption using a chaotic-based cryptosystem is demon-
strated and this cryptosystem uses a three-dimensional chaotic Rossler system [22],

T =Yz,
y=1z—ay, (1)
Z=b+z(x —c).

The chaotic behavior of the system for parameter values a = b = 0.2 and ¢ = 5.7 is shown in
Figure 1.

Rossler system is chosen in order to ob-
tain a three-dimensional large sequence of
20 ' key generation. This key is restricted in
/ \ the range of 0 to 255, to match the cri-
teria of an 8-bit color image. KEach pixel
value for each channel is transformed into
a decrypted value by some formula which
offer confusion and diffusion properties to
manipulate the original pixel. The Rossler
Sequence Key Generation is performed on
the basis of the y and z components of
chaotic sequences of the Rossler system.

The Rossler system is described in equa-
Fig. 1. Chaos attractor of the Rossler system. tion (1).

25

z-axis

20" 10

This paper is structured as follows. Section 1 briefly discusses the idea of image encryption based on
a chaotic cryptosystem. Section 2 reviews some related works regarding chaotic cryptography in image
encryption. Section 3 exposes an idea of our proposed image encryption algorithm whereas Section 4
exposes an idea for image decryption algorithm. Finally, the summary of the research is concluded in
Section 5.

2. Related works

In this section, we present some of the works related to our study. It mingles around the requirement
of this new encryption technique such as image encryption, chaos theory and application of chaotic
maps in cryptosystems.

The first one is a proposal for a modified version of an advanced encryption standard (AES)
algorithm for image encryption. The modification focuses on the ShiftRow transformations [23|. The
modified version allows cyclic left shift of ShiftRow transformation to be symmetrical and varies in
numbers based on row and column. The performance analysis has been recorded from the aspects of
image histogram of encrypted image, information entropy analysis and correlation coefficient of two
adjacent pixels in original and encrypted image [24]. This symmetric image encryption proves that
new modified version of AES exhibits a significant improvement over the original AES. The timing
performance was also measured, the modified AES showed some improvements in encryption time for
various image sizes (pixels) of grey-scale images.

The second technique proposed, an image encryption based on a region basis and selective part of
the image [25,26]. This technique is based on previous work that uses position permutation technique
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and value transformation technique [27]|. Initially, a part of an image is identified and marked for
selective encryption. In this region, there occurs encryption, permutation and construction of the
encryption information that will be used as a header. An implementation of chaotic key algorithm
was applied for both permutation and region encryption. The timing result was recorded by varying
the number of block sizes. This proposal has its advantage, once the segmentation and permutation of
region are completed, the regions are independently encrypted.

A third technique uses a transformation approach where the original image is divided into a num-
ber of blocks [28]. The technique comprises two stages, dividing the image into blocks of fixed size
and shuffling the blocks by applying the matrix transformation, and then applying the bit rotation
algorithm. This study was extended to image encryption using pixel and position manipulation tech-
nique [29] where the pixel is shuffled by block and the row is rearranged in bit-reversed order so that
the position of rows seems manipulated.

All encryption techniques we surveyed have their advantages and disadvantages [30-32]. However,
in the aspect of performance, the correlation between an original image and encrypted image should
be reduced and the entropy increased.

3. Proposed encryption algorithm

This proposed chaos-based image encryption algorithm scheme comprises a few steps in its execution,
where the image initially goes through channel separation, where encryption takes place at an individual
channel with keys generated by chaotic behavior. Each encrypted channel is finally merged before
transmitting to the receiving end.

Step 1: Image Channel Separation. Plain-image goes through a
channel separation process to produce a file for each individual color
channel. The purpose is to segregate the pixels for Red, Green and
Blue Channels. An example of channel separation is shown in Figure 2.

Step 2: Chaos Sequence Key Generation. In this chaos sequence
key generation, we used equation (1) from Rossler system. The pur-
pose application of Rossler system in this encryption is to generate a Original Image
chaos sequence to serve as encryption keys. Figure 3 shows a sequence
of chaos key generation for 4 different color channels. Each column
in the sequence represents Red, Green, Blue and also Alpha channels Fig. 2. Image channel
respectively. separation.

N

Red Channel

o V=

Green Channel

)"

Image Separator

[ rosslersequence bt E3 I

1 h.067662475317391974 —6.7932351343874826 1.020842774913646188 1.01

2 1.13544578387638012 -6.8058188539698392 1.021653119338823267 1.02

= 1.203343708689404219 -6.8177486761322994 1.022433892158506739 1.029999995999999999
Al 1.27134998153515966 -6.8290221757826171 1.023187740277564334 1.040000000000000001
S 1.3394582683516889906 —-6.839636985974086 1.023917116641636239 1.050000000000000003
6 1.4076622495593557 -6.8495907985045541 1.024624296692631303 1.059999999599999998
7 1.47595546965463431 —-6.85B88813644929809 1.02531139340373606 1.070000000000000007
8 1.544331491237797 -6.8675064949349309 1.025980371023347573 1.080000000000000002

2 1.61278382120178898 -6.8754640612382918 1.026633057645171276 1.089999995999999997
10 1.68130592780934851 —-6.8827519957403798 1.027271156710739274 1.10000000000000001
ikt 1.74989124249790706 -6.8893682922074957 1.027896257540684231 1.11

E1S2) 1.81853316158857681 —-6.8953110063178995 1.028509844982142627 1.12

i3 1.88722504790750112 -6.9005782561290898 1.029113308251563663 1.13

ik 1.95596023232709448 -6.9051682225301976 1.029707949044880319 1.14000000000000001
85 1.0247320152340218 -6.9090791496802302 1.030294968980380536 1.14999899999959999
16 1.0935336679301508 —-6.9123093454328357 1.030875576433629762 1.16

17 1.1623584339721502 -6.9148571817482081 1.031450792818379252 1.17000000000000001
18 1.231195953045459004 —-6.916721095092691 1.032021658362491615 1.17999999995999999

i3] 1.3000501492434182 -6.9178995868265991 1.032589137423476036 1.19

20 1.36890345815756803 -6.9183912235807208 1.033154143384205088 1.20000000000000001
21 1.4377526021135414 -6.9181946376219345 1.033717543165742603 1.20999899999939999
22 1.506590704225403 -6.9173085272083377 1.034280161390910988 1.22

Fig. 3. Rosslers’ chaos sequence generation.
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The key provided by this equation will be used

throughout the processes of encryption and decryption.

The encryption will take place pixel-by-pixel for each R,

G, and B channels. Figure 4 shows an illustration where

pixelzy)  the encryption happened. Based on Figure 4, consider x

as the row and y as the column, the encryption occurs

/] in every image channel(z,y) where every single pixel is
. affected in this encryption.

Step 3: Channel Encryption. For this part, we will see

Y how Red, Green, Blue and Alpha channels are affected

by this encryption with Alpha channel taking the value of

x each pixel from original image. Figure 5 shows an example

Fig. 4. Pixels illustration. of encryption for the three separate channels,

Encryption = (RosslerSequenceChannel % 256) % (NextChannel — RosslerSequenceChannel).  (2)

4 )
CHON
\ Red Channel  Green Channel  Blue Channel )

Encrypted Red Encrypted Green Encrypted Blue
\_  Channel Channel Channel )

Fig. 5. Concept for encryption image channels.

The general encryption formula used is shown in equation (2). This encryption requires variables
from the Rossler Sequence and pixel values from each channel. We expand the equation for each
channel into the following:

EncryptedRedChannel = (RosslerSeqRedChannel * 256)
* (GreenChannel — RosslerSeqRedChannel),
EncryptedGreenChannel = (RosslerSeqGreenChannel * 256)
* (RedChannel — RosslerSeqGreenChannel),
EncryptedBlueChannel = (RosslerSeqBlueChannel * 256)
* (AlphaChannel — RosslerSeqBlueChannel),
EncryptedAlphaChannel = (RosslerSeqAlphaChannel * 256)
* (BlueChannel — RosslerSeqAlphaChannel).

Let us use the pixel value at (1,1) from Figure 6 and apply in detailed formula presented in equa-
tion (3).

By using the data from the first line of Rosslers’ Chaos Sequence Generation shown in Figure 3
and the channel values taken from Figure 6, we come to the following values,

EncryptedRedChannel: (1.0676625 * 256) % (137 — 1.0676625) = 36855,
EncryptedGreenChannel: (—6.7932353 * 256) x (226 — (—6.7932353)) = —403448,

EncryptedBlueChannel: (1.0208428 x 256) * (125 — 1.0208428) = 66033,
EncryptedAlphaChannel: (1.01 % 256) * (255 — 1.01) = 31734.

This process takes place for every single pixel for each channel in the image, where the performance
of encryption depends on how much pixel is being processed in order to encrypt the image.
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RGBA(226,137,125,255)

Fig. 6. Pixel (1, 1) representation for Lena.png.

Step 4: Image Channel Merger. After each pixel has been encrypted, the encrypted image for each
channel will look like Figure 7. Then all three image channels will be merged together to create an
encrypted image in a complete RGB Channels as shown in Figure 7.

T —

RGB Channels

—
-
—_————————————
—

e ]

Green Channel Blue Channel

Fig.7. Lena.png after encryption in 3 different channels.

Step 5: Cipher-Image and Key Distribution. As

the process for Image Channels Merger is completed, — . Q
the user will obtain two files, the encrypted images = B aoiebasad ===
and the key. These two are compulsory in order to de- Cryptosystem =

crypt the encrypted image by the receiver. Figure 8
illustrated a general understanding of the encryption
process.

Fig. 8. Overview for cipher-image and key distri-
bution.

4. Proposed decryption algorithm

Decryption is a reverse process in order to acquire the original image from an encrypted image using
the key that has been distributed. Since this cryptosystem is based on symmetric key encryption,
the encrypted image can only be decrypted using the key as used for encryption. The steps required
in the decryption process are, acquiring the encrypted image accompanied with the key that has
been distributed, image channel separation, reverse channel encryption, and image channel merging to
recover the original image.
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\ T_E Chaotic-based
Cryptosystem

Encrypted Red
Channel
- — Image Channel
Separator
Encrypted Green /

Channel

Encrypted Blue
Channel

Fig.9. Operation for input cipher-image,
key and image channel separation.

Decryption = EncryptedNextChannel/(RosslerSequenceNextChannel x 256)

Step 1: Input Cipher-image, Key and Image
Channel Separation. The first step shown in
Figure 9 is about collecting encrypted images,
and a symmetric key accompanied with. The
validation process takes a turn where a header
from the key will recognize their encrypted im-
age. After that, the image channel separation
process will be executed before the decryption
algorithm is executed.

Step 2: Reverse Channel Encryption. Equa-
tion (5) shows the reverse encryption (decryp-
tion) calculation where the calculation can re-
trieve the original pixel that has been encrypted
using equation (2),

()

+ RosslerSequenceNextChannel.

This decryption requires variables from the Rossler Sequence and encrypted pixel values from each
channel. We expand the equation for each channel into the following:

DecryptedRed = EncryptedGreen/(RosslerSeqGreen x 256) 4+ RosslerSeqGreen,

DecryptedGreen = EncryptedRed/(RosslerSeqRed * 256) + RosslerSeqRed,

(6)

DecryptedBlue = Encrypted Alpha/(RosslerSeqAlpha * 256) + RosslerSeqAlpha,
DecryptedAlpha = EncryptedBlue/(RosslerSeqBlue * 256) + RosslerSeqBlue.

A further calculation that uses variables from encrypted channel values produces the following,

DecryptedRedChannel: — 403448 /(—6.7932353 * 256) + (—6.7932353),

DecryptedGreenChannel : 36855/(1.0676625 * 256) + (1.0676625),

(7)

DecryptedBlueChannel: 31734/(1.01  256) + (1.01),
Decrypted AlphaChannel: 66033/(1.0208428 * 256) + (1.0208428).

When the decryption process is done for all channels, it produces 3 images in 3 different channels.

Red Channel Green Channel ~ Blue Channel

[ Image Channel Merger ]

o

Original Image

Fig.10. Operation for Image Channel Merger.

Y‘ .

RGB Channel Red Channel

Green Channel Blue Channel

Fig.11. Lena.png after Decryption in 3 Different
Channels.

Step 3: Image Channel Merger and Plain-image. From the decryption process, the 3 channels are
merged to create a single plain image which must be identical to the original image. The idea is to
produce a plain image with RGB channels merged as shown in Figure 10.

Back to the decryption performed on Lena.png, Figure 11 shows the outcome of the decryption
process. After individual channels have been merged, it produces the Lena.png in RGB channels intact
together as a plain image.
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5. Image analysis for encrypted image

This section discusses the two types of image analysis, image channel analysis and image histogram
analysis.

5.1. Image channel analysis

In this analysis, the purpose is to observe how much the encryption process affects the pixel formation
for each channel. The image to be analyzed is the encrypted image shown in Figure 12. The image
channel analysis is performed in the ImageJ application. The result of the image analysis is shown in
Figure 13. This analysis proved that every single encryption that occurred in the channels does not
have any correlation between each pixel in different channels.

Color Channel Green Channel Blue Channel

Fig.12. Encrypted Image of Lena.png. Fig.13. Encrypted Channels of Lena.png.

5.2. Image histogram analysis

Image histogram analysis is the practice of studying and analyzing the context of the image via pixel
density value. The pixel density is measured by the tonal value from 0 to 255 and how frequently
does it occurs in the image. The purpose is to show that the Histogram for the original image and the
encrypted image do not match in terms of pixel density and tonal value frequency. Figures 14 and 15
show the histogram analysis of the grayscale version of Lena.png for the original image and encrypted
image respectively.

8000 1 18000

7000 16000

6000 14000

12000
5000
10000
4000
8000

3000

6000

2000 4000

1000 2000

0 0

0 50 100 150 200 250

0 50 100 150 200 250
Fig.14. Original Image — Grayscale Histogram Fig.15. Encrypted Image — Grayscale Histogram
Analysis. Analysis.

It is observable that there are no major similarities found in both histograms. Moreover, image
histogram analysis for RGB channels is also performed. Figures 16 and 17 show the histogram for
RGB channels for the original image and the encrypted image, respectively.

Mathematical Modeling and Computing, Vol. 11, No. 3, pp.883-892 (2024)



890 Mamat A. R., Mohamed M. A., Abidin A. F. A., Mohamed R. R., Sambas A., Rusyn V., et al.

4500 6 x 0t
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Fig.16. Original Image — RGB Channels Fig.17. Encrypted Image — RGB Channels

Histogram Analysis. Histogram Analysis.

6. Conclusion

This research focuses on the study of image encryption using a chaotic-based cryptosystem to ensure

the

confidentiality of the image is retained. We implemented the Rossler Equation where we use the

Rossler Sequence to generate numbers to be used as variables to encrypt each color channel of an
image. The result reveals the contribution of this paper.
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Mamar A. P.1, Moxamen M. A1, A6inin A. ®@. A.', Moxamex P. P.2,
Cambac A.53, Pycun B.4, Jlicaiuykx A. €.5, Mapkosuu B. M.5
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YV miit pobOTi IpenCTaBIEHO IOC/IXKEHHST 3allPOTIOHOBAHOIO IIPOEKTY, IO Iependadae
mudpyBaHHs 300parKeHb 32 JOTIOMOI0I0 Xa0TUIHOT KPUIITOCUCTEMH. MeTa moJjIsrae B TOMYy,
11106 CTBOPUTH CepeIoBHUIIe MHudpyBAHHS 300paskKeHb 3 J0/IaTKOBUMU (DYHKIISIMHI, OTPUMa-
HuMHE 3 Teopil xaocy. Lst KpunrocucreMa 3acTOCOBY€E €JIeMEHT HEBU3HATEHOCTI Ta Ty TJIUBO-
cri 10 mouaTkoBux ymoB. [lludpyBaHHs BUKOPUCTOBYE CUMETPUIHUI KJIIOY; T€HEPYBAHHS
KJIT049a 6a3yeThesd HA XAOTUIHIN KapTi — HeJIHIWHIA MaTeMaTudHiil DyHKII, sTKa BUSABJISE
HEBU3HAYEHICTH 1 BUITAIKOBICTh Ha OCHOBI MOYATKOBUX 3HAYEHb. By/b-ska 3MiHa MOvYaT-
KOBHUX yMOB BILIUBa€ Ha pe3ysibraTr GyHKIl. Kpim Toro, e mudpyBaHHs cCpsiMOBaHe Ha
CTBODEHHs 0€3IEYHOI'0 CePEeIOBUINA /It 0OMiHy 300parKeHHIMU Yepe3 3arajbHOJOCTYIIHY
MepexKy, OCKUIBKHU 300pakeHHs ab0 TEeKCTOBI IJaHI MOXKYTb OyTH mepexoruieHi abo -
CJIyXaHi HeaBTOPU30BAHUMU KoprucTyBadaMmu. [IopiBHSIHHS Ha OCHOBI aHAJI3y TicTorpamMu
300pasKeHHs, 3MiHN MMKCEJIB MiK BUXiTHUM i 3ammndpoBannM 300pakKeHHIMH, 8 TAKOXK PO-
3paxyHKiB mudpyBaHHd Ta AemudpyBaHH:A OyJI0 BUKOHAHO, JeMOHCTPYIOUH, IO 3BUYaiHe
300pazKeHHs BiIPi3HAETHCA Bif 3amundpoBAHOTO 300paKeHHs.

Knrouosi cnoBa: meopisn xaocy; cucmema Poceaepa; raomuvna xpunmocucmema; wug-
pysannsa 306pasicernv; RGB.
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