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B crarTi mocmimkeHO OCHOBHI aJITOPHUTMU MOHITOPHHTY SKOCTI Tpadiky B CHCTEMaxX MacOBOTO
obcimyroByBanHs (CMO), ski chpsMoBaHi Ha 3a0e3lEYeHHS CTAaOUTBHOTO Ta €(eKTHBHOTO
(YHKI[IOHYBaHHSI CUCTEM PI3HOTO THITY, TAKUX SIK TEJIEKOMYHIKaliliHI Mepexi, IHTepHEeT-CepBicH,
TPAHCIOPTHI cucTeMu Tomro. [IpoaHai3oBaHO OCHOBHI aCIEKTH MOHITOPHHIY, Taki K OI[iHKa
MIPOIYCKHOI 3MaTHOCTi, 3aTPUMKH Ta BTPATH IIAaKETiB, SKi BIUTUBAIOTh Ha SKICTH OOpOOIICHHS
KopucTyBaipkux nanux (QoS). BuzHaueHO OCOOSMBOCTI Pi3HUX MIAXO/IB A0 BH3HAYCHHS SKOCTI
00CITyroByBaHHs, 3aJIe)KHO Bii 0co0nuBocTi po6otn CMO. MOHITOPHUHT SIKOCTi 00CIYrOBYBaHHS €
HEOOXiTHUM KOMIIOHEHTOM YIPaBIiHHSA CKIaJHUMH CHCTEMaMH, IO IO3BOJsIE 3a0e3ledyBaTh
SIKICTh OOCITYyTOBYBaHHS I KOPHUCTYBadiB Ha HaJIC)KHOMY piBHI. BUKOpHCTaHHS pi3HUX METOJIB
MOHITOPUHTY, SIK aKTUBHHX, TaK 1 IACHBHUX, JO03BOJISIE €(QEKTUBHO KOHTPOJIOBATH SIKICTh
oOciryroByBaHHs, 110 crpusie edekTHBHIA poOoTi MepexeBHX cepBiciB. OnHUM 3 e(heKTHBHUX
IHCTpYMEHTIB U1 akKTHBHOTO (QOS MOHITOPHHTY € BUMIpPIOBaHHS MapaMeTPiB SKOCTI IUIIXOM
reHepyBaHHs TECTOBUX MAaKETiB 3 MOAANBIINM aHaIi30M iX TPOXOPKEHHS uepe3 Mepexy. B poboTi
nocmimpreno anmroputm TWAMP (Two-Way Active Measurement Protocol), sikuii 103BOJISIE
TOYHIIIIE BHUMIpPIOBaTH 3aTPUMKH Ta BTPATH IIAKETiB B CHCTEMax MacoOBOTO OOCIyroBYBaHHS.
3anpornoHoBaHo MoAH(DIKOBaHWH anroput™M MoHiTOprHTY QoS Ha ocHOBi TWAMP, mo moenHye
riOpuAHUI  MiOXiZ, aJanTHBHE HAJIAIITYBAHHS, IHTEJEKTyalbHEe BUSBICHHS aHOMAaliil Ta
MPOTHO3YBaHHS I 3a0e3nedeHHs Oinbll e(eKTUBHOTO 1 TOYHOTO MOHITOPHUHTY MEpPEexi.
[IpoBeneHo  eKcllepUMEHTAIbHE JOCH/KEHHs, pe3ylbTaTh SKOTO JIE€MOHCTPYIOTh, IO
3alpONOHOBAHMI alrOPUTM JIO3BOJISIE TIOKPAIUTH SIKICTh OOCIYroBYBaHHsS KOPHCTYBAuiB,
MIBHUIIYOYH TOYHICTh BUSIBICHHs aHOMaiid B poooti CMO Ha 10-15%. Takox mosudikoBaHuii
anroput™ 3abesneuye Mmenmry Ha 40% iMoBipHiCTH 300iB B pOOOTI CHCTEM MacoBOTO
0o0CITyroByBaHHS, TAaKUM YHWHOM IIiJBHIIYIOYM 3arajbHy iX NPOXYKTHBHICT. Ha ocHOBI
MPOBEJCHUX JIOCHI/PKEHb 3pO0JIEHO BHCHOBKM MPO MEpEeBard 3amnporoHOBAHOTO alrOPHUTMY
MoHiTOpuHry Ha ocHOBI TWAMP s BupilIeHHs 3a1a4 BU3HAUeHHS aHoMaiii B poboti CMO,
3MEHIIEeHHS IMOBIpHOCTI 300iB Ta BiIMOB y 1X ()yHKIIOHYBaHHi. Bu3HaueHo, 1110 3a11pooHOBaHUH
MiAXIA € aKTyaJbHUM JUISI BUKOPHCTAaHHA B CYy9acHUX iH(OpPMAIiifHO-KOMYHIKaiHHUX CHCTEMax
PI3HOTO THITY ISl MiABUILEHHS SIKOCTI 00CIIyrOByBaHHS KOPHCTYBaUiB.

KarouoBi ciioBa: cucmemu macosoeo obcnyzosysanns, ancopummu monimopuney, QoS, TWAMP

VIK: 004.7

1. Beryn

Cyuacai CMO, Taki Sk TeJeKOMYHIKalliiHI Mepexi, [HTepHeT-cepBicH Ta TPaHCIIOPTHI CUCTEMH,
MOBWHHI TPAIfOBaTH CTa0UIbHO Ta e()eKTUBHO, JUIA TOTO MO0 3a0e3MeYnTH BUCOKHHA PIBEHb IOCITYT
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KopucTtyBauaM. OCHOBHHMH acIeKTaMH, SKi BIUTUBAIOTh Ha SKICTh OOpOOKHM [TaHUX KOPHUCTYBAdiB, €
MPOMYCKHA 3/IaTHICTh, 3aTPUMKa TIPH IMepelaBaHHi, IMOBIPHICTh BTPATH MAKETiB TOMIO. MOHITOPHHT X
napaMeTpiB € Ba)KJIMBOIO YaCTHHON YIPABIIHHS CKJIAIHUMH CHCTEMaMH, SIKa J03BOJISIE MiATPUMYBAaTH
HAJIeXKHUI pPIBEHb OOCIYyTOBYBAaHHS KOPHCTYBadiB. 3a JOMOMOTOIO0 PI3HHX METOAIB MOHITOPHHTY, SIK
aKTUBHUX, TaK 1 MACHBHUX, 3Ha4YeHHSI QOS MOXHAa KOHTPOIIOBATH, TAKAM YHHOM 3a0e3MedyBaTH HaAiliHy
po0OTy pi3HHX MepexeBHX ciyk0. EdexkTHBHUM IHCTpyMEHTOM /Jisi aKTUBHOTO MOHITOpHHTY QoS €
BUMIPIOBAaHHS TMapaMeTpiB SKOCTI 3a JOMOMOTOI0 TECTOBMX TAKEeTiB Ta IMOAANBIIOTO aHami3y IX
MPOXOJDKEHHST Yepe3 Mepexy. Y craTTi mochimkyerscsi anroputMm TWAMP, skwif m03BOIsIE TOYHO
BHMIPIOBATH 3aTPUMKH Ta BTpaTH MakeTiB y Beaukux CMO.

Kpim mpoBeneHoro ananmizy iCHYIOYHX METOAIB MOHITOPHHIY SIKOCTI OOCIyroByBaHHS, y CTaTTi
TaKOK MPOIOHYETHCSI BIOCKOHAJCHUI ainroputMm Ha ocHoBi TWAMP, sxuil nepenbauae BUKOPUCTAHHS
riOpuogHUX  METOAIB, IHTENEKTyalbHE BHSBJICHHS Ta NpPOrHO3yBaHHs aHomanmiid. [Iposeneni
eKCIEpUMEHTANIBHI JTOCIIHDKEHHS IEMOHCTPYIOTh, IO 3alpONOHOBAHUI aJrOPUTM JI03BOJISIE 3a0€3MEUNTH
e(eKTHBHILINNA Ta TOYHIIIMA MOHITOPHHT, MiJBUIIUTH SKICTh 0OCIYrOBYBaHHsS KOPHCTYBadiB, 3MEHIIUTH
KUTBKICTh 300iB Ta BiAMOB, MMiABUIIIUTH 3arajbHy MpoaykTuBHicTE CMO [1-5].

2. A”aui3 npo0JieM Ta NOCTAHOBKA 3a/1a4i J0C/IiIKeHb

MownitopuHr skocTi 00cinyropyBanHs B CMO € BaXJIMBUM 3aBJaHHSAM JIJIsl 3a0€3MCUeHHs HaIiHHOT
Ta eeKTUBHOI poOOTH iX MepexeBux ciyx0. [Ipore icHye psim mpobiem, siKi yCKIAIHIOIOTh [IeH Mmporiec.
[IpoGireMy MOHITOPUHTY SIKOCTi OOCITyTOBYBaHHS:

1. Bucoka cKIaAHICTh CTPYKTypH Mepexi, ockinbku cydacHi CMO ckmamarotbes 3 0Oaratbox
B3a€MOJIIFOUYMX KOMITOHEHTIB, SIKi 30UTBIIYIOTH CKJIAIHICTh MPOIECiB 300py Ta aHANi3y JaHUX MPO SKIiCTh
00CITyroByBaHHS.

2. luaamivHi 3MiHU B MepexxeBoMy Tpadiky, HapuKIaa Taki SK MIKOBE HaBaHTXKEHHS a0o0 3MiHA
TOMOJIOT], MOXYTh HETaTHMBHO BIUIMHYTM HA TIOKa3HUKH $KOCTI OOCIYrOoByBaHHS Ta TOYHICTb
BHMIPIOBaHHS ITapaMeTpiB.

3. HecymicHicTh Mi>XK METOJJaMH aKTUBHOTO 1 TAaCHBHOTO MOHITOPHHTY, OCKiIBKH aKTUBHI METOJU
(marmpuxnax TWAMP) npoBogsTh reHepanito 10JaTKOBUX BUMIPIOBAIBHUX JAHUX, AKi MOXKYTh BIUTHHYTH
Ha HAaBaHTAaXEHHS B Mepexi. [lacuBHI MeToaM MpoCTO aHaNi3yIOTh MOTOYHUI TpadikK, IPOTE LBOTO MOXE
OyTH HEIOCTAaTHBO JUIA TOYHOTO MOHITOPHHTY QOS.

4. CxyiagHolli TpH BHABJICHHI aHOMaJiii B MEpEXEBOMY HABAHTA)XKEHHI, SKi BUHHKAIOTh dYepe3
Oarato (pakTOpiB BIUIMBY Ha SIKICTh OOCITyTOBYBaHHS, BKIFOYAIOUH HECIIO/[iBaHI MOIi1 Ta 3MiHU TapaMeTpiB
BiJl 4acy.

5. Henocratns 3naTtHicTh nependadatu npodnemu B CMO Ta aBTOMaTHYHO aJanTyBaTUCS 10 HOBUX
YMOB JIs 3arto0iraHHs 3005M.

MerToro gocHiIKeHHs € po3po0Ka Ta BIIPOBAKEHHS BIOCKOHAJICHOT'O aJlTOPUTMY MOHITOpUHTY Q0S
Ha ocHOBI TWAMP, sikuii 103BOJIsIE BpaxOBYBaTH PO3TIISTHYTI BHILE MPOOJIEMH, a TAKOX 3a0e31euyBaTHMe
edexTrBHUN Ta TouHMH MOHiITOpUHT B CMO. [l nocsTHEHHs MOCTaBiIeHOi METH HEOOX1IHO BHPIIIUTH
HACTYIIHI 3aBJaHHS:

1. AHaii3 iCHyFOUMX METOJ[IB MOHITOPHHTY SIKOCTI ITOCITYT, IOCIIJDKCHHS TMepeBar Ta HEIOJIKiB
AKTUBHUX 1 MACUBHUX IIAXOJIIB JO MOHITOPHHIY.

2. ToenHaHHS aKTHUBHOTO 1 TTACHBHOT'O MOHITOPWHTY JUIsSi OTPUMaHHS KPalloro pO3yMIHHS CTaHy
MEpPEXKi Ta MapaMmeTpiB IKOCTI 00CTyrOByBaHHS.

3. Po3poOieHHsT aJanTHBHOTO alrOpUTMy MOHITOPHHTY, SIKWMH mependadae 3MiHHY YacTOTY
CKaHyBaHHS Ha OCHOBI mmoTo4Horo crany CMO.

4. TatenexryanpHe BHSBICHHS Ae(EKTiB, 30KpeMa, BUKOPUCTOBYIOUM MAalIMHHE HaBYaHHS, JUIS
aHaJi3y 310paHuX JaHUX Ta TOUHOTO BHSIBJICHHS aHOMATiH.

Information and communication technologies, electronic engineering, Vol. 4, No. 2, pp. 103-112 (2024)



Jlocniooicenns inmenekmyanibHo20 an2opummy MOHIMOPUHEY AKOCHII ... 105

5. BuxopucTaHHS TIPOTHOCTHYHHUX MOJIEIEH I TepemdadeHHs] IOTEHINIHHUX MmpooieM i
ABTOMATUYHOTO KOPWUTYBAHHS HAJAIITyBaHb MEpPEeXi 3 METOI0 IependadeHHs Ta 3amoOiraHHg 300iB y ii
poOOTI.

6. JlocmimKeHHs Ta OLiHKAa €(PEKTUBHOCTI Ha OCHOBI IIPOBEACHHUX €KCIIEPUMEHTAIBHHX TOCIIIKEHb
JUTST OLIHKH €(EeKTHBHOCTI BUKOPHCTaHHS 3alpornoHoBaHoro anroputMy B CMO 1 mopiBHSHHS #oro 3
ICHYFOUNMH METOIaMHU.

Bupimenns mux mpo0ieM AONmOMOXKe po3poOuTH eQeKTHBHI IHCTpYMEHTH MOHITOpHHTY QoS s
3a0e3meyeHHs] BUCOKOSKICHUX MOCHYT [Tt KopucTyBadiB B CMO, a Tako MigBUIIEHHS CTabiTFHOCTI Ta
e(peKTUBHOCTI HaJaHHS MEepexeBux mocyr [6,7].

3. OcHOBHi NOHATTA IHTEJEKTyaJbHUX AJTOPUTMIB MOHiTOpHHTY B CMO

[HTeNeKkTya bHI AITOPUTMH MOHITOPHUHTY BiJirparoTh BaXKIHMBY pPOJIb Yy 3a0e3nedeHHi SKOCTi
obciyroyBannss CMO. Lle 1o3Bosisie aBTOMaTH30BYBaTH MpOIiecH 300py, aHaJli3y Ta iHTEpIIpeTalii JaHuX,
SIKI € KpUTUYHO BRYKIIMBUMU JUIS ITIITPUMKH CTa01IBHOT Ta €PEKTUBHOI poOOTH CEpBICIiB. Y IIbOMY pO3AiJi
PO3TIISIHEMO OCHOBHI OCOOJIMBOCTI 1HTENEKTYaJIbHHUX AITOPHUTMIB MOHITOPUHTY.

IHTeNnekTyanabHI aNrOPUTMH BHKOPUCTOBYIOTH MeToau mTy4Horo intenekty (ILI) ta mammuHOTO
HaBuaHHst (MH) 11 aBTOMaTHYHOTO aHai3y MEPEKEeBUX JaHUX:

- MH o3Havae anropuTMmH, SIKi MOXKYTh BHBYaTH HasBHI JlaHi Ta MOTIM POOUTH TPOTHO3U abo
npuiiMaTé pimeHas. Y koHTekcTi MoHiTopuHTy Q0S B CMO MH MoOXHa BHKOPHUCTOBYBATH K IS
BUSIBIICHHS] aHOMANiil Ta MPOTHO3yBaHHSA Tpadiky, Tak 1 IJIT aBTOMATHYHOI ONTHMi3allil MEpexeBUX
HaJIAIITyBaHb.

- III iHTeNeKT € 3aralbHUM TEPMIHOM Ta BH3HAYa€ TEXHOJOTII, SKi IMITYIOTh 3[aTHICTH JIFOJUHU
BupimryBatu npobnemu. Il Brirodae mifcucTeMu IS aHami3y BENHKHX OOCATIB JMAHMX Ta MIBHUAKOTO
MPUAHSATTS PIillIeHb Ha X OCHOBI.

Cnocobou monimopuney Q0S

OcHOBHI MeTOAM iHTEIEKTyaabHOro MOHITOpUHTY QoS B CMO MokHa kiacu(ikyBaTh HaCTYIHUM
YUHOM:

- AKTUBHHUI MOHITOPUHT, SIKUH Hiepeidayae CTBOPEHHS TECTOBHUX IAKETiB Ta aHaJi3 iX mepenaBaHHs
yepe3 Mepexy. Taki adropuTtMu MOXKYTh Tako BHKopucToByBaTtu TexHosorii Il s amanTuBHOTO
HaJIAIITYBaHHs [TapaMEeTPiB CKAHyBaHHS BiIMOBITHO /10 CTaHy CUCTEMHU.

- [lacuBHMIT MOHITOPHHT, 32 JONOMOTOIO SIKOTO HMPOBOAMTHCS 30ip Ta aHali3 pealbHUX NaHUX 0e3
CTBOPEHHSI JOJATKOBOI'O HABAaHTAXEHHS Ha MeEpexXy. BHUKOPUCTOBYIOTbCA pi3HI I1HTENEKTYyajbHi
NTOPUTMH TS aHANI3Y JaHUX, IO BUSBJISAIOTH TIEBHI 3aKOHOMIPHOCTI Ta aHOMAUTI].

Memoou susenenus anomanii

BusBneHHs1 aHOMaii € OHUM 13 OCHOBHHUX 3aBJaHb 1HTEJIEKTYaIbHUX aJTOPUTMIB MOHITOPHHTY B
CMO. 3okpema, aHoMajii MOXYyTb BKa3yBaTH Ha HasBHI mpobiemMu B pPoOOTI Mepexi, Taki SK
nepeBaHTaXeHHs, 3001 MPUCTPOiB Ta MepekeBi aTaku. OCHOBHI METOAX BUSBIICHHS aHOMAITii:

- Knacuoikamis, mo o3Haua€ BWU3HAYEHHS PI3HUX THUIB MEPEXeBOro Tpadiky Ta BHUSIBICHHS
BIJIXHJICHb BiJl BCTAHOBJICHHUX TTapaMeTpiB.

- Kinacrepuzariis, mo nepepdadae rpynyBaHHS CXOXKHX 32 MIEBHOKO O3HAKOIO JIAHWX JUIsI BUSIBIICHHS
BIJIXHJICHb, SIK1 CKJIAJHO BUSIBUTH ITPH aHaI31 TUILKHA OJHOTO IapaMeTpa.

- AHaJti3 4acoBUX PSIIB - JOCHIHKEHHS 3MiH rmapamerpiB QOS mpoTsAroM mpoMixKKy 4acy IUisl TOTO,
11100 BU3HAYMTH 3arajbHi TEHACHIIIT Ta aHOMAJIbHI BIAXUJICHHS BiJl HOPMHU.

Ilepeobauenns Ha ocHOBI ananizy OaHux

[IporHo3yBaHHs 103BOJISIE NIepeA0aYnuTH MalOyTHIN cTaH 1 nmoTeHmiiHi npobdieMun CMO Ha OCHOBI
aHaJi3y BEMKHUX JaHuX. [0 OCHOBHHX METOJIIB IPOTHO3YBaHHS BiJJHOCSTHCS:

- Perpecitinuii anais, 1110 BAKOPUCTOBYE HAsBHI JaHi ISl MOZCIIOBAHHS 3aJI€KHOCTEH MK PI3HUMH
mapamMeTpaMH SKOCTi 00CITyTOByBaHHS.
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- Heiiponni Mepexi, SiKi BUKOPHUCTOBYIOTh CKJIQJHI MOJIEINI JIJIsl BUBYEHHSI HENIIHIHHUX 3aJIeKHOCTEH
MIX JJaHUMH 1 TIPOTHO3YBaHHS 3MiH.

AoanmugHuil aneopumm MOHIMOPUHEY

AZanTHBHI aNrOpUTMH aBTOMATUYHO 3MIHIOIOTH CBOI NapaMeTpy Ta HAJAIUTYBAaHHS Ha OCHOBI
MOTOYHHX YMOB Mepexi, 3a0e3rmedylodr OnTHMaibHi 3HadeHHS QO0S. ANTOpUTMH I1HTENEKTYyalbHOTO
MOHITOPHHTY TIOBHHHI OyTH IHTErpoBaHI 3 ICHYIOUMMH CHCTEMaMH KEpyBaHHS MEpEeXer Ta MaTH
MOJIMBICTh MacmTaOyBaHHS 1711 OOpPOOKM BENHMKHX OOCATIB JaHWX y PEXHMI pPEalbHOTO dacy, IO
BKJIIOYAE:

- Inrepeiic nmpuknannoro nmporpamyBanns (API) anms inTerpamii 3 iHITUME CHCTEMaMH.

- Posmopineni oOuucieHHs, SKi mependadaroTh BUKOPHCTAaHHS KJIACTEPIB CEpBEPIB JUIsl 0OpOOKH
JAHWUX Y BEJIMKHUX CHCTEMax.

- XMapHi TeXHOJOril 3a0e3MeuyoTh MaclITabOBaHICTh Ta THYYKICTH IS MOHITOPHUHTY BEITHKHX
posnoainenux CMO [8-10].

InrenekryanpHuil anroput™M MoHiTOpuHTY B CMO € TOTY)KHUM iHCTPYMEHTOM JUIsl 3a0e3redeHHs
BUCOKO1 sIKocTi mociyr. lle mae 3Mory aBTOMaTu3yBaTH aHalli3 JaHHUX, BUSBISATH Ta MPOTHO3YBATH
aHoMalii, a TAaKOX ajanTyBaTHCA IO MIHIMBUX MpOlEciB poOoTH, m00 3a0e3neduTH CTaOiIbHICTh Ta
e(eKTHBHICTh MEpPEKEeBHX CIyk0. BrmpoBamkeHHs Takux anroput™miB y podotry CMO momomarae
MiABUIINTY 1X HAAIHICTh Ta MPOJYKTUBHICTD, 0 € KPUTHYHO BAXKJIUBUM Y 17151 €(EKTUBHOTO 0OpOOICHHS
JaHux kopucTyBadiB. OcHoBHI kKomnoHeHTH CMO 300pakeHi Ha puc.l.

BXigHWi NoTiK 3aABOK
(KnieHTiB):

* XapaKTepucTuka NnoToKy BuXigHWi noTik:

*  3aKoHu posnoiny +  XapaKTepucTuKa

BUXiJHOTO NOTOKY

Yepra (6ydep):
*  €MHicTb Yepru
* [oniTnKa yeprn

Pexxum pobotu cucremu:

¢ MocTiliHKit a6o sMiHHWIA
pexxum po6oTtn

* Yacosi iHTepBanu

CepBicHMI MexaHi3m (KaHanu

obcnyroByBaHHA):

* KinbkicTb KaHanis

*  lUBMAKICTL
obcnyrosyeaHHA

MeTpMKHM Ta NOKa3sHUKK
edeKTUBHOCTI:

*  Yac ouikyBaHHS

*  Yac obcnyrosyeaHHA

¢ IMOBipHicTb BigMOBHU
MoniTnka o6cnyroeysaHHa: +  3aBaHTaKeHicTb cucTemMu
* T[pioputetn

* BnoKyBaHHA i BigmoBu

Puc.l. Ocnosni komnonenmu CMO.

lNopuanuii miaxing a0 MoHiTOopuHry QOS moeaHye B OOl aKTHBHI Ta IACHBHI METOIU IS
3a0e3neueHHs OUTBIN ITOBHOTO Ta TOYHOTO YSBICHHS PO CTaH Mepeki. KOMIOHEHTH riOpuaHOTro MmiIxomy:

1. AKTHBHUII MOHITOPHMHI HA OCHOBI TeHEpPYBaHHsS TECTOBHX IIaKETIB Ta BHMIPIB, NUISIXOM
HAJICWIIaHHSI CTICIialbHO BiOPMATOBAHUX MAKETIiB Yepe3 Mepexy. Takoxk mependadaeThesi aHali3 300iB
Ta BTpaT, OL[IHKA Yacy Iepenadi TECTOBOrO MaKeTa Ta KUIBKOCTI BTPA4yeHUX IIaKeTiB, 1100 BU3HAYUTH
SKICTB 3’ €JHAHHS.

2. [TacuBHUIT MOHITOPHHT riepedavae 30ip JaHUX B PeaTbHOMY Yaci 3 MepEeKeBUX MPUCTPOIB (TaKKUX
AK KOMyTaropu a00 MapHIpyTH3aToOpH), W00 OLIHWUTH IOTOYHMUH CTaH MepexXi, HE CTBOPIOIOYH
JOJATKOBOTO HABAHTA)KEHHS.

[lepeBaru riOpuaHUX METOMIB:

1. KoMIulekcHUI aHaili3, OCKUJIBKH IMOEAHAHHS aKTHBHHUX 1 NACHBHHUX METOIB Ja€ OlJIbLI IIOBHE
po3yminHs napameTpiB podotu CMO.
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2. 3MEHIIECHHS] HABaHTa)KCHHS, OCKUJIBKM MO)XHA BHKOPHCTOBYBAaTH AKTUBHHHM MOHITOPHHI JIMIIE
TOJIi, KOJIX HEOOX1IHO 3MEHILIUTH A0AaTKOBE HABAHTAKEHHS HA MEPEXKY.

3. [ligBuIeHHS] TOYHOCTI BUSIBICHHS NIPOOJIeM, IHTEIEKTyalbHI allTOPUTMH MOXKYTh CITiBBITHOCHTH
aKTHBHI Ta MaCHUBHI JaHI MOHITOPUHTY JJIsl O1JIBIII TOYHOTO BUSBIICHHS aHOMAJTiH.

Busenennsa anomaniii

[HTENeKTYyanpHI anrOpUTMHU BHSBIEHHS aHOMAalid BHUKOpHUCTOBYIOTh TexHoiorii MH rta LI mms
aHamizy MepexeBux JaHnx. OCHOBHI METOU BKIIOYAIOTh:

1. HaBuaHHs 3 BuMTeneM, 110 Nependadyae BUKOPUCTAHHS JAaHUX 3 MITKaMH Ul HaBYaHHA MOJEII,
sKa MOKE 1IeHTH(IKyBaTH BIAMOBITHI Ta HEBIAMOBIIHI 3pa3Kku. TakoK BUKOPUCTOBYIOTH TaKi aJTOPUTMH,
JK JiepeBa pillleHb i HEHPOHHI Mepexi Al TouHimoi kmacudikamii Tpadiky. HaBuaHus i3 BunTenem
nepeadadae TPEHYBaHHs B JAWHAMIYHMX YMOBaxX 3i 3BOPOTHIM 3B’SI3KOM, KOJHM CHCTEMa OTPHUMYE
BUHAropoy 3a MpaBUJIbHY MTOBEIIHKY.

2. HaBuanns 0e3 BUMWTENsl O3HAYa€ BUSBICHHS HEBIJOMUX aHOMAaJili Ha OCHOBI BHUKOPHCTaHHS
METO/IB KJIacTepH3allii Ta 3MEHIICHHs pO3MipHOCTi. 3aCTOCOBYIOTh TaKi aJITOPUTMH, SIK K-cepeaiHe 1 MeTox
TOJIOBHMX KOMIIOHEHT, 11100 KJIaCTePU3yBaTH MOI0HI JIaHi Ta BUSBUTH BIAMIHHOCTI.

IIpocno3ysanns ma adoanmayis

[IporHo3yBanHs MalWOyTHIX YMOB Mepexi Ta ajamnTamis A0 3MiH € KIIOYOBUMH acleKTaMH
IHTENeKTyaIbHUX aJlTOPUTMIB MOHITOPHHTY. J{JIsl IIbOr0 BUKOPHUCTOBYIOTB:

1. MeTou JiHIAHOT Ta MOIHOMIaJIEHOT perpeciit uisi MporHo3yBaHHs 3MiH y napameTpax QoS.

2. Metoau aHami3y 4acoBHX psiIiB, 1100 mepeadaunuTn MailOyTHI 3Ha4eHHS MapaMeTpiB Ha OCHOBI
310paHKX JaHuX.

3. CraTuCTHYHI MOJIEI JJIs OLIIHKK WMOBIPHOCTI MMOJIi HA OCHOBI MOTOYHUX JIaHUX.

Aparntaitisi METO/IiB MOHITOPHHTY MOXK€ BiZI0OyBaTHCSI HACTYITHUM YHHOM:

1. BukopucTaHHs iHTENEKTyalbHUX aJTOPUTMIB I aBTOMATHYHOTO HaJaIlITyBaHHs MapaMeTpiB
MepexXi B PeXKHMI pealIbHOTO Yacy, BpaxoBytoun notounuii cran CMO.

2. 3acTOCyBaHHS aNTOPUTMIB, SIKi aHAJI3yIOTh MOXKIIMBOCTI TIOKPAIICHHS! pOOOTH CHCTEMH Ha OCHOBI
BX1JIHOT'O 3BOPOTHOTO 3B’5I3Ky, TAKMM YMHOM 3MIHIOIOYM TUHAMIYHI HAJIAIITYBaHHS MEPEXKI.

3. I'eHeTHuHi aNrOPUTMH Ta IHII EBONIOLIAHI METOAM JUISl TOIIYKY OINTHMAJIbHUX pillleHb 3a
HEBU3HAYCHUX YMOB.

Iumezpayis inmenexmyanvnux ancopummie y CMO

IHTerpaniss iHTENEKTyalbHUX ANTrOPUTMiB MOHITOpHHTY y Beiauki CMO BuMarae BpaxyBaHHS
KUTBKOX B2YKJIMBHUX aCIICKTiB:

1. AnroputM Mae OyTH CyMICHHM 3 IiCHYIOUOK iH(PACTPYKTYpOIO Ta CHCTEMaMH KepyBaHHS
MEpexero.

2. Takox aaropuTMH TIOBWHHI OyTH MacmITaboBaHMMH, MO0 OOpOOIATH BENMUKi 0OCATH MaHUX i
3a0e31euyBaTH BUCOKY POJYKTUBHICTb.

3. 3a0e3neueHHs 3aXUCTy AaHUX 1 KOHQineHUiHHOCTI iHpOopMalii € BaKJIMBUM aclleKTOM TiJl yac
BIIPOBAKCHHS 1HTEJIEKTYaIbHUX AJITOPUTMIB.

IarenekryanbHi  anroputMu  MoHiTOopuHTy QoS y Bemukux CMO  [03BONISIOTE  HPOBOAMTH
AaBTOMAaTH30BaHM aHaJi3, BUSIBICHHS aHOMAaJiii, TPOrHO3YBaHHS Ta MPOLECiB ajanTtamii. Peanizauis Takux
ITOPUTMIB MOXKE MiIBUIIUTH CTaOIIbHICT, MPOAYKTHBHICTh 1 HaAIHHICTh CUCTEMH, L0 € BHUPIIAIEHIM
32 yMOB CY4YacHOrO CTPIMKOrO TEXHOJIOTIYHOTO PO3BUTKY Ta MiJBUILEHHS BHUMOI 10 SKOCTI
00CITyrOByBaHHSI.

Aneopumm TWAMP ons eumiprosanns Q0S

Anroputm  TWAMP  BUKOpUCTOBYETBCS [JiIi aKTMBHOTO MOHITOPHHTY MapaMeTpiB  SKOCTi
obciayroyBanass y CMO. lle no3Boisie CTBOPIOBATHM TECTOBI MAaKeTH Ta aHANi3yBaTH iX I 4ac
NPOXOJDKEHHS Yepe3 MepeKy, BUMIPIOBAaTH KJIIOUOBI MapaMeTpH, Taki K 3aTpUMKa Ta BTpaTa MaKeTiB.

TWAMP ckitagaeTbes 3 1BOX OCHOBHMX KOMIIOHEHTIB:

1. TWAMP-Control —BiamoBizae 3a BCTAHOBJIEHHS CEAHCIB MiK BUMIPIOBaJIBHUMH BY3IIaMH.
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2. TWAMP-Test - pakTuuHO Iepeaae TeCTOBHM aKeT 1 30upae AaHi Iij] 4ac HOro mpoXOoIKCHHS.
ETtanu BuMiproBaHHS CTaHIAPTIB AKOCTI 3a gormoMororo TWAMP:
1. HamamrryBaHHs ceaHcy:
- Imimiamizamisi: By30N - iHINIATOp BCTAHOBIIOE 3 €IHAHHS 3 BY3JIOM B MEpEXi, SKHHA CIia
MOHITOPHTH, 1 HAJCHUJIAE 3aIUT AJIS IOYATKy ceancy podoru mpotokory TWAMP.
- ABTeHTH(iKaIlig Ta aBTOPHU3AIIis: 1Ba By3/IH OOMIHIOIOTHCS KITFOYaMH TS 3a0€3MeYeHHs HaTiHOCTI
Ta KOH(IASHIIIHHOCTI IPH KOMYHIKaIIii.
- HanmamryBaHHs: iHIIIIaTOp Ta By30J1 B MEPEXi Y3rOIKYIOTh TapaMeTPH TECTOBOTO MaKeTa, TaKi 5K
4acTOTa Mepenadi, po3Mip MaKeTa Ta TPUBANICTh CEaHcy.
2. llepenaBanns tecroBoro nakety (TWAMP-tecT):
- CTBOpEHHSI TECTOBOTO IMAKETy: 1HILIATOP CTBOPIOE MAaKET, IO MICTUTh MO3HAYKY Yacy Ta iHIIY
HeoOXinHy iH(opmailito.
- [lepenaya makeTiB: TECTOBHIA aKEeT HAJICHIIAETHCS BiJl iHINIaTOpa A0 By3Jia B MEpEXi i HABIAKH.
- 30ip AaHMX: KOXKCH BY30JI 3alIUCY€ Yac HAJIXOJDKCHHS IMaKeTa JaHWX i MOPIBHIOE HOro 3 yacoMm
BiJIIpaBJICHHS.
3. Anani3 gaHux:
- OOuMCIeHHs Yacy JOCTYITy: BUMIPIOEThCS B 000X HAmpsIMKax, IO JO3BOJISIE BUBHAYUTH MOBHHIA
Yac riepeiaBaHHs aKeTy.
- OOuHCNeHHs KITBKOCTI BTPaYeHUX MAKEeTiB HA OCHOBI HAJICTIAHUX 1 OTPUMAaHMX MAKETIB.
- AHaji3 3MiH 3aTPUMKHU TAKETIB, 10 € BAXXJIMBHM IapaMeTPOM I MPOrpaM pPEeajbHOro 4acy,
Takux K VolP.
IlepeBaru Bukopuctanus TWAMP:
1. 3abesmnedye BHUCOKOTOYHI BHMIpIOBaHHSI 3aTPUMKH TIpU TIepelaBaHHI Ta MapaMeTpiB BTpaTH
MAKETIB, SIKI € KPUTUIHUMU JIJIs1 OLiHKA QOS.
2. MoXMBICTh BUMIPIOBaHHS MapaMETPiB y JBOX HampsiMKax (BiJ Ta 70 iHiI{iaTopa), Mo JA03BOJISE
OTpPUMATH TOYHIIII JIaHi ITPO CTaH MEPEXKi.
3. AJITOpUTM HiATPUMY€E aBTEHTU(IKAIII0 0COOM Ta MK(PPYBAHHS JAHUX I 3a0€3MeUCHHS Oe3MeKn
BUMIpIOBaHb.
4. TWAMP no3Bosisic HanaTOBYBaTH Pi3HI MapaMeTpy TECTYBAaHHS, TakKi SK pO3Mip TMakeTa Ta
4acTOTa Mepenadi, JO3BOJSIOYH aJanTyBaTUCS IO PI3HUX YMOB MEpPexi.
[Ipuknaau sukopuctanus TWAMP:
1. Mepexi 3B’S13Ky - BHMIpPIOBaHHS SKOCTI OOCITYrOBYBaHHS INpH 3a0e3leueHHs] BHCOKOSKICHUX
MOCITYT JIJIS ayAi0- 1 Bi/IEOI3BIHKIB.
2. MepexeBi cimy»Ou - BiJICTeXXEHHS SKOCTI 3 €IHAHHS IS TOKpamieHHs poOoTH BeO-cailTiB Ta
OHJIAHH-CEPBICIB.
3. Mepexi mianpueMcTBa - s 3a0e3nedeHHs Ha[iIHHOCTI PO3IMOILTY PeCypCiB i IOCITYT B MEPEKi.
TWAMP - ne noTyXHuH IHCTpYMEHT Ui NPOAaKTUBHOI'O MOHITOPMHIY HapaMeTpiB SKOCTi
06CITyroByBaHHS Mepesxki. VIoro BHKOPHUCTAaHHS J03BOJISE TOYHO BHUMIPIOBATH 4ac BiAIOBimi, BTpary
MakeTiB 1 3MiHy 3aTpUMKH T[epelaBaHHs, II0 € KPUTHUYHUM JUIsI MiATPUMKHA BHCOKOSKICHOTO
0o0CcIyroByBaHHs KOPUCTYBadiB. 3aBISKH CBOiH TOYHOCTI, Oe3memi Ta rHydkocti TWAMP e HapgiitauM
BUOOpPOM 11 MOHITOpUHTY QOS y pizHux THnax CMO.
Ocho6Hi KOMNOHEeHMU MOOUPDIKOBAHO20 AN2OPUMMY MOHIMOPUHSY
MonudikoBanuii amroputMm Ha ocHOBi TWAMP mnoenHye riOpuaHWiA MiAXin, aJanTHBHE
HaJIAIITYBaHHs Ta IHTEJNEKTyaJIbHE BUSIBICHHA aHOMANiK /i Oinbin edekTUBHOTO MOHITOpUHTY QOS. Llei
TiOpUAHKN TIAXiJ] MTOENHYE aKTUBHUN MOHITOPHUHT 3a gornomororo TWAMP i3 nmacuBHUM 300pOM JTaHUX,
mo6 oTpuMaTH NOBHY iH(opMamiro mpo poOOTy Mepexi. AAanTHBHAa 3MiHa YacTOTH MOHITOPHHTY,
KEepOoBaHa aJIrOpUTMaMHM MAIlMHHOTO HABYaHH:], 3a0e3ledye ONepaTHBHY PEaklil0 Ha 3MIHM MEpexi Ta
NPOTHO3M HABAaHTKEHHs. |HTENeKTyallbHE BHSBJICHHS aHOMalii BHKOPHCTOBYE BJIOCKOHAJICHY
TEXHOJIOTII0 MAIIMHHOTO HaBYaHHS IS IMIBHIKOTO W TOYHOTO BHUSBICHHS aHOMAJil y MepeKeBOMY
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Tpadiky, JO3BONSAIOYM IIBUIKO pearyBaTd Ha TMOTEHIIWHI MpoOjeMyu Ta MOKpallyBaTH sSK poboTy
KOPHUCTYyBaya, TakK i 3arajibHy MPOAyKTUBHICTh cucTtemu [11, 12].

4. locTiIsKeHHS Ta MO/IeJIIOBAHHS AJTOPUTMY MOHITOPUHTY Q0S Ha ocHOBI npoTokoay TWAMP

Xapaxkmepucmuka npogeoeHux eKxcnepumenmis

{06 BUBYUTH €(PEKTHBHICTh MOKPAIIECHOTO alTOPUTMY MOHITOPUHTY QOS Ha OCHOBI MPOTOKOITY
TWAMP, 3actocoBaHo TiOpuIHUHN MiAXiA, SKWA MOETHYE 1HTENEKTyalbHE BUSBICHHS Ta MPOTHO3YBAHHS
aHomalii, mo6 3abe3neunTy OB e(hEeKTUBHUMN 1 TOUHHI MOHITOPUHT MEPEXi:

- BxinHi maHi, SKi BUKOPHUCTOBYIOTBHCS IJIsi HaBYAHHS MOJIENi, BKIIIOYAIOTH Pi3HI MapaMeTpH, SKi
imeHTH(iKyI0Th aHOMaNbHI CTaHW MEpEeXi: 3aTPUMKY i BTpaTy MaKeTiB, YacTOTy 3 €IHaHHS, KIIBKICTh
aKTUBHUX CEaHCIB Ta iHmI moka3zHuku QoS. [ OLIbIl TOYHOTO aHami3y MaHi CTaHAAPTHU3YIOTHCS, TOOTO
MIEPEHOCATHCS B OJJMH NOKa3HUK a00 Jiarna3oH 3HAYEHb.

- AjanTuBHE HalalITyBaHHS KUIBKOCTI MapaMeTpiB MOJENI, 00 OLIHUTH IX BIUIMB HA Pe3yJbTaTH.
Byno pocnimkeHo Tpu pi3Hi KoHQIrypamii: 3 BUKOpHcTaHHAM mapamMeTpiB 1, 5 1 10, ski BimoOpaxaroTsh
MOTY>KHICTh MEPEXXEBOro 3’€IHAHHA B Pi3HI npomikku vacy (1, 5 i 10 miBroouHHUX iHTEpBaliB Ha JEHb
BiAMOBITHO).

- 3aCTOCOBaHO aJITOPUTM MOHITOPHHTY, 100 BHUSBUTH aHOMalii B JaHUX. Lle 103Boisie eeKTUBHO
BUSIBJISITU MEPEXKEBl aHOMaNii IUISIXOM afamnTamii 10 3MiH Yy MEpeXeBOMYy cepemoBHIli. PiBeHb moxuOku
BCTaHOBIJIEHO Ha piBHi 0,05, mo Bianosinae 5% Bix 04iKyBaHMX aHOMAJIiil.

- JI1s migBUILEHHS TOYHOCTI Hepen0ayeHHs Ta ajanTalii g0 3MiH MEpeXi BHUKOPUCTOBYETHCS
moaens LSTM (Long short-term memory, nosra kopotkoudacHa mam’sith) 3 50 mapamu. Mozenp Oyia
CKOMITIIIbOBaHa 3a AomoMoror omnrtumizaropa Adam. KingpkicTh €mox HaBYaHHS piBHA [ECSTH, LIO
3abe3neuye OasaHC MiX TOYHICTIO Ta O0UHCIIIOBATBHOIO €()EKTHBHICTIO.

- Mogens HaBuaHHS alTOpuUTMy peanizoBana Ha Python. Pesynbraté poGoTu ainropurmy
BiZIOOpakaloThcs TpadivHo, IO JO3BOJSE Bi3yaldbHO OIIHUTH €(QEKTUBHICTh 1 TOYHICTH BUSBIICHHS
aHOMaJIiii B pi3HUH Yac 100u.

[TonepeaHi AOCHIIKEHHS TIOKAa3yBajH, 110 BIUIMB KUILKOCTI HapaMeTpiB Ha MPOJAYKTHUBHICTH MOJIEINI
MOYKE CHIIBHO BiJIpi3HATUCS. 30UTbIIEHHS KUTBKOCTI TTapaMeTpiB IMiIBUIILYE TOYHICTh BUSBJICHHS aHOMATii,
ajie BOJHOYAC MOXKE INPU3BECTH JI0 IICPCHABYAHHS MOJENI, 0 HETaTMBHO IIO3HAYAEThCS Ha 11
NPOJYKTHBHOCTI B pealibHUX yMoBax. KpiM Toro, 30iIbllIeHHS KiJIbKOCTI MapaMeTpiB 3a3BU4ail 301IbIIy€
yac oO4YHCIIeHb, IO HEOOXiTHO BPaxOBYBAaTH IPH PO3TOPTaHHI AITOPHUTMY Yy BEJIUKHAX MeEpexKax.
Pe3ynbTati OCHIKEHHS 3aJIKHOCTI KOe(illieHTa TOYHOCTI BUSBJICHHS aHOMANIH MPOTATOM JIOOW JIjist
MOM(IKOBAHOTO AITOPUTMY B MOPIBHIHHI 3 HE MOJU(IKOBaHUM 300paXkeHa Ha puc.2.

3anexHicTb KoediljieHTa TO4YHOCTI BUABAEHHA aHOManili Bij rooMHn nobn
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Puc.2. 3anexcnicmo xoeiyicnma moynocmi 6UsGeHHs AHOMAIU RPOM2OM 000U 0151 MOOUPIKOBAHO20 MA
HeMoOupixoeano2o areopummie monimopuney QoS
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Ha puc.2 mponeMoHCTpoBaHO 3alieXXHICTh Koe(ilmi€eHTa TOYHOCTI BUSBICHHS aHOMAIi MPOTATOM
001 st MOM(IKOBAHOTO Ta HEMOAN(DIKOBAHOTO aNTOPUTMIB MOHITOpUHTY Q0S. OCHOBHI BUCHOBKH 3
JaHOTO JOCHIDKEHHS:

1. TlopiBHsHO 3 HEeMOIW(IKOBAHUM aNTOPUTMOM, MOAHM(DIKOBAHWI TOKa3aB BUINY TOYHICTh Yy
BUSIBJIICHHI aHOMaJTiil mpoTsrom OiLTbIIoT YacTiHU AHA. Lle miaTBepmKye eeKTHBHICTD TIOPHIHUX METO/IIB
MOHITOPHHTY, iX aallTUBHOTO HAJAIITYBAHHS Ta IHTENEKTYyaIbHOTO BUSBICHHS aHOMATIH.

2. MoandikoBaHHA alTOPUTM BigoOpaxae OUTBII CTa0lIbHI PE3YyIbTATH MPOTATOM JTHS 3 MEHIIHNMU
3MiHaMu B TOYHOCTI. lle moBOmWTH #OrO 3MATHICTH aAanTyBaTHUCSA 1O pPI3HHX YMOB MeEpexi Ta
3a0e3meyyBaTy CTa0lIbHY SIKICTh MOHITOPUHTY.

3.V roaunn nik (Hanpukiag, 10:00-15:00) moaudikoBaHid aNTOpPUTM TaKOX Ma€ BHUILY TOYHICTB,
IO Ma€ BUpIIIAIbHE 3HAYCHHS I TIATPUMKH SIKOCTI 00CITyrOBYBaHHS KOPUCTYBaUiB y TOAWHH IIiK.

4. HaBanTtakeHHS Ha MepexKy 3a3Bu4aii Hu3bKe B HivHui nepioz (00:00-05:00), i obuasa anroputMu
MOKa3yIOTh BUCOKY TOUHICTh. OHaK MOAH(DIKOBAaHHUN aJrOPUTM BCE K JAEMOHCTPYE Kpallli pe3yabTaTH 3a
HeMOAH(DIKOBaHHH, MiATBEPKYIOUH HOTO MepeBary HaBiTh IPH HEBEJIMKUX HABAHTAKEHHSIX.

5. 3acTocyBaHHSI alTOpPUTMY MOHITOpMHTY Ha ocHOBI TWAMP 1n03Boiisi€ MiABHIIMTH 3araibHy
TOYHICTh BUSBJICHHS aHOMAJIH 1 320€3MeUNTH OUIBIN HAIIHHUHA MOHITOPUHT MEPEXi, 10 MOKPAIIY€E SKiCTh
00CIIyroByBaHHSI KOPUCTYBAUiB 1 3MEHIIIye HMOBIPHICTh 30010.

3araioMm 3 puc.2 3po3ymino, mo MOAWGDIKOBAaHMH alrOpUTM Ma€ 3HAYHI TepeBard mepen
HEMOAH(IKOBAaHUM aITOPUTMOM, OCOOJIMBO 32 YMOB 3MIHHOTO HaBaHTaXCHHS Ha Mepexy. Lle minkpeciroe
BOXIIUBICTh BUKOPUCTAHHS CyYacHHMX METOAIB MOHITOpHUHTY QoS st 3abesmedeHHs cTabibHOI Ta
e(eKTHBHOT POOOTH BEIHMKUX CEPBICHHX CHUCTEM. 3QJIEKHICTh IMOBIPHOCTI 300iB HpOTATOM IIOOM IS
MOIM(DIKOBAHOTO Ta HEMOAM(IKOBAHOTO AITOPUTMIB 300paXkeHa Ha puc.3.
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Puc.3. 3anexcnicmv koegiyicnma imogiprnocmi 360i8 npomsicom 000u 0151 MOOUPDIKOBAHO20 A HEMOOUDIKOBAHO20
anzopummis monimopunzy QoS

3rigHo puc.3, 1 MOIU(IKOBAHOTO AIrOPUTMY KOe(IIliEHT iIMOBIPHOCTI BIIMOBH B 00CJIyrOBYBaHHI
CMO mpotsirom ao6u craHoButh npuomu3Ho 0,02-0,10, 1110 CTAaHOBUTH MEHIINE 3HAYEHHS MOPIBHAHO 3
HeMoIM(IKOBAaHUM TPOTAToM Oibiiol yacTuHu AHs. Lle Moke o3HauaTH, 1m0 MOAM(IKOBAHUH alrOPUTM
OLIBII CPEKTUBHUI Y BUSBJICHHI aHOMaJIiH 1 3HWKYE HMOBIPHICTH 30010 cucTeMu. [l HeMoau(ikoBaHOTO
aIropuTMy Koe(dilieHT IMOBIPHOCTI BIZIMOBH IIPOTATOM JIHS CTaHOBUTH npubimuszno 0,04-0,16, e o3Hauae
BHUIIY MMOBIPHICTh 30010 JJIs MaikKe KOXKHOI FOJMHHU JHS MOPIBHAHO 3 MoaudikoBanuM. lle Bkaszye Ha
MOraHe BUSBJICHHS aHOMAJii, 110 NPU3BOAMTH JO 30UIBIICHHS KUIBKOCTI 3001iB. [IpoTsrom mneBHUX
MEepioiB Yacy oOM/Ba AJTOPUTMHU MAlOTh NPUOJIM3HO OIHAKOBY HMOBIPHICTH 30010, MPOTE 3a3BUYAN
BIIMIHHOCTI CYTTEBI.

Omxe, momudikoBanuii anroput™M MonitTopunry Q0S B CMO Ha ocHoBi TWAMP no3Bosisie
e(eKTUBHIIIEC BUSBIISATH aHOMAJIil, THM CAMUM 3MEHIIIYIOUH IMOBIpHICTH 3001B cucTeMu. Takuii anropuTM
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JIouiTsHO BUKOpHcTOBYyBatHn B CMO, nme 3001 moBuHHI OyTH MiHiMizoBaHi. HemoandikoBanuii anroputm
JIEMOHCTPY€E BUCOKY MMOBIPHICTH BiIMOBH, III0 MOXKE CBIAYUTH MPO TE, IO BiH HENOCTATHHO e(PEKTUBHUI
y BUSIBJIIGHHI aHOMaJii. 3araiom pe3ysbTaTH IOCIiKEHT MMOKa3ali IIepeBary MoAn(iKOBaHOTO alTOPUTMY
MIpH OTPUMAaHHI TOYHUX Ta HAIIHHUX PE3yIbTaTiB MOHITOPHHTY.

BucnoBku

B crarti mpoBeneHO OCTIMKEHHS alIrOPUTMIB MOHITOPHHTY SIKOCTI oOciyroByBanHs B CMO,
MIPOAHAII30BaHO iICHYIOYl METOAM MOHITOPHHTY, iX TiepeBart i HeJOMiKH. 3apONOHOBaHO MOAN(DIKOBaHUI
anropuT™M MOHITOpHHTY Ha ocHOBI TWAMP, mo nepeabadae agantuBHE HANAIITYBaHHA MapaMeTpiB s
IHTEJIeKTYaJlbHOTO BHABJICHHS AaHOMaJIid Ta NPOTHO3yBaHHS 300iB. Bu3HaueHo, 110 3ampornoHOBaHUN
aNTOPUTM TTOBHHEH 3a0e3rmedyBaTH Oibin edeKTUBHUI Ta TouHIi MOoHITOpHHT CMO.

Ha ocHOBi aHamizy mpoBeAeHHWX IOCIHiIKEHb 3pOOJEHO BUCHOBKH MIOJAO TOYHOCTI alTrOpUTMY
MOHITOPHHTY BUSIBJICHHS aHOMaJIii Ta HMOBIpHOCTI 3001B 200 BiIMOB CHCTEMHU MAaCOBOTO OOCTYTOBYBaHHS.
3aranpHAN KOe(IMiEHT TOYHOCTI BUSBICHHS aHOMAJIH U1 MOIU(IKOBAHOTO AITOPUTMY KOJHBAETHCS Bij
0,85 mo 0,95, cepenns TouHicTh - O1u3pK0 0,90. [I1s HEMOAM(DiIKOBaHMI ANMTOPUTMY 3arajdbHUA KOehilieHT
TOYHOCTI BHSIBIIEHHS aHOMaii 3HaxoauThes B Mexax Bix 0,75 mo 0,85, cepemns tounicts 6mu3pko 0,80.
TounicTe MOAM(]IKOBAHOIO aAIrOpuTMy HOKpameHo npubauzHo Ha 10-15% nopiBasHO 3
HeMOTU(IKOBAHUM aJITOPUTMOM.

Koedimient imoBiprOCTI 36010 CMO 11t MonudikoBaHoTo anroputmy koiuBaetses Big 0,02 mo 0,1,
cepemHe 3HaYeHHS CTaHOBUTH Omm3pko 0,06. Jns HemMoamdikoBaHOTO aNrOpuTMy 1€ 3HAYSHHS
kommBaeTeest Bim 0,04 mo 0,16, a cepemne cranHoBuTh Omu3pko 0,1. Takum uwHOM, y TIOpIBHSHHI 3
HeMOAN(DIKOBAaHUM aJITOPUTMOM MOIU(IKOBaHUI 3HIDKYE HMOBIpHICTh BiiMOBH NpuOIn3HO Ha 40%.

Ha ocHOBi oTpuMaHHX pe3yibTaTiB 3pO00JIEHO BUCHOBOK, 1[0 MOJM(IKOBAaHUI alrOPUTM BUSBICHHS
aHOMAJIIN JEMOHCTpye MiJBUIICHHS TOYHOCTI Ha 10-15% BUSABICHHS aHOMAaNiH IOPIBHSIHO 3
Hemoau(DikoBaHUM. TakoX 3alMpONOHOBAaHWH aNTOPUTM IiJBUINYE HAMIMHICTh CHCTEMH, 3HIKYIOUH
imoBipHicTh 300iB pobori CMO Ha 40%. TakuM 4YMHOM, BUKOPHUCTAHHS BJIOCKOHAJIEHOI'O ajJrOpUTMY
MOHITOPHHTY € JOIIBHAM Ta e(EeKTHBHUAM JJisi 3a0€3MEeUEeHHS BUIOI TOYHOCTI BUSIBICHHS aHOMAJiil Ta
3MeHIIIEHHS HMOBIpHOCTI cepiiozHux 300iB y CMO.

Cnucok BUKOPUCTAHUX JIITEPATYPHUX JIZKepeT

[1] T. Li, T. He, Z. Wang and Y. Zhang, "An Approach to lot Service Optimal Composition for Mass
Customization on Cloud Manufacturing,” in IEEE Access, vol. 6, pp. 50572-50586, 2018, doi:
10.1109/ACCESS.2018.2869275.

[2] D. Kong, M. Li and W. Zheng, "To Identify Technology Frontier for Mass-Customized Production Service
Converged with Artificial Intelligence Based on Patent Data Mining," 2018 15th International Conference on
Service Systems and Service Management (ICSSSM), Hangzhou, China, 2018, pp. 1-6, doi:
10.1109/1CSSSM.2018.8464972.

[3] Y. Kawakami, H. Kawata, T. Kubo, N. Yasuhara, S. Yoshihara and T. Yoshida, "Applying Time-aware Shaper
Considering User Identifier to Service Provider Network,” 2022 IEEE 19th Annual Consumer
Communications & Networking Conference (CCNC), Las Vegas, NV, USA, 2022, pp. 505-506, doi:
10.1109/CCNC49033.2022.9700587.

[4] Y. Lina and Y. Xiuming, "Design of Intelligent Pest Monitoring System Based on Image Classification
Algorithm," 2020 3rd International Conference on Control and Robots (ICCR), Tokyo, Japan, 2020, pp. 21-
24, doi: 10.1109/ICCR51572.2020.9344213.

[5] Y. Wang and D. Luo, "Design of Carbon Emission Accounting and Monitoring System Based on Artificial
Intelligence Algorithm,” 2023 International Conference on Evolutionary Algorithms and Soft Computing
Techniques (EASCT), Bengaluru, India, 2023, pp. 1-5, doi: 10.1109/EASCT59475.2023.10393747.

[6] J. Yin et al., "Intelligent Monitoring of Power System Electricity Consumption Based on Isolation Forest
Algorithm," 2023 3rd International Conference on New Energy and Power Engineering (ICNEPE), Huzhou,
China, 2023, pp. 1051-1054, doi: 10.1109/ICNEPE60694.2023.10429584.

IndokomyHiKaLiiiHI TEXHOJIOTII Ta €JIeKTpOHHA iHxeHepis, Bum. 4, Ne 2, C. 103-112 (2024)



112 A. Cenux, IO. Ilupie, O. llInyp

[71 H. Yang, H. Yan and C. Dong, "Web Service QoS Prediction via Exploiting Locatoin and Trustworthy
Information,” 2019 3rd International Conference on Electronic Information Technology and Computer
Engineering (EITCE), Xiamen, China, 2019, pp. 1957-1961, doi: 10.1109/EITCE47263.2019.9094937.

[8] X. Luo, J. Xie, L. Xiong, Z. Wang and C. Tian, "3-D Deployment of Multiple UAV-Mounted Mobile Base
Stations for Full Coverage of 10T Ground Users with Different QoS Requirements,” in IEEE Communications
Letters, vol. 26, no. 12, pp. 3009-3013, Dec. 2022, doi: 10.1109/LCOMM.2022.3205722.

[9] M. Patil and M. Chawhan, "Improvement of QoS Parameters using FAN Shaped Clustering Method," 2022
6th International Conference on Electronics, Communication and Aerospace Technology, Coimbatore, India,
2022, pp. 800-803, doi: 10.1109/ICECA55336.2022.10009497.

[10]C. Kocak and K. Zaim, "Performance measurement of IP networks using Two-Way Active Measurement
Protocol,” 2017 8th International Conference on Information Technology (ICIT), Amman, Jordan, 2017, pp.
249-254, doi: 10.1109/ICITECH.2017.8080008.

[11]N. Soumyalatha, R. K. Ambhati and M. R. Kounte, "Performance evaluation of ip wireless networks using two
way active measurement protocol,” 2013 International Conference on Advances in Computing,
Communications and Informatics (ICACCI), Mysore, India, 2013, pp. 1896-1901, doi:
10.1109/ICACCI.2013.6637471.

[12]Y. -C. Lai, J. -D. Jhan, W. -C. Yang, F. -H. Kuo and T. -C. Shih, "Quality of Service Measurement Mechanism
of Cloud-Based Network Architecture,” 2019 20th Asia-Pacific Network Operations and Management
Symposium (APNOMS), Matsue, Japan, 2019, pp. 1-4, doi: 10.23919/APNOMS.2019.8893126.

STUDY OF THE INTELLIGENT MONITORING ALGORITHM OF QOS
IN THE MASS SERVICE SYSTEMS

Andriy Senyk, Yulia Pyrih, Olha Shpur
Lviv Polytechnic National University, S. Bandery Str., 12, 79013, Lviv, Ukraine

The main algorithms for monitoring the quality of traffic in mass service systems (MSS) were
examined in the paper, which is aimed at ensuring the stable and efficient functioning of various
types of systems, such as telecommunication networks, Internet services, transport systems, etc.
The main aspects of monitoring, such as the assessment of throughput, delays, and packet loss,
which affect the quality of user data processing (QoS), were analyzed. The features of various
approaches to determining the quality of service were determined, depending on the specifics of
the work of the MMS. Monitoring the quality of service is a necessary component of managing
complex systems, which allows to ensure the quality of service for users at the appropriate level.
The use of various monitoring methods, both active and passive, allows to effectively control the
quality of service, which contributes to the effective operation of network services. One of the
effective tools for active QoS monitoring is the measurement of quality parameters by generating
test packets followed by an analysis of their passage through the network. The TWAMP (Two-
Way Active Measurement Protocol) algorithm was investigated in the paper, which allows for
more accurate measurement of packet delays and losses in mass service systems. A modified QoS
monitoring algorithm based on TWAMP was proposed, which combines a hybrid approach,
adaptive tuning, intelligent anomaly detection, and prediction to ensure more efficient and accurate
network monitoring. An experimental study was conducted, the results of which demonstrate that
the proposed algorithm improves the quality of user service, increasing the accuracy of detecting
anomalies in the operation of the MMS. Also, the modified algorithm ensured a lower probability
of failures in the operation of mass service systems, thus increasing their overall productivity.
Based on the conducted research, conclusions were drawn about the advantages of the proposed
TWAMP-based monitoring algorithm for solving the problems of identifying anomalies in the
operation of the MMS, reducing the probability of failures and failures in their functioning. It was
determined that the proposed approach is relevant for use in modern information and
communication systems of various types to improve the quality of user service. The modified
algorithm can be used in MSS to improve the level of QoS.
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