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Ha mpuxmani LORA MESH wmepexi mpeacTaBIeHO MOXKIHBOCTI METOAY JIOTiKO-HMOBIpHICHOTO
TPAaEeKTOPHOI'O MOJIEJIIOBAHHS Ul BHU3HAYEHHs MOKA3HHMKIB )KMBYUOCTI CHUCTEM BiAIOBIJAILHOTO
MPU3HAYCHHS 3 CITKOBOIO CTPYKTYPOIO MepeXi 3B sI3Ky. 3alipOIOHOBaHHUI MeTo] (JOpMaITi30BaHo i
Ha HOro OCHOBI MOJKHa pealli3yBaTH HpOrpaMHE 3a0e3MEUEHHS, SIKE AAaCTh 3MOI'Y MPOEKTaHTOBI
OTpUMaTH KUIBKICHI 3HAa4eHHs IOKAa3HUKIB JKMBYYOCTI Ha €Tami CHUCTEMOTEXHIYHOTO
NPOCKTYBaHHS, KOJM CHUCTEMH Il€ HEMae B «3ali3i» 3a JOINOMOIOK MOJEIIOBaHHA. AHai3
BIZIOMHX METOJIB PO3paxyHKy iHICKCIB MapHOI 3B’A3HOCTI IOKa3ye, IO BUKOPHCTAHHS INEBHUX
OpraHi30BaHUX MPOMIKHUX CTPYKTYpP JAHUX JO3BOJIAE MiABUITNTHA O0YHCIIOBAIEHY e(DEKTUBHICTD
ITOPUTMIB. Y KOPEISIIHHOMY METOJIi TAKMMH CTPYKTYpaMH € HaOOpHU LUIAXIB Ui i-i iTepanii. Y
METO/Ii IEKOMITO3HMIIIT BiIHOCHO KJIFOYOBOTO €JIEMEHTA 3 iHAEKCOBaHMM MAaCKyBaHHSIM €JIEMEHTIB y
MHOXHHI MPOCTHX MUIAXIB Ii CTPYKTYPH BKIIOYAIOTH IHICKCOBAHWN MAaCHB CIIEMEHTIB MEpexi,
KM BU3HA4Ya€ iX YNOPSIKYBaHHS 3a OOpaHMM KpHUTEpiEM, BEKTOp PIBHIB MacCKyBaHHS JIs
€JIEMEHTIB Y Ha0ip MPOCTHUX IUISAXIB i CTEK WMOBIPHOCTEH jIsi HEMOBHMX NLIAXiB. ToMy mocTae
MUTAHHS PO MOXJIMBICT IOOYJOBM Ta 3aCTOCYBAaHHS IHIIMX JONOMDKHHX CTPYKTYp Ta
JOCIIKeHHST €(peKTUBHOCTI BIATIOBITHUX alTOPUTMIB. Y XOJi MPOBEICHUX TOCIIKCHb BUHUKIIA
i7ies BUKOPHCTOBYBATH «POJIOBE JEPEBO» IMPOCTHX IIJISIXIB SK TaKy JOMOMDKHY CTPYKTYpY, 3a
JIOTIOMOT0I0 SIKO1 MOXKHa KEpyBaTH ITPOXOJPKEHHSM «IMOBIPHICHHX IakKeTiB». MeETOAM OIHKH
KHMBYYOCTI 3 CITKOBOIO CTPYKTYPOIO MEpEX 3B'SI3Ky  XapaKTepU3yIOThCS  BHUCOKOIO
00YHCTIOBAILHOI CKJIamHICTIO. Taka OOYMCIIIOBaIbHA CKJIATHICT IMEPEIIKOKAE aHATI3Y
0araToBapiaHTHOTO aHaJIi3y MPOEKTHHX piuieHb. Dopmalrizallis iIMOBIPHICHOIO METOAY KOMyTalil
MaKeTiB JIO3BOJIMJIA 3HU3UTH OOYHMCIIOBAJIBbHY CKJIQIHICTG JUIS KOpHCTyBada (J03BOJIMIA
peanizyBaTH 1eld MeTOoJl MPOrPaMHO, OCKUTLKH OiIBIIICTE OOYMCIICHh BUKOHYETHCS OaraTopa3zoBo
aBTOMATHYHO, KPiM TOTO, TIPH 3MiHI KOHQIryparii Mepexi QyHKIlis A 00YHCIeHHS nap 3'€THaHb
(dopMyeTbCsl 3 MEHIIMMH BUTpaTaMu 4acy). Lle 103BosmTh mpoBoanTH OaraTtoBapiaHTHUM aHawi3
MIPOEKTHHUX PillleHb, MiABUIINTH €(EKTHBHICTh NMPOEKTYBAHHS CHCTEM Ta CYTTEBO 3MEHIINTH
4acoBi 3aTpaTH.
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1. Beryn

Oco06nuBicTIO TOOYAOBU MEBHUX (OKPEMHX) Pi3HOBHIB CHCTEM Bi[OBiAaIbHOTO MPU3HAYCHHS €
Te, WO iX CTPYKTypa € NEleHTPaTi30BaHO0, PO3MNOAIICHOIO, a eIEMEHTH CTPYKTYPH B3a€MOJIIOTH Yepes
Mepexky 3B’s3ky. Taka mnoOymoBa cucTeMu 3a0e3rniedye 11 MiABUINEHY CTIAKICTh 0 30BHIIIHIX
JecTabimi3ylounX BIUIMBIB, OCKIJIBKM JUIS CHUCTEM BiAMOBINAIGHOTO MPU3HAYEHHS JKUBYYICTH €
BU3HAYANBHOIO BJACTUBICTIO. JI0 TakMX CHCTEM BIJHOCSTBCS CHCTEMU NPOTUIOBITPSHOI OOOPOHH,
CHUCTEMH MOOIUTBHOTO 3B’SI3Ky, €HEpreTHYHI CHCTEeMH, CHCTEMH YIPaBIiHHS O0'€KTaMH KPUTHYHOI
1HGPaCTPYKTYpH TOLIO.

[lix >KUBYYiCTIO CHUCTEMH pO3YMI€ThCS i BIACTHBICTh 3alMIIATHCS MPALE3JaTHOI B YMOBax
HETaTHUBHUX 30BHIIIHIX BIMBIB [1]. JKuBydicTh cHCTEMH BBa)KalOThb BHCOKOIO, SIKIO IJISi CYTTEBOTO
noripuieHHs (yHKIIOHYBaHHS a00 MOBHOI BTPAaTH Mpale3aaTHOCTI Tpeba 3pylHyBaTH 3HAYHY KiJIbKICTb
eJIEMEHTIB Mepexi 3B’I3Ky, II0 BXOAWUTh B 11 ckiaf. Jms pi3HUX Tramy3edl TOHSTTSA (GKUBYYOCTI»
KOHKPETH3YEThCS BIAMOBITHIMIA HOPMATUBHUMH JOKYMEHTaMH [2].

0O0’€eKTOM JOCIIKEHHsI B 1aHil po0OOTi € CUCTeMa BIAMOBIJAILHOTO MPU3HAUCHHS, B SIKil B SKOCTI
Mepexi 3B’s13Ky 3actocoBaHo LORA MESH wmepexy [3],[4]. Tomonorist gocimikyBaHoi Mepexi 3B’ 3Ky
npezcraBieHa Ha puc. 1. Cucrema CKIaJaeThCsl 3 CYKYIMHOCTI KiHIIEBUX NMPHCTPOIB, BY3IIiB IHTEpHETY Ta
IUTIO31B, SIKi 3a0e3MedyroTh IOCTyn a0 iHTepHery. llepemaBaHHS TOBIIOMIIEHB Bifi KOXKHOTO By37a
MporpaMu 3IiHCHIOETHCS OMHOYACHO OaraThMa muisixamu. st mporo Tpeba copmyBaTH Taky CiTKOBY
CTPYKTYpy Al Mepexi 3B’S3Ky, sika Oyae 3abe3nedyBaTd WMOBIPHICTH JOCTABISHHS TOBIJIOMIICHb HE
HIDKYE 3a1aHoro (OOTpYHTOBAHOTO) 3HA4YEHHA Oe3 TEepPEeBUIICHHS periiaMeHTOBaHOTO dacy. OCKiTbKH
CTPYKTypa Mepexi 3B'SI3Ky € CITKOBOIO, TO BiJi KOXKHOTO BY3Jla € JeKiJbKa HUIAXIB JOCTaBJICHHS
MOBiIOMJIEH,. B HamoMy BUMNAIKy XHUBYYICTh BHU3HAYAETHCS KUTBKICTIO MOXKIUBUX 3B’S3KIB MIiX
€JIeMEeHTaMH PO3IOMIJICHOI CTPYKTypH CHCTEMH BiAMOBIAATBFHOTO TPWU3HAYEHHS. SIKIIO TpUBAIICTh
JOCTaBJISIHHSI [TOB1IOMJICHB IIEPEBUIIYE PETIIAMEHTOBAaHUH Yac, TO TaKe MOBIJOMIICHHS € HEAKTyaJIbHUM.
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Puc. 1. LoRa mesh mepesca ma inmeepayis 3 inmepHemom uepes uLio3su

i KinbKiCHOTO OLIHIOBAHHS 1 MOPIBHSHHS MOYJIMBUX BapiaHTIB CITKOBOI CTPYKTYPH AJISI MEpexi
3B’A3KY 3aCTOCOBYIOTb HACTYNHI TIOKa3HHUKM CTPYKTYpPHOI >KMBYYOCTi [5, 6]: HMOBipHICTH mnapHOi
3B’A3HOCTI, HIMOBIPHICTb 3B’SI3HOCTI BY3/1a 3 MEPEXKEIO Ta CepelHE 3HAUEeHHsI HMOBIPHOCTI 3B SI3HOCTI I
Mmepexi. Lli mokasHUKM XapaKTepu3yloTh MOTEHILIHHI MOMJIMBOCTI CITKOBOI CTPYKTYPH MEPEXi 3B’S3KY i
JAOTh 3MOTY BUSIBUTH 11 BY3bKi MiCIISL.

i mpakTUYHOrO BM3HAYEHHs KIUIBKICHMX 3HAueHb IOKa3HUKIB CTPYKTYPHOI >KMBYYOCTI MJIs
0araTo3B'sI3HUX MEPEkK 3B’A3KY, SIKi MICTATH JIECATKH BY3JiB Ta COTHI pedep MOTpiOHE 3acTOCYBaHHS
METO/IIB, SIKI JIO3BOJIAIOTH IPOBOJIMTH aHali3 0araTbOX BapiaHTIB peaji3allii CHCTEMH 3a KOPOTKHH Yac.
OCHOBHOIO BHUMOTOIO JIO METO/IB BH3HAYEHHS IMOKA3HHWKIB CTPYKTYPHOI JKHUBYYOCTI € MOXJIMBICTH iX
dopMmaizaiiii 3 HOJAIBIIOK peali3alli€ld y BUMJIAAl MPOrpaMHOro 3a0e3IeueHHs] MPU BUCOKIHA TOYHOCTI
OTPUMAaHMX PE3yJIbTATIB Ta HEBUCOKHUX YaCOBHX 3aTpaTax Ha MOoOyI0BY MOJIEIII.
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2. AHAJIi3 iCHYIOYHX pillleHb JJIsl PO3PaXyHKY NOKa3HUKIB JKMBYYOCTI.

Ha croroani BimoMa 3HauHa KiNBbKiCTh METOMIB PO3pPaxyHKY MOKa3HHUKIB xuBydocTi. Lli meromu
MOYKHa PO3AUIMTH Ha JBi BEJHUKI TPyNH: aHaNITH4HI Ta 4yucenbHi. [lepma rpyma MeTOAiB Ja€ 3MOry
OTPUMATH MOKAa3HUKHU >KUBYYOCTI 3 BUCOKOIO TOYHICTIO, OMHAK MOTPeOYye BEIMKHUX 3aTPaT 4yacy, BEIMKOTO
00’eMy OOYHCITIOBAILHUX PECYpPCiB Ta BHCOKOI KBamidikallii MpoeKTaHTa B Tajly3i MaTeMaTUYHOTO
MOJIENIIOBAHHSI T4 CYMDKHUX 00JacTsX. YnucenpHI METOOM HE 3aBXKAU € TOYHHUMH, NOTPEOYIOTh CYTTEBUX
00YHCITIOBAILHUX 3aTPaT, ajie Kpalle MiIaroThes (hopMatizariii.

IcHyroui MeTOAM CYTTEBO BIAPI3HSIOTBCA 3a piBHEM (QOPMali3oBaHOCTI 1  3aTpaTamu
o0YHCITIOBaTIbHUX pecypciB. Jleski 3 BiIOMHUX METOAIB MPHIATHI TiNbKH U1 PO3PaxyHKy 3B S3HOCTI
NIEBHUX, SIK IPABUIIO, PETYIIAPHUX KOHQITrypariii.

Jlist cKTaiHUX KIIaCTEPU30BAaHUX MEPEXK 3B’s13KY, Ha choronHi nmomyisipauM € Clustering coefficient
method [7]. Lle#t MeTon KUTbKICHO BHMIPIOE CTYIIHB, JIO SIKOTO BY3JHM B MEpPEXi MarOTh TCHICHIIIO
o0'emnyBaTHCcs B KiacTepH. s mapu By3miB Koe(illieHT KilacTepu3aiii BUMIPIOE YacTKy iXHiX CIIIBHUX
CYCIiJIiB BIIHOCHO BCiX MOKJIMBHUX 3B'A3KiB MibK HUMU. Bulie 3HaueHHs KoedilieHTa KiacTepu3allii BKka3ye
Ha BWINY 3B'I3HICTh MK By3namMu. BimHocHuil koedillieHT KiacTepu3allii XapaKTepusye BIaCTHUBICTBH
JKUBYUJOCTI Mepexi [8]. Merox mnpumaTHuil ajisi BEIMKMX MEPEXK, OJHAK HE Jae 3MOTM OTPUMATH
HWMOBIPHICTH TTAPHOI 3B’ A3HOCTI.

Degree of connectivity method [9] Bu3Hauae mpsmi 3B'SI3KM KOKHOI BEpIIMHHU, SIKi 3a3BHYAM
BHAMIPIOIOTHCSI BEIMYMHOIO - CTYIIEHEM BEPIINHH, TOOTO KIJIBKICTIO pedep, 10 iHIuAeHTHI BepmuHi. s
mapy BEPIIUH iX 3B'SI3HICTP MOYKHA OILIHWTH, MOPIBHIOIOYHN X 1HIWBIMyadbHI CTYIIEHI Ta JOCHIHKYIOUH,
CKUTBKH CIIJIBHHUX CYCIZIB BOHH MarOTh. MeTOJ NMPUIATHUN JUIS HEBEIHMKUX MEPEX, SKi MaloTh CyMapHO
JIEKiTTbKa IeCATKIB BY3JIiB Ta pedep.

Jns cucreM BiANOBINATRHOTO TPH3HAYEHHS BUOIp METOMY 3alleKUTh TaKOX Bif crenmudigHux
XapaKTepUCTUK MEpei 3B’A3Ky Ta acleKTy 3B'A3HOCTI, L0 aHali3yeTbcsA. B mpakTuil MpoeKTyBaHHS
3aCTOCOBYIOTHCSI METOAM OLIHIOBAaHHS MApHOi 3B’S3HOCTI ANl creu(iyHUX MepeX, a came METOA
nexommnosuiii kShell kpare mpaiitoe 11 TOBHO3B'I3HUX TOIOJIOTIN TIIO0ATBHUX MEPEXK, a METOJ CTYTICHIB
CYCiJliB - JIUISl HEMIOBHO3B'SI3HUX TOIOJIOTiH riiobanpHuX Mepex [10]. Jleski mMeToam 30ceperkyroThCs Ha
(hizmuHOMY iCHYBaHHI NIISAXY (HAWKOPOTIINN HUISAX, T€0e3NTHA BiJICTaHb, ICHYBaHHS pedep), TOl K iHI
pO3TIAMAOTh SIKICTh 3B's3Ky (iHmekc Kama, koedimieHnT xmactepmsamii [7], MepekeBa KopemnsiliiiHa
hyHKIIISN).

IMoTyxuuM itepariiinum metomom € Greedy randomized adaptive search procedure - GRASP [11].
Leit meTox nae 3Mory moOyIyBaTH BUCOKOHAIIHHY MEPEKY, TIPUITYCKAIO4H, III0 HIMOBIPHOCTI BiJIMOBHU BCiX
JiHIH 1 By37iB BiJIOMi, a KUTBKICTh IUIAXiB BUOMPAETHCS MiHIMAIBHOIO, 00 3a0€3MEUNTH 3a/1aHy BEITHIUHY
HMOBIpHOCTI apHOi 3B’ s13HOCT. OOMEXXEHHSIM JaHOTo MeToay € Mepeska 110 200 By3miB.

OpHuM 3 HaKpalux Ha CbOTOJHI BBKAIOTh KOPEISLIHHUN MeTo [12], 3 IKMM yCHILITHO KOHKYPY€
BJIOCKOHAJICHUI METOJ PO3KJaly BIJJHOCHO KIIOYOBOTO €JIEMEHTa 3 BHUKOPUCTAHHIM JIMHAMIYHOI'O
IHIGKCYBaHHS €JIEMEHTIB MHOXXHHH TPOCTHUX NUISAXIB Ta eleMeHTIB Mepexki. OnHak eQeKTHBHICTh IUX
METOJIB 3HAYHO HMXKYa 32 C(PEKTUBHICTH METOAY, SKHH PO3MISIAETbCS B gaHid poGoti. Ilig uwac
JOCHI/DKEHHST  (QYHKIIOHANBHOI JKMBYYOCTI 1H(QOpPMALiHHUX CUCTEM MOXYTh BHUKOPHUCTOBYBATHCS
TEOPETUIHO-ITPOBI, IMOBIpHICHI, Tpad)OBi Ta MATPUYHI MOJIEI.

s aHaimizy OIIHKM O KMBYYOCTI PO3MOJUIEHUX 0araTo3B’sS3HMX MEPEXK 3B 3Ky CHCTEM
BIJINIOBIIaJIbHOTO NIPU3HAYCHHSI, JOLIJILHO BUKOPUCTATH JIOTIKO-IMOBIPHICHI MOJIEINI, BiIMOBIIHO 0 SIKUX
€JIEMEHTH CHCTEMH Ta CaMa CHCTeMa MaloTh JIBO3HAYHY JIOTIKY (YHKIIOHYBaHHs (CHCTeMa CIpaBHa abo
HeclpaBHa) 1 BCI MO/Iii B CHCTEMI HE3aJIeXKHI.

Metonu po3paxyHKy HMOBIpHOCTEH 3B’SI3HOCTI iHpOpMaliliHEX Mepex [5] 0a3yroTbes Ha
CHIBBIIHOIIIEHHSX, OTPUMAHHUX B Teopii rpadis, JEKOMIO3UIT CKIQJHUX CHCTEM Ha TiJICUCTEMH, JIOTIKO-
HMOBIpHICHUX TepeTBOPEeHHIX (YHKIIi mpane3aatHocTi. BimoMum anroputMmam, siki peani3yroTh Ha3BaHi
METOJH, BJIACTHUBA BHCOKAa OOYHMCIIOBaIbHA CKIQMHICTh JUISI MEPEX 3B 3Ky HABITH CEPEIHBOTO PIBHS
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ckiaaHoCTi. lle 3yMOBIIIOE aKTyalbHICTh MOIIYKY HOBUX METOJIB 1 aJTOPUTMIB PO3PaXyHKY MOKA3HUKIB
CTPYKTYPHOI JKHBYYOCTi, OOUMCIIOBAIbHA CKJIAJHICTh SKHUX JO3BOJSUIa OM peati3yBaTH 1HTEPAKTHBHHMA
PEXHUM TIPOCKTYBAHHSL.

3. CyTb MeToay J0riko-iMOBIPHiICHOT0 TPaeKTOPHOT0 MO/IeJIIOBaHHS Ta iioro ¢opmanizauis

B ocHoBy wMmeromy omiHroBaHHS KuBydocTi mokmameHo LoRa MESH wepexy y Burmsimi
HWMOBipHICHOTO Tpada CITKOBOI CTPYKTYpH MEpeXi 3B’SA3KY 1 JIOTIKO-MMOBIPHICHHN MiAXi KOMIOHYBaHHS
BHpa3iB /IS BU3HAYCHHS TOKAa3HWKIB 3B’S3HOCTI MK By3idamu Tpada. 3ayBaKuMmo, IO MapaMeTpaMmu
WMoBipHICHOTO Tpada CTPYKTYpH € HMOBIpHOCTI iCHYBaHHSA TUIOK 1 By3miB. Ilpm mpomy 3HadeHHS
WMOBIpHOCTEW iCHYBaHHS BY3JiB IOPIBHIOE 1, a 3HAUEHHS WMOBIPHOCTEH iICHYBaHHS TUJIOK € MEHIITNMH 32
ONVHUINIO. J[JIs1 MPaKTUYHOTO BHUKOPUCTAHHS TaKOTo WMOBIpHICHOTO Trpada CITKOBOi CTPYKTYpPH MEpexi
3B’SI3Ky B METOJWII BH3HAUYEHHS 3HAYECHHS IMOKa3HWKa xuBydocTi LoRa MESH mepexi HeoOXimHO maTu
TEeXHIUHY 1HTepIpeTallito s iioro mapametpis. [loka3HUKHM 3B’SI3HOCTI CITKOBOI CTPYKTYPH «ITOKA3YIOTH)
BEPXHIO MEXKY Ul 3Ha4eHb MOKa3HHWKA JKHBYYOCTI «HMOBIPHICTH HOCTABIISIHHS ITOBiIOMJIEHb HE HIDKYE
3amaHoro (0OTPYHTOBAHOTO) 3HAYEHHS 0€3 MEePEeBUILEHHs PETJIaMEHTOBAHOTO Yacy». 3ayBaKUMO, IO IS
BU3HAYECHHS BEPXHHOI MEXI BCS CITKOBAa CTPYKTypa Bifl KOXXHOTO aKyCTHYHOTO IIOCTa 0 IEHTPY
VOPaBIiHHSI BBAKAETHCS CEPEIOBHUINEM [UIs TIepeqaBaHHS IOBimoMieHb. | MmatoTe OyTm 3amaHi (abo
BH3HA4YeHI) 3HAYCHHs] IMOBIPHOCTEH iCHYBaHHS BCiX TLIOK HMOBipHiCHOTO Tpada.

Jnst oTprMaHHS KiTBKICHUX 3HaYeHb MOKA3HHUKIB )KHBYYOCTI CHCTEM BiIOBIIATFHOTO MPHU3HAYCHHS
MIPOTIOHYETHCS B3ATH 332 OCHOBY MeETOJ KoMyTallii iMoBipHicHUX makeTiB [13], dopmamizyBaru iioro Ta
CTBOPUTH Ha HOTO OCHOBI METOJX JIOTIKO-IMOBIPHICHOTO TPAEKTOPHOTO MOJEITIOBAHHS 0arato3B’s3HUX
MEpEexK.

B ocHoBi MeTOy KOMyTaIlil IMOBIpHICHHX IIaKETiB JIGKHUTH BiJOMa TeOpeMa MaTEeMaTUYHOI JIOTiKH
npo posknaja ¢GyHKIIi Jorikn mo Oyap-skomy aprymenty [5]. CyTeh MeToly KomyTarii iMOBIpHICHHUX
MaKeTiB Uil pO3paxyHKy MapHOI 3B’SA3HOCTI NOJNATAE B HACTYMHOMY. B mouarkoBoMy By3ii 3a7aHoi mapu
dopmyethest iHopMartiinuii nakeT. KoxHuii, He aOCOMIOTHO HAIIHHHUM, €IEMEHT Mepexi (JIiHiS uu
BYy30I1), KpiM KiHIIEBOTO BY3Ja, PO3MHOXKYIOTh OTPHUMaHi JJIsl TPAHCHIOPTYBaHHsS makeTd Ha 2. KoxxHwuid
MaKeT MepeJacThCsl HACTYIHOMY €JIEMEHTY 3TiIHO 3 CTPYKTYPOIO Ta JIOTiKOW (yHKIioHYBaHHS. SIKIO
HACTYIHUIM eJeMEHT Hempare3/laTHHH, TO BiIOYBAE€ThCS MONIYK IHINOTO IUIAXY TPAHCIOPTYBAaHHS [0
3aJ]aHOTO0 KIHIIEBOTO By3na. SKIIO0 Takoro INUIIXYy HE ICHYe, TO TMakeT BTpavaeTbesd. [Iporec
TPAHCIOPTYBAaHHS TAKETIB IMPOJOBXKYETHCS JIO JOCATHEHHS KiHIEBOro By3na. Konm maker pocsrae
KiHIIEBOT'O BY3J1a, BiH TIOTJIMHAETHCS. IMOBIpHICTh TAPHOT 3B’ SI3HOCTI BU3HAYAETHCA, SIK CyMa HMOBIPHOCTEH
ICHYBaHHS BCIX ITAKETIB, AKi JOCSTIA KIHIIEBOTO By3JIa.

dopmaizariis METOIYy KOMYTaIlii IMOBIPHICHHUX MTaKETIiB MOJIATAE B IEPETBOPEHHI TOMOJIOTIT Mepexi
3B’SI3Ky B POJOBE JAepeBo. PojoBe NepeBO OTPUMYIOTh Ha OCHOBI MHOKMHH TPOCTHUX MapUIpYTiB, SKi
MPEJICTABIISIIOTLCS. TOCHIIOBHICTIO BY3IiB. OTpUMaHi MHOXWUHH MapIIPYTiB COPTYIOTHCS 32 IEBHUMH
npaBwiaMu. B pe3ynbraTi COpTyBaHHS OTPHUMYETHCS poOJOBEe jaepeBo. Ha ocHOBI pomoBoro jaepepa
BU3HAYAIOTHCSI MHOXKHHH TUIOK JIepeBa, SKi Jal0Th 3MOT'Y OOYUCIUTH HMOBIPHICTh ICHYBaHHS KOXXHOTO
nuisixy. Jlami mpoBOIUTBCS KOMYyTallisi HMOBIPHICHHMX ITaKeTiB 1 BIAMIOBIMHO JO alTOPUTMY, OMHCAHOMY
HIDKYE PO3PAXOBYETHCSI HMOBIPHICTH MApHOT 3B’ I3HOCTI MiX JIBOMa BUOPAaHUMH BY3J1aMH.

4. Amnaniz mnokasHukiB 3B’s3HocTi LORA MESH wMepex MeToaoM Jioriko-iiMoBipHicCHOrO
TPAaeKTOPHOT0 MO/EC/IIOBAHHS

PoGora  dopmanmizoBaHOrO  METOAY  JIOTIKO-MMOBIPHICHOI'O  TPAacKTOPHOTO  MOJICITIOBAHHS
NPOUTIOCTPOBAaHA Ha MPUKJIAJI aHai3y XUBYYOCTI aKyCTHYHOI cucTeMH BusBIeHHs briJIA. Akyctuyna
cUcTeMa BUSBIICHHsI OE3MUIOTHUX JIITAILHUX amnapaTiB CKJIAJA€Tbcs 3 7-MU aKyCTUYHUX IIOCTIB, fKi
NoB’si3aHi MK Co00I0 0e371poToBOI0 Mepexketo 3 TexHoloriero LoRa. Tomomoris mepexi 3B’s3Ky
mpejacTaBieHa Ha puc. 2. Ha ocHOBI 3amaHoi TOMOJIOTIi BiIOMHX ITOYATKOBOTO 1 KIHIIEBOTO BY3IIiB
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OyIyeThCcsl MHOKMHA MPOCTHX MapmipyTiB. [logatkoBuMm € 1-mit By3om, kinmesmii — 7. KoxeH mapmipyT
MIPEJICTABISIETHCS TTIOCTIIOBHICTIO BY3JiB.

2 4—)- 4 4—)- 6 K"'j:
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Puc. 2. Mooenv cmpyxkmypu ingopmayitinoi mepeoici

MHOXHHY TpPOCTHX MAapUIPYTiB B CTPYKTypi mnpuBegeHo B Tabmumi 1. Koken wapmpyt
MIPEJICTABIISIETHCS TIOCITIIOBHICTIO BY3JIiB.

Tabnuysa 1
He BnopsigkoBaHi MapuipyTu
Ilo3HaueHHs MaplIpyTy Tpaca MapuipyTy
ml 1->3->5->7
m2 1->2->3->5->7
m3 1->3->2->5->7
m4 1->2->4->6->7
m5 1->2->5->7
m6 1->3->2->4->6->7
m7 1->3->5->2->4->6->7

Jam wmapmpyTd COPTYIOTBCSA 3a MpaBWIOM Moau(ikamiii ,,pomoBoro aepeBa”. MapmpyTtu 3
OJTHAKOBHM JIPYTUM BY3JIOM I'PYIYIOTHCS 1 CTBOPIOIOTH CBOT MiIMHOKHHU. [1iciist COPTYBaHHS MO APYromy
BY3Jy MHOJKMHA MapIIPyTiB pO3OMBAETHCS HA IMiJIMHOKUHH 3 OJHAKOBUM JIPYTUM BY3JIoM. BriopsiakoBana
TaKMM YMHOM MHOKMHA MapUIPYTiB Mpe/ICTaBIeHa B TaOIHIII 2.

Tabauys 2
MapupyTH 3 01HAKOBUM 2 BY3JI0M
ITo3HayeHHs1 MapuIpyTy Tpaca Mapuipyty
ml 1->2->3->5->7
m2 1->2->4->6->7
m3 1->2->5->7
m4 1->3->2->4->6->7
m5 1->3->5->2->4->6->7
m6 1->3->2->5->7
m7 1->3->5->7
[TocopToBaHa MHOXKHMHA IIIJISIXIB ITPUBEICHA B TA0JHIII 3.
Tabauys 3
IlocopToBani MmapmpyTn
Ilo3HaueHHs MapuIpyTy Tpaca MapuipyTy
ml 1->2->3->5->7
m2 1->2->4->6->7
m3 1->2->5->7
m4 1->3->2->4->6->7
m5 1->3->2->5->7
mé 1->3->5->2->4->6->7
m7 1->3->5->7

Ha puc. 3 Benukumu KpyKeukaMu MO3HAYEHI - BY3JIM, & MAIUMH - JIiHIT 3B’ S3KY.
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Puc. 3. Exemenmu cmpyxmypu

Ha ocHoBi mi€i MHOXHHM MapIIpyTiB OyAyeThCsl JOMOMIXHA CTPYKTypa ‘“pONIOBE AEpeBO”, SIKE
300pakeHe Ha puc. 4. Benuki kpyxeuku, e Hymepauis By3miB. MalleHbKi KPY)K€UKH - 11 HOMEp TiJIKH
POIOBOTO AepeBa.
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Puc. 4. Poooge oepeso

Ha ocHOBiI pomoBoro jepeBa CTBOPEHO TaOJUIO 3 TIKamu ‘‘pomoBoro jaepera” (Tabmums 4)
0a3yrounch Ha “poJIOBOMY JIepeBi” Ta €JIEMEHTaX CTPYKTYpH.
Tabnuys 4
3HaveHHs iHpopManiiiHOI YacTHHHU “poAOBOro 1epeBa”

. . AJpTepHaTHBHA Howmep enemenrta
Howmep rinku pomoBoro aepesa HacrtynHa rinka .
T1JIKa CTPYKTYpH
1 3 2 1
2 6 -1 7
3 8 4 8
22 -1 -1 4

MmosiprocTi icHyBanHs Tinox Bimmoimmo pl, p2, p3, p4, p5, p6, p7, pS, p9. s 3pyuHocTi
00paxyHKy, IpUHMEMO, 10 BC1 HIMOBIPHOCTI iCHYBaHHS TiJI0K (MMOBIPHICTB TOTO, IO T'JIKa 3HAXOJNUTHCS B
Mpaie31aTHOMY cTaHi) 1opiBHIOITH 0.9. By3inu BBaXatOThCs aOCOIOTHO HA[IHHUMH.

Jani mpoBoanThCS KOMYyTallisi WMOBiIpHICHHX mMakeTiB. CXeMaTU4YHO HA PHUC.5 CHHIM KOJIBOPOM
MO3HAYEHO BY3JIM MEPEXKi, 3eJIECHUM KOJIBOPOM IUISX MEPIIOro MaKeTy i YepBOHUM KOJIBOPOM TaKeTH, sIKi
PO3MHOXYIOTHCSI BHACIIZIOK HEIpale3J[aTHOrO CTaHy JIiHIM 3B’s3Ky. B cepelnuHi 3eleHuX 1 4epBOHUX
KpYKEUKiB, BKa3aHO MIMOBIPHICTh ICHYBaHHS TAKHX MTaKETIB.

.09
10.9 ~ )
2 4—09—> 4 u—ag—h 6 1-

[\

1 ’ "1 1
0.81 0.729 0.6561

Puc. 5. IIpoxoooicenns naxemie
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Jns BUKOHaHHA PO3PaxXyHKY 3aJaroTbca modarkoBud (1) 1 kinmeBmid (7) BY3MH CTPYKTYPH,
OYHMIMIYIOTHCS JIYMIBHAKA CyMapHUX WMOBIPHOCTI 3B'I3HOCTI 1 IMOBIPHOCTI BTpaT. B mouaTtkoBwii By301
cTpykTypH (1) 3aHOCHTBCS HMOBIpHiCHHMIT akeT. IMOBIpHICHMI MaKeT OCHIAETHCS HA MEPITy TUIKY (MiX
By3namu | Ta 2). MiMoBipHicHHI makeT po3MHOXYyeThcs Ha aBa. OJMH makeT 3 iMosiphicTio pl (pl —
WMOBIPHICTh Mpale3aTHOTO CTaHy IIEPIIOTO elleMEeHTa CTPYKTYpH) NEepeXOJUTh Ha HACTYNHY TiJKY,
HOMeEp SKOl 3alMCcaHuil B MOKA3HUKY “HACTyIHA Tiyka”, 3rigHo Tabmumi IV (ue € rinka mix Homepom 3). B
iHdopMariiiHiil YacTHHI makeTy (iKCyeThCs MPOUICHHIA €JIeMEeHT CTPYKTYpH 1 Horo Impame3iaTHUH CcTaH.
JMOBipHiCHA YacTHHA MAKeTy MHOXKHTHCS HA HMOBIPHICTH NpaIe3JaTHOro CTaHy MEpIIOro eleMeHTa
CTpyKTypH i ctae pisHOo 0.9 (1 *0.9). B iHpopmamiiiHii 9acTHHI IPYyTroro maketry QikCyeThCcsl eNeMeHT i
fioro Hempane3gatHuid cran (1 * (1 - 0.9) = 0.1). Hpyruii makeT NMEpexonuTh Ha TiIKYy, HOMEp SKOi
3aMmucaHuil B “anbTepHATHBHA TijKa”, 3riHO Tadiuii [V (ue € rinka mig HomepoM 2). B cTek momaeThes,
nakeT 1ijg HomepoM 2. [licns mporo maker 1 mpoxoauTh rijiky 3 , IMOBIpHICHA YaCTHHA NTAKETY MHOKHUTHCS
Ha HMOBIPHICTh MPANE3IaTHOrO CTaHy eJeMEeHTa CTpyKTypu i crae pisaoro 0.81 (0.9 *0.9=0.81).
VIMOBipHiCHMIT TIAKET PO3MHOXYETHCS HA JBA, i YTBOPIOEThCA NMAKeT 3 , MMOBIpHICHA YAaCTHHA MAKETy
MHOXKHUThCS Ha HMOBIPHICTh HEMpAIe3AaTHOTO CTaHy €JieMEHTa CTPYKTypu i crae piHow 0.09 (0.9
*0.1=0.9). AHanoriuHo, mepIInii MakeT MPOXOUTh 1HIII TJIKH 1 JocsArae KiHieBoro By3na 7. Jlo cymapHoi
3B'A3HOCTI JIOJA€THCSI WMOBIPHICTH iCHYBaHHs MakKeTy, a caM WMOBIpHICHWH makeT 3HUILyeThes. [licns
BOTO 1HIN TAKETH MPOXOJATh TIJIKH, 1 HAMararThCs JOCATTH 7 By3ya. SIKIIO MMakeT HeMae
aNbTEPHATUBHUH TJIKK,TO BiH 3HUIILYETHCS, @ HMOBIPHICTB IIbOTO MAKETY TOJAETHCS 10 CyMapHUX BTpAT.

[Ticnst mpoXxoKEHHS YCiX MaKeTiB, JIIYMIBLHHUK MTOKaKe CyMapHy HMOBIPHICTB 3B’s13HOCTI Mixk 1 Ta 7
BY3JIOM.

BucHosku

B pmaniii poOOTI mpeAcTaBiIeHO BU3HAUCHHS TOKa3HUKA CTPYKTYPHOI KHMBYYOCTi (MMOBipHOCTI
napHoi 3B’s3HOCcTi) LoRa MESH wMepexi. BusHaueHHs WMOBIpHOCTI TapHOi 3B’S3HOCTI 3IIHCHEHO
(hopmarnizoBaHUM METOJIOM JIOTiKO-MMOBIPHICHOTO TPaeKTOpPHOTO MojentoBanHs. JlaHuii mMerton €
NOJANBIIAM  PO3BUTKOM METOJly KOMYyTallii WMOBIPHICHMX TMAaKeTiB, pO3pOOJICHOTO aBTOPaMH.
YaockoHaNeHU METO/I MOKa3aB HEBHCOKY OOYMCIIIOBANBHY CKJIaaHICTh. Bmepme Oyio ¢opmanizoBaHo
METOJI, 10 HAJacTh MOXJIMBICTh MOAAJIBINOI aBTOMaru3aiii. [lofabiine BAOCKOHAIEHHS JaHOTO METOMY
JIacTh 3MOTY aHaNi3yBaTH MMOKa3HUKH CTPYKTYPHOI )KUBYUYOCTI MEpPEXK 3B'I3KY 3 1€pApXivuHOI0 CTPYKTYPOIO,
0 CYTTEBO PO3MIMPUTH (YHKI[IOHAJIBHICTH MeToxy. Ha ocHOBI (hopMaii3oBaHOTO METOJY JIOTIKO-
HMOBIPHICHOI'O TPaeKTOPHOTO MOJENIOBAHHAM IUIAHYEThCS PO3POOUTH TMporpamHe 3abe3nedeHHs JUIs
BU3HAUEHHS TMOKA3HWKIB CTPYKTYpPHOI KHBYYOCTi CHCTEM BiJIOBiaIbHOTO TMPH3HAYEHHS 3 MEpexKero
3B’5I3KY JIOBUTHHOIT KOH(ITYpaIllii.
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APPLYING A FORMALIZED LOGICAL-PROBABILISTIC METHOD FOR
DETERMINING THE SURVIVABILITY INDICATORS OF MESH
NETWORKS

L. Ozirkovskyy, B. Volochiy, N. Pryymak, Yu. Zhuk
Lviv Polytechnic National University, S. Bandery Str., 12, 79013, Lviv, Ukraine

Using the example of an LORA MESH network, the capabilities of the logic-probabilistic
trajectory modeling method for determining the survivability indicators of mission-critical systems
with a mesh network structure are presented. The proposed method is formalized, and based on it,
software can be implemented that allows the designer to obtain quantitative values of survivability
indicators at the system engineering design stage, when the system has not yet been built in
hardware, through modeling. The analysis of known methods for calculating pairwise connectivity
indices shows that the use of certain organized intermediate data structures can enhance the
computational efficiency of algorithms. In the correlation method, such structures are the sets of
paths for the i-th iteration. In the decomposition method, relative to the key element with indexed
masking of elements in the set of simple paths, these structures include an indexed array of
network elements, which determines their ordering by the chosen criterion, a vector of masking
levels for elements in the set of simple paths, and a stack of probabilities for incomplete paths.
Therefore, the question arises about the possibility of constructing and applying other auxiliary
structures and investigating the efficiency of corresponding algorithms. During the conducted
research, the idea emerged to use a "spanning tree" of simple paths as such an auxiliary structure,
by means of which it is possible to manage the passage of "probability packets”. Methods for
evaluating survivability with a grid structure of communication networks are characterized by high
computational complexity. Such computational complexity hinders the multivariate analysis of
design decisions. The formalization of the probabilistic packet switching method has allowed
reducing computational complexity for the user (enabled the implementation of this method in
software, as most calculations are performed repeatedly automatically; moreover, when changing
the network configuration, the function for calculating connection pairs is formed with less time
expenditure). This will allow for multivariate analysis of design decisions, improve the efficiency
of system design, and significantly reduce time costs.

Keywords: safety-critical systems, connectivity index, probability of pairwise connectivity, grid
communication network, LoRa Mesh networks
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