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The article examines the problem of organizing legal security in the information sphere.
Based on the provisions of Article 17 of the Constitution of Ukraine and the Information
Security Strategy, one of the most important functions of the Ukrainian state at the present stage
is to ensure information security. The problem of legal security in Ukraine acquires particular
relevance and importance today, during the full-scale invasion of the Russian aggressor, when
his insidious aggressive actions are implemented on all fronts, including in the information
space. In these conditions, the state policy becomes important, which must be holistic and
effective in countering threats.

The author summarizes and supports the understanding of the definition of information
security as a state of security of information resources and information systems, which ensures
their confidentiality, integrity, availability, as well as reliability and protection from
unauthorized access, disclosure, modification, destruction and other forms of unlawful
encroachments that pose threats to national security, economic stability and order in society. At
the same time, the main components of the information security mechanism, which are the basis
of information security for the state as a whole, individual legal entities or individuals, are
confidentiality, integrity and availability. The main components of the information security
mechanism, in the author’s opinion, should be: technical (creation of an appropriate technical
infrastructure to ensure the functioning of information security), political (development of state
policy aimed at ensuring information security) and legal (adoption of high-quality regulatory
legal acts that will determine all information security measures), as well as technologies in the
field of artificial intelligence and a number of applied practical elements, which, of course, affect
the state and level of information security in the state. These components and elements
complement each other and are the basis for creating an effective security system against
information threats in the information and cyberspace.

Keywords: legal support, legal regulation, information space, information technologies,
artificial intelligence, national security, information security, cybersecurity, threats to
information security, information terrorism, cyberterrorism, cybercrimes, offenses in the
information sphere, responsibility for committing offenses in the information sphere.

Problem statement. One of the most important functions of the state is ensuring national security,
since, in accordance with Part 1 of Article 17 of the Constitution of Ukraine, “the protection of the
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sovereignty and territorial integrity of Ukraine, ensuring its economic and information security are the most
important functions of the state, the business of the entire Ukrainian people” [1]. Based on the
aforementioned constitutional norm, one of the components of the national security system is, first of all,
information security. At the same time, in accordance with the Information Security Strategy adopted in
Ukraine on December 28, 2021, one of the most important functions of the Ukrainian state at the present
stage is ensuring information security [2]. The problem of legal ensuring information security in Ukraine is
of particular relevance and importance today, during the full-scale invasion of the Russian aggressor, when
its insidious aggressive actions are implemented on all fronts, including in the information space. The enemy
is increasingly aggressively and actively conducting information and psychological operations with the aim
of destabilizing the situation within our state, creating panic in society, spreading false information about the
state of military operations and undermining trust in all state institutions and organizations. Therefore, state
policy requires the development of an effective and holistic system, primarily of legal means, to counter
threats from the aggressor state. An effective state policy in the field of security in the information space is
designed to develop the resilience of citizens and society as a whole to existing information threats and
strengthen trust in state institutions in order to maintain stability in their activities in the extremely difficult
conditions of martial law.

Analysis of the study of the problem. Based on the above-mentioned Article 17 of the Constitution
of Ukraine, as well as the provisions of the current Information Security Strategy, the problem of legal
support for information security as a component of the national security of Ukraine is increasingly being
paid attention to by both legal scholars and law enforcement practitioners, in particular, this problemis raised
in the studies of I. V. Aristova, I. R. Bodnar, B. A. Kormych, V. A. Lipkan, Yu. Ye. Maksymenko, V. Ya. Ru-
ban and many others. At the same time, modern scientific research by such legal scholars as V. S. Vyzdryk,
M. T. Gavryltsiv, K. I. Dolzhenko, L. I. Mazurenko, T. S. Perun, O. M. Melnyk, O. Skochilyas-Pavliv,
I. M. Shopin, E. O. Solomin and many others are also devoted to various aspects of legal security in the
information space and the importance of ensuring information security as a component of the national
security of Ukraine.

The purpose of the article is a comprehensive study of the problem of legal security in the
information space, in particular, in the context of expanding the possibilities of using artificial intelligence
at the present stage.

Presentation of the main material. In the modern dynamic world, information is of decisive
importance in all spheres of life of society and the state: in politics, in the economy, in the military sphere,
in other spheres. However, the growing information dependence undoubtedly creates opportunities for
committing offenses in the information sphere using information technologies and artificial intelligence
technologies. Therefore, the problem of ensuring information security for the state is becoming extremely
relevant. Almost all states face difficulties in ensuring the security of their information resources due to a
number of threats (cyberattacks, cyber espionage, domestic espionage and other forms of cybercrime). Such
threats can encroach on national security, economic stability and order in society, which has an extremely
negative impact on the state as a whole. In Ukraine, such threats have only intensified in the context of
Russian military aggression and the introduction of the legal regime of martial law, and therefore require
more effective legal mechanisms for ensuring information security and more radical countermeasures.

As already noted, in accordance with Part 1 of Article 17 of the Constitution of Ukraine, “the
protection of the sovereignty and territorial integrity of Ukraine, ensuring its economic and information
security are the most important functions of the state, the business of the entire Ukrainian people” [1].
Therefore, information security is a certain element or component of the national security system of Ukraine.

Studying the definition of information security, a number of scientists approach the understanding of
information security as a set of technical and software tools to ensure the confidentiality of information data
in computer networks. In particular, their scientific works emphasize that information security is a set of
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tools and methods developed and used to protect confidential information from change, violation, destruction
and verification [4, p. 111]. We believe that such an understanding of information security (security in the
information space) is somewhat artificially narrowed.

According to the scientific positions of other legal scholars, information security is the state (or level
(N. Guzel) of information security. Thus, O. Stepko, analyzing the problem of information security, in his
scientific work considers information security in two dimensions (aspects). On the one hand, the scientist
believes that information security is the security of internal information, that is, the quality and reliability of
this information, as well as the protection (or level of protection (N. Guzel) of various areas of information
from disclosure and the protection (or level of protection (N. Guzel) of information resources. On the other
hand, from the scientist’s position, information security also includes: control over information flows,
restriction of the use of provocative and hostile public information (including control over advertising), as
well as protection of the national information space from external information expansion [5, p. 91].

There is also another scientific position, according to which (B. Kormych), information security is the
security (or level of protection (N. Guzel) of the rules (legal norms) established by law, in accordance with
which information processes take place in the state, which provide the conditions for the existence and
development of a person, the entire society and the state guaranteed by the Constitution [6, p. 142].

In addition to the above, it is worth emphasizing that, in accordance with Article 17 of the current
Constitution of Ukraine and the approved Information Security Strategy, the information security of Ukraine
is an integral part of the national security of Ukraine[1; 2]. Therefore, we consider it correct to state that
information security encompasses a certain legal state of protection of state sovereignty, territorial integrity,
democratic constitutional order, as well as other vital interests of man, society and the state, in the existence
of which the constitutional rights and freedoms of man to collect, store, use and disseminate information, as
well as access to reliable and objective information, are properly ensured, there is an effective system of
protection and counteraction to harm caused by the spread of negative information influences, including the
coordinated spread of unreliable information, destructive propaganda, other information operations,
unauthorized distribution, use and violation of the integrity of information (e. g., with limited access) [3,
p. 153].

Thus, taking into account the norms of the analyzed legislation, as well as the scientific statements of
scientists who have studied the essence of information security, we generally share scientific positions on
understanding the essence of information security as a state of security of information resources and
information systems, which ensures their confidentiality, integrity, availability and reliability, as well as
protection from unauthorized access, disclosure, modification, destruction and other forms of abuse that can
lead to a violation of national security, economic stability and public order [3, p. 153]. At the same time, we
believe that such a state is formed in the state on the basis of rules established by law (legal norms). The
scientific position that the main components of information security, which are the basis for information
security for the state as a whole, individual legal entities and individuals, are also correct:

— confidentiality;

— integrity;

— availability [3, p. 153; 8].

If we analyze the above components of information security, then among them, data confidentiality
means that data should be accessible only to those who have authorized access. For example, take any
government agency. There is information that may belong only to certain employees and is needed only for
work. Limiting the number of people who have access to different data sets improves the ability of the
government agency to maintain the confidentiality of information. As for data integrity, the information must
be intact, complete and accurate. To ensure data integrity, governments can maintain and optimize their IT
infrastructure, create backup copies of their data and create a data loss prevention plan that will protect them
in the event of a serious data breach. And finally, the component of data availability indicates that the
network, system and necessary devices are ready for use as intended by authorized personnel.

It should be noted, in particular, that data availability means the ability of employees to access the
necessary data at any time without delay. Yes, there are a number of factors that can prevent access to data
even for authorized users, especially in the era of cloud technologies, when so much data is hosted off-site.
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The development of digital technologies has led to an unprecedented increase in information threats -
from ordinary theft of information or eavesdropping to high-tech cyber espionage at the state level. Yes, with
the development of technologies, the tactics of cybercriminals are also changing. This undoubtedly
complicates the provision of information security, which is influenced by a number of factors: potential
threats, the value and level of sensitivity of information, verification and reliability of information, etc. The
main trends in the evolution of information and cyber threats, as part of information security, are related,
first of all, to the need to protect computer systems and networks of states, their legal entities or individuals
from data leakage, from damage to equipment and software. Such threats today are: ransomware
(ransomware attacks are becoming increasingly common, when cybercriminals block systems and demand
large ransoms or demand information or access to it), vulnerable devices (weak passwords to work devices,
banal theft of laptops or storage media. To avoid this, it is worth holding lectures on cyber hygiene in
government institutions, companies, and simply being aware of every individual), attacks using artificial
intelligence (Al) (cybercriminals use artificial intelligence and machine learning to create more effective
attacks, which makes it extremely important for defenders to implement artificial intelligence to detect
threats. It is important that the usual chat GPT or avodocs, which IT lawyers love to use so much for using
template contracts, are open source. That is, if a lawyer creates a contract and fills in data in avodocs, then
this completed contract can be easily stolen, which poses a threat to clients, the lawyer, and the company),
provisions on data privacy (new data privacy regulations such as GDPR and CCPA set strict requirements
for organizations. Failure to comply with them not only leads to fines but also creates reputational risks),
privacy and data protection (due to growing concerns about data protection, individuals and organizations
face constant challenges in protecting personal information, complying with privacy regulations, and
protecting user data from unauthorized access) [3, 8].

Yes, one of the largest hacking attacks that threatened the US government is known to date — the
hacking attack on SolarWinds in 2020. SolarWinds is a large software company based in Oklahoma that
provides system management tools for network and infrastructure monitoring, as well as other technical
services to hundreds of thousands of government and non-government organizations around the world.
Among the company’s products is the Orion IT performance monitoring system. In carrying out the attack,
the perpetrators targeted SolarWinds, deploying malicious code in the Orion IT monitoring and management
software, which is used by thousands of enterprises and government agencies around the world. The
SolarWinds hack was a major event not because it compromised one company, but because it triggered a
much larger incident that affected thousands of organizations, as well as the US government. During this
hack, the alleged state of origin of the hacking attack was established, which Microsoft identified as the
Nobelium group (a Russian hacking group). More than 30,000 public and private organizations, including
local, state, and federal agencies, use the Orion network management system to manage their IT resources.
It wasn’t just SolarWinds customers who were affected. Because the hack exposed the inner workings of
Orion users, hackers could potentially gain access to the data and networks of their customers and partners.
The malware reportedly affected many U. S. companies and organizations. Even government departments
such as the Department of Homeland Security, the Department of State, and the Department of Commerce
and the Treasury were affected. Private companies such as FireEye, Microsoft, Intel, Cisco, and Deloitte
were also affected by the attack [10].

In Ukraine, the scope of threats and challenges in the field of information security is determined
primarily by Russian armed aggression and the established legal regime of martial law. Indeed, several times
a month, the aggressor state attacks Ukrainian information systems with the sole purpose of stealing
information, including restricted access. Unlike NATO member states, Ukraine, unfortunately, is forced to
ensure security in information and cyberspace on its own. Statements by NATO leadership, against the
background of “special” concerns about Russia’s information war against Ukraine, that attacks in Ukraine’s
cyberspace may sooner or later spread to other territories, repeatedly emphasize that a cyberattack on a
NATO member state may trigger Article 5 (the collective defense clause). Given today’s realities, the action
of Article 5 is most likely hypothetical [10]. Even in the first days of the full-scale invasion, phishing attacks,
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probably from Belarusian hackers and the FSB, were directed against Ukrainian servicemen [12]. There were
also a lot of fake messages about “checks” from the SBU, allegedly requiring Ukrainians to click on a link,
which later led to the enemy wanting to gain access to Ukrainians’ accounts and many other cybercrimes
[13].

At the same time, almost all researchers of the analyzed issues agree that Ukraine today has all the
opportunities to achieve technological leadership not only in Europe, but also at the level of developed
countries of the world, since the state of war has led to rapid information and technological development in
the country towards the application of the most modern IT technologies. Achievements in the field of
artificial intelligence, as well as high-tech information protection, are already significantly and positively
affecting national defense and security, based on revolutionary changes in three main areas - military,
information and economic. Thus, in the military sphere today, technologies that use artificial intelligence are
available (unmanned aerial vehicles, in particular strike aircraft, unmanned aerial vehicles of various ranges,
cruise missiles with automatic target designation, naval drones, etc.). These technologies can provide access
to new means of delivering high-precision strikes, in particular at long distances. Another example of this
kind is machine learning technology, which can automate the analysis of satellite images and provide cyber
protection. In the field of information and cyber security, artificial intelligence will significantly expand the
capabilities of data collection and analysis, instant response to cyber incidents, and the creation of aggregated
data. When it is necessary to quickly solve intelligence tasks, this will mean systematically taking into
account a larger number of sources of objective information, as well as sources of disinformation and
information influences [13, p. 149].

Solving the problem of ensuring information security in the state requires solving such large-scale
tasks as developing theoretical principles of information security and a regulatory framework that regulates
the solution of all aspects of ensuring information security, creating a system of bodies responsible for
information security and resolving issues of information security management and its automation, improving
the production of information security tools and organizing the training of relevant specialists [5, p. 90].

It is worth noting that the main threats and challenges in the field of information security of states,
their legal entities or individuals are growing in parallel with the development of IT technologies and the
expansion of the possibilities of illegal attacks on databases, services and archives. Thus, today it is a fact
that even the most protected areas, such as political or defense, become objects of illegal actions of attackers
with the aim of stealing or distorting information (including limited access).

The ongoing Russian-Ukrainian war for several years has clearly confirmed that any information
attacks and information leaks, the use of artificial intelligence capabilities can massively affect both
individual individuals and society as a whole. Therefore, today, more than ever, the need to develop an
effective legal mechanism that would really and fully guarantee the information security of Ukraine and in
Ukraine is relevant. In this regard, the scientific position expressed by Prof. O. Skochylas-Pavliv, that the
defining components of this legal mechanism should be: a technical component (creation of an appropriate
technical infrastructure to ensure the effective functioning of information security), a political component
(development of a state policy aimed at ensuring information security), a legal component (adoption of
effective and high-quality regulatory and legal acts that would cover all the previously considered means of
ensuring information security. These three components complement each other and are fundamental for
creating an effective system of protection against information threats.

It will also not be superfluous to determine a number of practical elements that undoubtedly affect the
state and level of ensuring information security in the state. Timely and objective presentation of news and
other important information (through state media and online publications, official appeals), constant and,
above all, timely during the period of the legal regime of martial law, refutation of fakes, false information
inputs and IPSO (through state media and online publications, official appeals), continuous training of
citizens in the basics of critical thinking and the ability to recognize disinformation and fakes, as well as
compliance with information hygiene (through a public-private partnership to improve citizens” knowledge
and skills regarding Internet safety), legal protection and protection of data confidentiality, freedom of
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speech and citizens’ information rights to access information (transparency and responsibility of media and
information platforms) — all this together is designed to form an effective legal mechanism for ensuring
information security in Ukraine.

Conclusions. Thus, today, in a period of rapid information development of society, martial law in
Ukraine, and the changing geopolitical situation in the world, legal security in information and cyberspace
is becoming perhaps the most important state task. Therefore, the state, represented by its bodies (CERT-
UA (Computer Emergency Response Team of Ukraine of the State Service for Special Communications),
the Cyber Police Department of the National Police of Ukraine, the Department of Counterintelligence
Protection of the State’s Interests in the Field of Information Security of the Security Service of Ukraine) is
called upon to ensure information security in all spheres of public life through the development and
implementation of an effective legal mechanism for countering offenses in the information and cyberspace,
which would cover a number of components, in particular, technical (creation of an appropriate technical
infrastructure to ensure the functioning of information security), political (development of a state policy
aimed at ensuring information security) and legal (adoption of high-quality regulatory and legal acts that will
determine all information security measures), as well as technologies in the field of artificial intelligence and
a number of applied practical elements (education and awareness of citizens, development of the legal
framework and international cooperation), which, of course, affect the state and level of ensuring information
security in state. The above components and elements complement each other and are the basis for creating
an effective security system against information threats in the information and cyberspace. Only through a
comprehensive approach and the implementation of appropriate measures (in particular, legal ones) can
effective information security be ensured in war conditions, while respecting freedom of speech and
information rights of citizens.
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IIPOBJIEMA ITPABOBOI'O 3ABE3IIEYEHHA BE3ITEKHA
B IHOOPMAIIMHOMY MPOCTOPI Y KOHTEKCTI PO3LLIUPEHHS
BUKOPUCTAHHSA HITYYHOI'O IHTEJIEKTY HA CYYJACHOMY ETAIII

Y crarTi gocaizxkyeThesa npobaema opraHizaunii npaBoBoro 3ade3neveHHs1 Oe3nekH B iHpopma-
niifHii cdepi. Buxoasauu 3 mosoxens c1. 17 Koneruryuii Ykpainu Ta Crparerii indopmaniiinoi 6e3nexn,
OJHi€I0 3 HaliBaKIUBIIINX GYHKIIH YKpaiHCHKOI Jep:KkaBH HA Cy4YacHOMY eTali € 3a0e3nedyenHs ingop-
Maniiinoi 6e3nexku. Oco0/MBOT AKTYaJIBLHOCTI Ta BAaXKJIUBOCTI NpodJemMa NnpaBoBoro 3ade3neveHHs ingop-
MauiiiHoi 6e3nexku B YKpaiHi Ha0yBa€ cbOroAHi Mmi Yac MOBHOMACIITA0HOTO0 BTOPrHEHHS PocilicbKOro
arpecopa, KoJId Oro miIcTynHi arpecuBHi Ail peani3yloTbesl Ha ycix ppoHTax, y T. 4. B indopmauiiiHomy
NMPOCTOPpi. ¥ IHUX YMOBaxX Ba/KJIHBOI CTA€ MOJITHKA JAep:KaBH, AKa Ma€ OyTH LilTiCHOIO Ta e(heKTHBHOIO
JJIs1 IPOTHUALT 3arpo3am.

ABTOp y3arajbHIO€ i maTpuMye po3yMiHHs Ae(iniuii indopmauiiiHoi Oe3nexkn sik cTaHy 3axXM-
1eHocTi inopManilinux pecypciB Ta ingopmauniiiHux cucreM, AKUi 3a0e3nevye iXHI0 KOHiTeHUiHICTD,
HiTiCHICTD, IOCTYNMHICTH, 4 TAKO0XK HAMIHICTL Ta 3aXMIIEHICTh BiJl HECAHKIIOHOBAHOI0 TOCTYIY, PO3ro-
JoumieHHs1, Mmoaudikanii, 3SHUIIEHHA Ta iHIIUX GOpPM NMPOTHNPABHUX MOCATaHb, AKi 3arpPoXKyIOTh Hauio-
HaJIbHil Oe3meni, ekOHOMiYHill cTa0lIbHOCTI Ta MOPSAAKY B cycmiiibeTBi. BogHoOYac 0CHOBHUMH CKJIA/10-
BUMH YAaCTMHAMM MeXaHi3My iHdopmauiiiHoi 0e3nexu, siki € ocHOBOW iHdopmauiiiHoi Oe3mexku s
JepaKaBU 3arajioM, OKpeMHUX IOPpUAUYHUX YU GizuuyHuX oci0 € koHpineHniiiHicTh, nijgicHicTh Ta 10CTYN-
HicTh. OCHOBHHMH KOMIIOHCHTAMH MeXaHi3My 3a0e3nedeHHs inopmaniiinoi Oe3nexn, Ha AyMKY aBTOPa,
MalOTh OYTH: TexHiuHA (CTBOpeHHSs BiINOBiHOI TeXHiYHOI iHPpacTPyKTYypH 1A 3a0e3neueHns: GyHKIio-
HyBaHHs iHdopMauiiiHoi Ge3mexku), mojiTuuna (pPo3podka Aep:KABHOI MOJITHKH, COPAMOBAHOI Ha
3a0e3neveHHs iHdopManiiiHoi 6e3nexn) Ta npaBoBa (MPUIAHATTA AKICHUX HOPMATHBHO-NIPABOBHX AKTIB,
siki BH3HAYATHMYTh Bci 3axoau indopmamiiiHoi Ge3mexku), a TAKoX TexXHOJOrii y cdepi mrydnoro
iHTe/IeKTy Ta HU3Ka NPUKJIAJHUX NPAKTUYHMX eJIeMeHTIB, siKi, 6e3yMOBHO, BIVIMBAIOTH HA CTaH i piBeHb
3a0e3nedyeHns ingopmauiiinoi 0e3nexu B 1ep:xkaBi. 3a3HauyeHi CKJIa0BI Ta eJieMeHTH B32€EMO/IONIOBHIOIOTH
OJMH OJHOTO i € OCHOBOIO /ISl CTBOPeHHsI e()eKTHUBHOI cucTeMu Oe3neku Big indopMmauniiinux 3arpo3 B
iHdopmanilinomy Ta kiGepnpocTopi.

Kuio4oBi cj10Ba: npaBoBe 3a0e3neyeHHs, IPaBoOBe peryjaoBaHHsd, iHpopmaniinuii npoctip, indop-
MauiiiHi TeXHOJIOTii, IITYYHUH iHTe/IeKT, HAliOHAJILHA Oe3neka, iHpopmanilina Oe3neka, KidepOe3neka,
3arpo3u iHdopmauiiiniii 0e3neui, ingopmauiiinuii Tepopusm, Kideprepopusm, KidepnpaBonopyiieHHs,
npaponopyumeHHss B iHdopMmauiiiniii cdepi, BignmoBigaJbHicTH 32 CKOEHHSI NPaBONOPYLIEHHA B
indopmaniiiniii chepi.
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