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Abstract: This paper is dedicated to developing and 

evaluating the facial recognition system, focusing on its 

effectiveness and operational reliability under real-world 

conditions. The choice of the Raspberry Pi hardware 

platform for implementing the system has been justified by 

its capability to process video streams in real time, as well as 

its compatibility with the high-quality Raspberry Pi Camera 

V2, which enables the acquisition of images with sufficient 

resolution for the proper functioning of computer vision 

algorithms. The implementation of a prototype of the studied 

system has been presented, encompassing the development of 

a face detection algorithm, hardware configuration, 

integration of the OpenCV, Dlib, and Picamera2 libraries, as 

well as the use of pre-trained models for accurate detection 

of facial key points. The developed algorithm has been 

adapted and optimized to consider the limited hardware 

resources of the Raspberry Pi platform, ensuring high 

accuracy and real-time image processing performance.  

Index terms: facial recognition system, computer vision, 

Raspberry Pi. OpenCV 

I. INTRODUCTION 

Facial recognition technologies have become widely 

adopted in the modern world and demonstrate significant 

practical value across numerous domains, including 

security, financial services, access control systems, and 

medical diagnostics [1]. The primary applications of such 

systems include identity verification (authentication) for 

granting access to protected resources, personal identi-

fication in law enforcement activities [2], and usage in 

medical practice, particularly in maxillofacial surgery, for 

analyzing the morphological features of patients’ faces. 

Despite significant advances in computer vision and 

deep learning, which have helped improve the accuracy of 

recognition algorithms, this technology still faces several 

challenges. Facial recognition remains problematic under 

conditions of poor lighting, partial occlusion of the face by 

external objects, changes in a user's appearance (e.g., due 

to aging, hairstyle, makeup, or the use of glasses), and 

environments with limited computational resources that 

are typical for mobile or embedded systems [3]. 

In addition to technical limitations, the security of 

such systems remains a critical concern. Modern attack 

techniques, such as spoofing (impersonation using photo-

graphs, videos, or 3D masks), pose a serious threat to the 

reliability of facial recognition [4]. This necessitates the 

development of attack-resistant models and the imple-

mentation of anti-spoofing mechanisms, such as micro-

expression analysis, depth sensing, or multisensory data 

(e.g., infrared imaging). 

Thus, ongoing scientific research aimed at impro-

ving facial recognition algorithms under challenging 

conditions, enhancing their adaptability, and ensuring the 

cybersecurity of these systems remains highly relevant [5]. 

These directions are essential for successfully integrating 

facial recognition technologies into critical areas of human 

activity. 

II.  LITERATURE REVIEW AND PROBLEM 

STATEMENT 

This work examines the development of a safety 

subsystem for a "smart home." The focus is on managing 

various modules such as traffic sensors (PIR) and 

cameras. The system integrates the functions of detection 

and transmission of notifications in real-time. The main 

idea is to create an effective and reliable architecture for 

automated home management [1]. 

This work explores the barcode recognition system 

in panoramic images using the Raspberry Pi platform. The 

study shows real-time image processing using Raspberry 

Pi Camera V2 and OpenCV algorithms. The system is 

inexpensive and efficient for automating processes using 

compact equipment [2]. 

This work presents a security system that uses 

Raspberry Pi 4, webcams, and OpenCV to detect traffic. 

The system is integrated with Amazon Web Services 

(AWS) to store data and control. It demonstrates high 

accuracy and efficiency in real-time. The detection system 

is based on Raspberry Pi 4 and OpenCV. When motion is 

detected, the system sends a message through WhatsApp. 

The system's 98.08% accuracy confirms its real-time 

reliability [4]. 

This work examines the implementation of home 

safety traps, focusing on an automated alert system 

designed for enhanced security and quick response. The 

proposed solution is built on the Arduino Uno platform, 

combined with a GSM module to send real-time 
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notifications when an intrusion or hazardous event is 

detected. The system integrates sensors that monitor envi-

ronmental changes, such as motion detection, door/win-

dow openings, or gas leaks. Upon detecting a potential 

threat, the GSM module triggers an immediate alert to the 

user's mobile device, ensuring rapid awareness and action. 

This approach enhances remote monitoring capabilities, 

making it a practical and accessible solution for everyday 

home security needs. [5]. 

This article examines the safety system built on 

Raspberry Pi 3 using OpenCV. It compares motion 

detection accuracy between PIR-facts (76%) and OpenCV 

– Histogram of oriented gradients (HOG) to improve 

accuracy [6]. 

The work describes a motion detection system on 

Raspberry Pi 4 using OpenCV. When motion is detected, 

the system sends notifications to WhatsApp. The system's 

98.08% accuracy confirms its real-time effectiveness. The 

system utilizes computer vision techniques and real-time 

processing to ensure efficient motion detection. Imple-

mented on Raspberry Pi 4, it leverages OpenCV for image 

processing, allowing it to detect movement with high 

precision. Upon detecting motion, the system triggers an 

automated notification process, instantly informing users 

via WhatsApp. This functionality enhances security and 

monitoring applications, making it a reliable solution for 

real-time surveillance [7]. 

The project aims to create an autonomous car based 

on Raspberry Pi, using OpenCV for computer vision and 

NVIDIA's neural network to analyze the traffic situation. 

The camera captures the environment, OpenCV processes 

the image, and CNN predicts the movement. Raspberry Pi 

controls the motors, responding to route changes in real 

time. This approach allows for developing an effective 

automatic driving system on affordable hardware [8]. 

This paper presents an automated security system 

integrating Passive Infrared Sensors (PIRs) and video 

surveillance. The study compares the efficiency of PIR-

based motion detection with OpenCV-powered video 

analysis, highlighting the advantages and limitations of 

each approach in various operational environments. PIR 

sensors offer a fast and energy-efficient solution, making 

them ideal for low-power security systems. However, their 

primary drawback lies in limited accuracy, particularly in 

distinguishing between human movement and environ-

mental changes, such as temperature fluctuations [9]. 

An automated security system with surveillance is 

presented. A PIR sensor and a camera were installed to 

detect the presence of an intruder and capture their picture. 

The owner will be alerted using the GSM technology 

through Short Message Service (SMS). At the heart of the 

system was an Atmega644p microcontroller, which 

receives and processes signals from the PIR sensor and 

decides whether sending a notification message with the 

captured image over SMS is necessary [10]. 

A home monitoring and security system was 

proposed with a PIR and temperature and humidity 

sensors connected to an Arduino Uno microcontroller. 

The system intends to apply changes in both motion and 

temperature in a monitored room to improve the accuracy 

of intrusion detection by reducing false detections based 

on the line of sight that any entity can cut, not necessarily 

an intruder. If the temperature is above a set threshold and 

a change in motion is detected, an SMS message will be 

sent to the owner’s mobile phone via GSM [11]. 

An illustration of how to make a home automation 

system using a Raspberry Pi and PIR sensors is 

introduced. When the PIR sensor detects motion, it 

displays string outputs stating there is an intruder on the 

Raspbian terminal, and vice versa. No external user 

interface was set up, and only the Raspbian terminal was 

used to show whether or not an intruder was present in the 

house. These systems use PIR sensors, which may be 

unreliable and could cause false detections and alarms 

when implemented in surveillance systems. One example 

is how a PIR sensor might detect motion when receiving 

rapid heat from exposure to the sun. On the other hand, 

different options, such as computer vision techniques, can 

replace the said sensor. Hence, this work aims to improve 

the effectiveness of motion detection by using OpenCV by 

comparing the use of PIR sensor and OpenCV techniques 

in motion detection [12]. 

III. SCOPE OF WORK AND OBJECTIVES 

The primary objective of this study is to conduct a 

comprehensive comparative analysis of the efficiency and 

accuracy of three motion and facial recognition systems: 

A Passive Infrared (PIR) sensor, an OpenCV-based 

solution utilizing a conventional webcam, and a Raspberry 

Pi platform integrated with a facial recognition algorithm. 

The research aims to evaluate the strengths and limitations 

of each system in terms of detection accuracy, processing 

latency, computational resource usage, and adaptability to 

dynamic environmental conditions. A significant part of 

the study is devoted to assessing the performance of these 

technologies under diverse real-world scenarios, including 

variations in ambient lighting, facial occlusions, different 

angles of observation, and the presence of accessories 

such as glasses or masks. 

Furthermore, the research explores developing and 

integrating a facial image database with precomputed 

feature descriptors to enhance recognition speed and sys-

tem responsiveness, particularly on resource-constrained 

platforms like Raspberry Pi. The study also investigates 

algorithmic optimizations and image preprocessing 

techniques to improve detection robustness and reduce 

false positive and false negative rates. 

Ultimately, this research provides a data-driven 

foundation for selecting and deploying suitable 

recognition technologies in practical applications such as 

intelligent surveillance, automated access control, and 

low-cost embedded security systems. By analyzing both 

the technical and economic feasibility of each approach, 

the study contributes to informed decision-making in 

designing and implementing efficient, reliable, and 

scalable recognition systems. 
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IV. RESULTS AND DISCUSSIONS 

Three systems were designed and developed to 

conduct the examinations. All three systems were built 

using a Raspberry PI. The first system is based on 

OpenCV and a web camera. The second system is based 

on OpenCV and a Raspberry PI camera. The algorithm of 

both systems with cameras is shown in Fig. 1.  

 

 

Fig. 1. The algorithm of both systems uses cameras. 

The third system is Raspberry PI and a Passive 

Infrared Sensor. The algorithm of the Passive Infrared 

Sensor system is shown in Fig. 2. Below there is a 

description of the modules used.  

OpenСV contains over 2500 optimized algorithms to 

detect movement and recognize objects, faces, text, and 

more. Features: 1) real-time video flow processing; 2) 

algorithms for the detection of objects (people, transport, 

animals); and 3) background subtraction to detect motion; 

4) support for recognition of faces and gestures; 5) 

modules for depth, optical flow, and image segmentation 

analysis. Programming languages: Python, C++, Java, 

Matlab. Advantages: 1) Open code and a large community 

of developers. 2) high performance.3) easy integration 

with other modules (for example, Raspberry Pi). 

Application scope: 1) CCTV system. 2) Robotics.3) 

Analysis of sports events.4) Medicine (image analysis). 

Raspberry Pi is a compact one-board computer 

designed for educational and project purposes. It supports 

additional modules such as cameras, sensors, and many 

others. Specifications (Raspberry Pi 3/4): 1) Processor: 

ARM Cortex-A53. 2) RAM: 1-8 GB (depending on the 

model). 3) interfaces: USB, HDMI, CSI (for cameras), 

GPIO (for sensors). .4) Operating system: Raspberry Pi 

OS (Linux). Advantages: 1) compact size.2) Support for 

various peripheral devices.3) relatively low cost. 

Application Scope: 1) Automation Systems.2) Home 

Media Servers. 4) educational projects. 

 

 

Fig. 2. The algorithm of the Passive Infrared Sensor system. 

Pi Camera V2 is a compact camera designed for 

Raspberry Pi use. It provides high-quality images and 

videos. Specifications: 1) resolution: 8 MP. 2) Sensor: 

Sony IMX219. 3) Video Support: Full HD (1080p) at 30 

frames per second.4) Connection interface: CSI (Camera 

Serial Interface). Advantages: 1) ease of connection to 

Raspberry Pi. 2) Compact and lightweight design.3) high 

image quality for its size. Disadvantages: 1) dependence 

on Raspberry Pi, and) performance sensitivity to lighting 

conditions. Application areas: 10 CCTV systems.1) 

Reasonable home.2) Machine training (movement 

detection, face recognition). 

Passive Infrared Sensor. These modules work 

separately and in combination, allowing you to create 

robust systems for analyzing traffic, automation, or video 

surveillance. 

Description: A Passive Infrared Sensor is an 

electronic sensor that detects the movement of objects by 

changing infrared radiation. It is called passive because it 

does not radiate its energy but only receives infrared 

radiation. Specifications: 1) work range: 5-10 meters.  

2) Inspection angle: ~ 120 ° .3) Energy consumption:  

~ 50 MW. 4) supply voltage: 3.3–5 V. Advantages: 1) low 

cost and energy consumption. 2) Simplicity. 3) sensitivity 

to thermal changes. Disadvantages: 1) the tendency to 

false operation due to heating or temperature changes, and 

2) the inability to distinguish the types of objects. 
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Application: 1) alarm system. 2) automatic lighting,  

3) robotics. 

Manuscripts should be divided into ordered and 

numbered sections. These sections should contain 

sufficient details to allow others to replicate and build on 

published results. New methods and protocols should be 

described in detail, while well-established methods can be 

briefly described and appropriately cited.  

The experimental part of this study aims to evaluate 

the effectiveness and accuracy of three different 

approaches to motion detection: PIR motion detection, 

OpenCV with a webcam, and OpenCV with a Raspberry 

Pi camera. Each method has its features, advantages, and 

limitations, which were analyzed in detail in the 

experiment. The experiment aims to determine the optimal 

technology for building a security system depending on 

the conditions of use, such as the RMS processing time, 

minimum and maximum processing time, standard 

deviation, detection accuracy, latency, and error 

probability. To ensure the reliability of the results, all tests 

were performed in a controlled environment to provide 

accurate and representative data for each method. 

The following subsections describe the equipment, 

environment, and methodology used for comparison. The 

experiment's results will highlight each approach's key 

strengths and weaknesses. 

Average processing time: to calculate the average 

processing time .[15] is calculated as 

 ,                         (1) 

where   - Separate time of tumor of each frame or 

event,   - The total number of measurements. 

Minimal and maximal time of data processing is the 

following: 

,                    (2) 

 

 .                     (3) 

The average quadratic deviation (Standard 

Deviation, ) is the following: 

  .                  (4) 

Detection Accuracy (Accuracy, a) is calculated as a 

percentage of successful events by the following: 

                (5) 

Delay (Streaming Latency) is measured in frames 

per second (FPS). To calculate the average delay, we use 

the following formula: 

  .                          (6) 

The probability of an error  is calculated as: 

 .                (7) 

The number of false positives is the number of 

events when the system falsely detects motion or an 

object. The total number of events is the sum of all events, 

including successful detections and false pairings, as 

shown in Table. 

Comparison of Sensor Parameters  

and Image Capture Methods 

Parameter 
PIR 

Motion 

OpenCV 

with 

webcam 

(1920x1080) 

OpenCV 

with 

Raspberry 

Pi camera 

(640x480) 

Average processing 

time (sec) 
< 1.000 0.094 2.379 

Minimum processing 

time (sec) 
0.200 0.067 2.322 

Maximum 

processing time (sec) 
0.500 0.317 2.547 

The average 

quadratic deviation 
0.05 0.021 0.026 

The accuracy of 

object detection (%) 
76 98 90 

Latency (frames per 

second) 
30–35 15–24 10–15 

Detection of motion 

in the sun (10:00) 
90% 100% 95% 

Detection of motion 

in the sun (14:00) 
70% 100% 80% 

Detection of 

Movement in the 

Sun (17:00) 

50% 100% 65% 

People recognition 

(%) 
100% 100% 95% 

Recognition of ina-

nimate objects (%) 
70% 100% 85% 

Power consumption 

(W) 
0.05 ~3 ~5 

The probability of an 

error (perror, %) 
24% 2% 10% 

 

Analysis PIR Motion Detection is 1) a Fast and 

economical solution for Basic movement and 2) best 

suited for simple, low-energy systems. 

Several false were obtained from 1) System log files: 

Most security systems (PIR motion detection and 

OpenCV) generate log files that record all events. What to 

look for: In the logs, you can find marks of motion or 

object detection and identify false events (for example, 

detection in space). For example, you can check the log 

files for when the system operated in an environment 

without absolute motion but registered an event. 2) Video 

analysis, record video during operation if your system 

uses cameras (e.g., OpenCV). What to look for: Manually 

review the footage to identify instances where the system 

has falsely detected motion (e.g., a shadow or a change in 

lighting). Suitable for OpenCV: You can compare real 

events in the video with events detected by the system.  

Webcam OpenCV: 1) High accuracy and speed with 

a webcam (1920x1080) require more resources and high-

quality video. 
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OpenCV with Raspberry Pi camera: 1) A solution 

available for low-power devices. 2) It has lower speed and 

accuracy than a webcam, but is well-suited for limited 

budgets. 

PIR Motion Detection should be used for basic 

security systems with limited requirements. OpenCV, 

which has a webcam, provides accuracy and high 

performance, which is perfect for corporate solutions. 

OpenCV with Raspberry Pi camera offers flexibility and 

low cost, but with reduced performance characteristics. 

V. CONCLUSION 

 The paper presented the primary development 

stages of the facial recognition system and evaluated its 

performance and resilience to external factors under real-

world usage scenarios. Significant attention was given to 

creating a database containing facial images and their 

corresponding feature descriptors to enhance the 

efficiency of facial recognition models and minimize 

computational overhead. This approach enabled a 

substantial reduction in processing time and accelerated 

the identification procedure during subsequent queries, 

which is particularly important given the limited resources 

of the Raspberry Pi platform. Additionally, methods for 

improving the system’s efficiency were explored through 

optimizing algorithmic solutions and fine-tuning image 

processing parameters. The authors tested the developed 

facial recognition system. They analyzed it from both 

technical and economic perspectives, which made it 

possible to assess its effectiveness and potential for 

implementation in real-world conditions. Experimental 

tests were conducted using a control set of scenarios 

simulating various operating conditions, including lighting 

changes, viewing angle variations, accessories' presence, 

and partial facial occlusions by external objects. The 

results demonstrated the proposed system's high accuracy 

and operational stability under favorable conditions, such 

as frontal face orientation toward the camera, minimal 

external obstructions, and a fixed facial position. 
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