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Abstract: This work continues the topic of block-
chain-enabled intelligent transport system design and
focuses on groups of messages (transactions) suitable for
such a system. Precisely, the work proposes to extend the
known set of messages with two new groups — traffic
optimization messages and commercial offers/ requests.
The messages of the first group allow the implementation
of traffic optimization tools based on artificial intelligence
and other traffic forecasting tools available for an
intelligent transport system. For example, it is possible to
increase efficiency of intelligent transport system thro-
ughput utilization by instructing a driver to slow down,
speed up or to take a detour route when necessary. At the
same time messages of the second group (commercial
offers / requests) contribute to road safety through making
vehicles maintenance services available intime. The
combination of a two-layer architecture for the interaction
of digital entities, the PBFT-based consensus mechanism,
elaborated block structure and the messages disclosed in
this work contribute to the scientific novelty and
uniqueness of the proposed blockchain implementation for
an intelligent transport system.
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1. Introduction

Within this paper an intelligent transport system is
understood as a transport system where vehicles, road
facilities, and authorities are capable of interacting with
each other in order to maximize degree of system’s
resources utilization and ensure traffic safety. Despite the
fact that in this paper an ITS, its purpose, and main
components are understood as they are defined in [1] and
[2], the work [3] introduces a general term of Digital
Entity (DE) for a vehicle, a roadside unit (RSU), or any
other ITS component capable of real-time interactions
along with an architecture of such interaction thst is
shown in Fig. 1.

Precisely, article [3] proposes a consortium type
blockchain implementation for an intelligent transport
system. This implementation includes a two-layered
architecture of digital entities interaction, a PBFT-based [4]
consensus mechanism, which mitigates the single point of
failure vulnerability and strengthens data immutability.
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Fig. 1. Architecture of the digital entities interaction.

The work [3] also contributes to and supports the
point, expressed in [5], that the adoption of an existing
blockchain is not directly applicable to the interaction of
digital entities within an ITS. Therefore, [3] proposes its
own implementation of a consortium type blockchain for
an intelligent transport system.

However, the work [3] does not include exact types of
messages or their general groups for implementing within
the proposed consortium type blockchain implementation
for an intelligent transport system.

The objective of this study is to disclose the general
groups of messages that are suitable for the consortium
type blockchain proposed in [3], as well as exact messages
that belong to these groups. This task contributes to the
global problem of blockchain-enabled ITS synthesis,
which, in turn, contributes to enhancing road safety and
optimizing the utilization of ITS resources.

The aforementioned task can be subdivided into the
following subtasks: a) an analysis of extant solutions for
groups / messages within blockchain-enabled ITS; b) A
disclosure of general groups of messages suitable for the
consortium type blockchain implementation for an ITS
proposed in [3]; and c) a disclosure of exact messages
belonging to the groups mentioned above.

2. Related works

The general concept of an ITS has been thoroughly
examined and described in detail.

The work [6] postulates the accelerated development
of Intelligent Transportation Systems. This has made
reliable, real-time data transmission very important. The
authors of [7] claim that implementing a blockchain
makes ITSs more reliable and robust.
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The works [8, 9] also observe the development of ITS
and highlight new challenges that arise as a result of this
development. This contributes to relevance of the topic of
ITS enhancement.

The idea of applying blockchain to create a trusted
environment in ITS is strongly supported, which leads to
trustworthiness research [10, 5, 11]. Paper [10] introduces
a blockchain-based authentication framework that relies
on the Proof of Trust consensus mechanism to avoid re-
dundant re-authentication while minimizing computa-
tional and communication costs. According to [S] a trust
model can be entity-based, data-centric based, or hybrid.
In [11], the authors propose an entity-based trust model
based on an entity’s reputation.

Paper [3] proposes a consortium-type blockchain
implementation, i.e. partially decentralized, selectively
authorized consensus (only entities predefined by the ITS
administration (or administrations) participate in the
consensus), and access to data is available for all the
entities. This approach allows for harmonization of a
decentralized blockchain and a centralized (to some
extent) transport system. Furtheremore, tt also ensures
very high mining efficiency, which in the context of
blockchain-enabled ITS (BEITS) signifies the capability
to generate blocks containing transactions (messages).

DEs in Fig. 1 have the following characteristics: 4 is a
set of attributes; S refers to a set of services available to a
DE; I is a set of DE’s identifiers; E refers to ITS
environment operational parameters; Py refers to the
probability of adding a block to the blockchain by a single
digital entity. The decision to add a block to the
blockchain is made by consensus between the second-
layer digital entities predefined by the ITS administration.

In [3], the use of the Practical Byzantine Fault
Tolerance (PBFT) consensus mechanism was also
selected and justified. The PBFT enables the maintainance
of functionality provided that the number of compromised
or malfunction DEs of the second layer does not exceed
1/3. The PBFT implementation also allows for the
strengthening of data immutability, since an attacker has
to compromise 1/3 of the second layer DEs before
substituting data.

In addition, work [3] also proposed a block structure
for implementing a consortium-type blockchain for ITS.
This block structure is given in Fig. 2.

The proposed block format [3] includes a header and
a body. The header includes the following fields:

— previous block hash — 32 bytes;

— Merkle hash — 32 bytes;

—nonce — 4 bytes;

— timestamp — 4 bytes;

— location — 8 bytes.

Thus, the header takes 80 bytes, which is comparable
to the existing solutions proposed for ITS, for example in
work [5].
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Fig. 2. Block structure.

The body of the block contains arbitrary number of
transactions, i. e. messages. It is worth mentioning that
digital entity identifiers / are included in transactions
(messages) but not in a header.

3. Groups of messages to be exchanged within the
BEITS

The subject of messages exchanged within block-
chain-enabled ITS is the focus of ongoing research. For
example, work [5] states that the main objective of ITS is
to communicate with vehicles using messages to report
safety-related events (including accident information,
safety warnings, traffic congestion information, weather
reports, messages regarding icy roads, etc.). The same
authors summarize that there are two types of messages in
ITS — beacon messages and safety-related event messages.

We propose to expand these groups of messages
according to existing capabilities of a blockchain-enabled
ITS. First of all, we refer to the traffic flow optimization
capabilities provided by artificial intelligence and other
predictive tools of a BEITS. This leads to the necessity to
add a new group of messages — traffic optimization
messages. These messages suggest tthat the driver slow
down, speed up or take a detour. The main purpose of
these messages is to maximize utilization of a BEITS
throughput. Although the driver is expected to accept and
follow the recommendation, the final decision is made by
the individual driver.

Another group of messages that must be recom-
mended for a BEITS is a group of messages containing
commercial offers depending on a vehicle technical state
or road conditions. For example, a message with the
nearest oil or tire shop if a vehicle needs a corresponding
service. Using this message group, a driver can access
data or request some commercial services associated with
road and traffic.

Let us summarize the proposed groups of messages to
be exchanged within a BEITS in Fig. 3.

The proposed groups of transactions are disti-
nguishing features of the proposed BEITS imple-
mentation.
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Fig. 3. Groups of messages exchanged within BEITS.

4. Messages exchanged within the BEITS

Let us start with the first group of messages — the
beacon messages. This type of message is exchanged
between a vehicle and an RSU in order to inform BEITS
about vehicle’s location. The format of a beacon message
is given in Fig. 4.

MSG group ‘ ID length ‘ Vehicle ID
4 4 80 bits

Fig. 4. The beacon message

In Fig. 4, the MSG group field indicates a group of
messages. This field takes 2 bits and in the case of a
beacon is equal to “00”. The ID length field takes 4 bits
and specifies the length of the vehicle ID (which can be of
variable length). At this stage of the project, we use the
vehicle registration number as the vehicle ID within
BEITS. Therefore, this field takes up to 80 bits, which
allows for up to 10 ASCII encoded characters.

The next group of messages is the group of safety
warning messages. The pattern of messages belonging to
this group is shown in Fig. 5.

Messages belonging to the group of safety warnings
are identified by a “01” value contained in the MSG group
field. The origin field identifies a digital entity that
originates this message. Typically, it is a second layer DE.
However, a vehicle can be a source of this message if such
a message passes through the PBFT consensus
mechanism. The type field specifies a type of traffic
hazard. Table 1 specifies the values of the type field and
corresponding hazards.

MSG group ‘ Origin ‘ Type | Range ‘ Description
4 80 4 10 560 bits

Fig. 5. Safety warning messages.

The range field of the message pattern specifies the
radius in kilometers affected by the corresponding hazard.
The center of the hazard is supposed to be shown in the
location field of the block header (Fig. 2). The description
field is used only in the case of an unspecified hazard to
clarify it. This field can contain up to 70 ASCII encoded
characters.

The range field of the message pattern specifies the
radius in kilometers affected by the corresponding hazard.
The center of the hazard is supposed to be shown in the

location field of the block header (Fig. 2). The description
field is used only in the case of an unspecified hazard to
clarify it. This field can contain up to 70 ASCII encoded
characters.

Table 1
Traffic hazards and their codes
MSG group Traffic hazard Code
01 Traffic accident 0000
01 Ice on the road 0001
01 Hurricane 0010
01 Fire 0011
01 Flood 0100
01 Snow blizzard 0101
01 Falling rocks 0110
01 Landslide 0111
01 Unspecified hazard 1000

Fig. 6 depicts a pattern of messages belonging to the
group of traffic optimization messages.

MSG group ‘ Origin ‘ Destination ID | Rec type ‘ Instructions
4 80 80 2 560 bits

Fig. 6. Traffic optimization messages

In the case of the messages shown in Fig. 6, the
MSG group field contains a value of “10”, which
identifies messages belonging to this group. The origin
field identifies the DE that is the source of the message.
The destination ID field identifies the DE that is the
destination of a message.

The recommendation type (Rec type) field encodes
the exact recommendation given to the driver. At this
stage of the project we consider the following recom-
mendations: “Slow down” (00), “Speed up” (01) and
“Take a detour” (10).

The Rec type field works in combination with the
instructions field. In the case of the first two recom-
mendations, it contains the recommended speed while in
the case of the third recommendation, it contains details
on the detour route.

The last group of messages for the BEITS is the group
of commercial offers and requests. The pattern of the
messages belonging to the group is given in Fig. 7.

MSG group ‘ Origin ‘ Destination ID | Offer/Request
4 80 80 1280  bits

Fig. 7. Commercial offers and requests.

The MSG group field of commercial offers and
requests messages contains the combination of “11”. The
origin and destination ID field identify a sender and
recipient of a particular message. The offer / request field
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contains commercial offer for a vehicle or a request for a
definite service (for example oil change or a tire service).
This field can contain up to 160 ASCII encoded cha-
racters.

5. Conclusions

The scientific and engineering novelty of the pro-
posed solution incorporates introduction of two additional
groups of messages (transactions) in addition to the two
already known groups available in existing solutions. The
introduction of groups allows implementing traffic
optimization tools based on artificial intelligence and
other traffic forecasting tools available for ITS. It is
expected that the introduction of a message group for the
exchange of commercial offers and requests will increase
road safety through the availability of intime vehicle
maintenance services, as well as improve the driving
experience.

The article also developes and discloses the message
formats for existing groups (beacons and safety warning
messages), which, in combination with the two-layer
architecture of DEs interaction, the PBFT-based
consensus mechanism, and the developed blockchain
block structure, form a unique blockchain implementation
for ITS.
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THUIIN TIOBITIOMJIEHD
JIJISI IHTEJIEKTYAJIBHOI
TPAHCIIOPTHOI CHCTEMH
I3 NIITPUMKOIO BJIOKYEHHY

Ipuna Tperyoosa, Opiii babiu

ITyGnikaniss HpPOLOBXKYE TEMY HPOEKTYBaHHS IHTEJIEK-
TyaJIbHOI TPAHCIIOPTHOI CHCTEMH 13 MiATPUMKOIO OJIIOKYEHHY.
VBary 30cepe/KeHO Ha TpaH3aKWisAX, SKI MiOXOIATh JUIS

IHTEJICKTYaJIbHOI ~ TPAHCIIOPTHOI ~ CHCTEMH.  3aIlPOIIOHOBAHO
pO3LIMPHUTH BioMHH Hal0ip IOBIIOMJIEHb JBOMAa HOBHUMH
rpyllaMd — TOBIIOMJICHHSMH JUIsl onTuMisamii Tpadiky Ta

KOMEpIIHUMHU Tpono3uiisMu / 3anuTtamy. [loBimoMieHHS
MepIoi Ipyny JaroTh 3MOTY pealli3yBaTH 3aco0M onrumizamii
Tpadiky Ha OCHOBI INTY4HOrO IHTENEKTY, JOCTYIHI JuIs
IHTEJIeKTYaJIbHOI TPaHCHIOPTHOI cuctemMu. IToBinomieHHs apyroi
IPyIH CHPHAIOTH Oe3Nell JOPOXKHBOIO PyXy uepe3 HaJaHHS
MIOCIIYT 13 TEXHIYHOTO OOCIIyrOBYBaHHS TPAHCIIOPTHUX 3aCOOIB.
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[oennanHst BOpIBHEBOI apXiTEKTYpH B3aeMOAIl IH(PPOBHX
00’€KTIB, MEXaHi3My KOHCEHCYCy Ha ocHOBi aimroputmy PBFT,
po3pobneHol cTpykTypu Oiioka OJOKYEeHHY Ta ITOBiJIOMJICHb,
PO3KPUTHX Y 1iii poOOTi, 3yMOBIIOE HAYKOBO-TEXHIUYHY HOBH3HY
Ta YHIKJIBHICTH IIPOIIOHOBAaHOI peaji3arii ONMoKYelHy JUIs
IHTEJIeKTyaIbHOI TPAHCIIOPTHO! CHCTEMH.
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