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Abstract. The concept financial monitoring has been developed and substantiated as a set of measures
carried out by subjects of primary and state financial monitoring in the field of prevention and counteraction to
the proceeds legalization from crime, financing terrorism, separatism, and proliferation weapons in mass
destruction.

The relevance categories “terrorism” and “finance” in the following areas has been determined: funds
paid to terrorists for renouncing their intentions to commit violent acts; clandestine financing terrorist
organizations by individual states, non-state funds, criminal groups, and legal entities; “money laundering” and
their introduction into legal circulation; creation by terrorist organizations of their structures in the commercial
and credit and financial spheres; cash resources obtained as a result of active criminal transactions.

The risks in the preventing manifestations system of terrorist threats and counteraction to the legalization
proceeds from crime have been outlined. Such platforms are identified as: “non-transparent” financing political
parties; organized crime; a significant share the specific weight of cash circulation; “outflow” capital; lack of
sectoral risk primary financial assessment monitoring entities in the field of prevention and counteraction to the
legalization (laundering) proceeds from crime.

Priority areas of financial investigations are identified as financing terrorism and separatism, laundering
proceeds from corruption, and use cash in schemes for the legalization proceeds from crime.

It is proposed that the risk of financing terrorism and separatism through deposit transactions be attributed
to banking risks.

It is proposed to supplement the Regulations on the Internal Control System Organization in Ukrainian
Banks and Banking Groups, in terms of determining risk categories, with a definition “compliance risk financial
monitoring” — the risk of being held legally liable, incurring financial losses and reputational losses that a
depository corporation may experience due to non-compliance with the norms of current legislation and corporate
ethics rules in terms fulfilling its duties as a primary financial monitoring subject.

Keywords: financial monitoring, terrorist financing, terrorist threat, financial compliance, compliance
risk, legalization (laundering) proceeds, property obtained by crime, national security.

Introduction field of ensuring sovereignty and territorial integrity
In today’s conditions, one of the main sources is recognized as terrorist activities aggressor states,
of threats to the national security in Ukraine in the  organizations, groups, and individuals. Such crimi-
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nal activities involve causing direct, sometimes
irreversible damage to the state’s national interests,
civil society, and individual citizens.

Financial monitoring is an effective and
efficient economic and legal tool for countering
terrorist threats and challenges in modern globa-
lization.

Further research and identification of tools to
counteract such criminal acts as financing terrorism,
financing proliferation mass destruction weapons,
war crimes (“crimes of aggression™), crimes against
humanity, genocide, ecocide, crossing the state
border of Ukraine for terrorist purposes, and any
other terrorist activity becomes especially relevant
during the declared martial law in the country.

Literature Review
The study of theoretical issues of financial
monitoring as a tool in the preventing and countering
legalization field was carried out by such scientists
as A. Bazyluk, O. Baranovsky, O. Balanutsa, B. Bo-
losky, O. Vovchak, V. Zhuravel, O. Komarov, S. Ly-
sak, O. Reznikova, L. Urtaeva and other scientists.
In 2024, 1. Grabchuk defended his dissertation
research for Doctor of Sciences on the topic: “Deve-
lopment of international and national financial moni-
toring systems in combating terrorist financing” [1].
At the same time, the issue of a comprehensive
economic and legal approach to determining the
financial monitoring tools and introducing comp-
liance into the risks of primary financial monitoring
entities was considered fragmentarily or within the
framework of a separate economic and legal plane,
requiring further scientific research.

Purpose

The author makes an attempt to conduct an
economic and legal survey of the sources and finan-
cial mechanisms and instruments for countering
terrorist threats. The objective is to develop propo-
sals for improving the system of financial monitoring
measures as an economic and legal instrument for
countering terrorist activities in Ukraine.

Methodology
The study is based on general philosophical
and scientific methods for understanding phenomena
and processes in finance, banking, and criminal law
and procedure. To justify the economic and legal
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instruments for combating terrorist threats through
financial monitoring, the research employs methods
of analysis and synthesis, deduction and induction,
generalization, classification, grouping, and syste-
matization, particularly in defining the conceptual
and categorical framework.

Results and Discussion

Terrorist activity, identical to any other vector
of human activity, requires for its implementation
material and financial donation, assets in cash and
non-cash forms, with the aim of their further use for
the preparation and commission a criminal act.
Countering terrorist threats involves permanent
improvement of financial monitoring and prioritizing
state policy in general economic and national
security.

To prevent and counteract the legalization
proceeds from crime, the development and
justification the concept of financial monitoring is
becoming relevant. One of the tools of primary
financial monitoring is compliance risk, the
implementation a unified algorithm for the assess-
ment which requires further scientific and applied
research (laundering proceeds from crime, financing
terrorism, and financing the proliferation mass
destruction weapons) [2].

The issue of developing methods for comba-
ting terrorist threats on a global scale gained
particular importance after September 11, 2001, in
the USA, in the context of applying preventive
measures to minimize the connection between
terrorist activities and “dirty” capital.

UN Security Council Resolution No. 1373
dated September 28, 2001, emphasizes the need for
international cooperation between states in the
context of taking measures to prevent and combat the
financing terrorist acts on their territories [3].

Ukraine ratified the International Convention
for the Suppression the Financing Terrorism, which
states that the financing terrorism is a matter of
serious concern to the international community as a
whole, which necessitates the strengthening interna-
tional cooperation in developing and adopting effec-
tive measures to prevent the financing terrorism, as
well as combat it by prosecuting and punishing
perpetrators [4].

The mission of the international organizations
Financial Action Task on Money Laundering (FATF)
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and the Egmont Group is to prevent and combat the
use crime proceeds and the financing terrorism.
From a criminal law perspective, terrorist
activity is the use of weapons, the commission of an
explosion, arson, or other actions that create a danger
to human life or health or cause significant property
damage or other serious consequences; if such
actions were committed to violate public security,
intimidate the population, lead to a military conflict,
international issues, or influence the situation a
military conflict, international complication, or to
influence decision-making or the commission or
non-commitment of actions by state authorities or
local self-government bodies, officials of these
bodies, associations of citizens, legal entities,
international organizations, or drawing public atten-
tion to certain political, religious, or other views
perpetrator (terrorist), as well as the threat commit-
ting the above actions with the same purpose [5].
Financing terrorism — the provision, collec-
tion, or storage any assets directly or indirectly for
their use or with the awareness the possibility that
they will be used in whole or in part for any purposes
by an individual terrorist or terrorist group (organi-
zation), or for the organization, preparation or com-
mission a terrorist act, involvement in the commi-
ssion a terrorist act, public calls to commit a terrorist
act, creation a terrorist group (organization), assistance
in the commission a terrorist act, training in terro-
rism, crossing the state border of Ukraine for terrorist
purposes, carrying out any other terrorist activity, as
well as attempts to commit such actions [5].
Legalization (laundering) property obtained
by crime — acquisition, possession, use, disposal
property, in respect which the factual circumstances
indicate that it was obtained by crime, including the
performance a financial transaction, the performance
a transaction with such property, or the movement,
change form (transformation) such property, or the
performance actions aimed at concealing, masking
the origin such property or possession there, the right
to such property, its source of origin, location, if these
actions are committed by a person who knew or
should have known that such property was directly or
indirectly, in whole or in part, obtained by crime [5].
At the same time, Article 209-1 the Criminal
Code of Ukraine (as amended by the Law of Ukraine
dated August 23, 2023) provides liability for inten-
tional violation the requirements of the legislation on
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preventing and countering the legalization (launde-
ring) proceeds from crime, financing terrorism, and
financing the proliferation mass destruction weapons
[5].

According to the subject of our study, from the
criminal procedural perspective, monitoring bank
accounts is conducted as an investigative action
when there is reasonable suspicion that a person is
committing criminal acts to use a bank account or to
search for or identify property subject to confiscation
or special confiscation. In criminal proceedings
under the jurisdiction the National Anti-Corruption
Bureau of Ukraine or the Economic Security Bureau
of Ukraine, the prosecutor may apply to the
investigating judge following the procedure outlined
in Articles 246, 248, and 249 of the Code of Criminal
Procedure in Ukraine to request a ruling on the
monitoring bank accounts [6].

Terrorist activity, from an economic and
financial platform, should be considered in two
aspects:

— first, strategic financing terrorist activity for
the long term (propaganda of extremist ideas,
attracting young people and training in terrorist
methods and techniques, logistical support for terro-
rists, creation of camps and training bases, etc.);
second, current financial support for
committing a terrorist act by one person or a terrorist
group [2].

Manifestations terrorism, as a threat to the
security of the national economy, are manifested in a
slowdown in economic growth and a deterioration in
the investment climate in the state. Terrorism is
positioned as a special insurance risk, the mechanism
of which is regulated by the Terrorism Risk
Insurance Act (TRIA), according to which insurance
companies provide anti-terrorist coverage losses
caused by an insured event, and the state acts as a
solidary reinsurer.

For example, the dramatic attack on the United
States in September 2001 caused macroeconomic
losses of approximately $80 billion. Despite the
enormous amount, the losses were tiny (less than 0.1
percent) relative to the US GDP 2001 of $10.6
trillion. It has also been found that 177 countries
worldwide suffered from transnational terrorist
attacks between 1968 and 2000, with per capita GDP
growth declining by an average of 0.048 percent per
year. More dire consequences have been found in
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Colombia and lIsrael and in the Basque Country in
Spain, where terrorism-related losses were much
higher, with per capita GDP declining by an average
10 percent [7].

It is generally accepted that the phenomenon
“terrorism” involves a financial component as one of
its origins:

— in the form of clandestine financing terrorist
organizations by individual states, non-state funds,
criminal groups, and legal entities — for recruiting
militants, purchasing weapons, ammunition, and
explosives, maintaining training bases, bribing
officials;

— in the process “money laundering” and their
introduction into legal circulation;

— in the course terrorist organizations creating
their structures in the commercial and credit and
financial spheres in the form of companies, firms,
banks, insurance companies, funds, etc.;

— in the form of cash previously received by
terrorists during active criminal operations (banks
robbery, jewellery stores, companies, and firms, as
well as wealthy citizens) [2].

Researchers distinguish two main channels
influence of terrorism on financial and economic
results: 1) direct impact on the economy through
destruction of physical and human productive
capital; 2) stress resistance reduction of economic
agents, an increase uncertainty threshold [7, p. 451].

It is possible to distinguish “traditional” ways
criminal income legalization by terrorists using
financial and financial and economic operations:

1) using intermediary firms, correspondent
accounts through a system of mutual settlements,
counter payments, other settlement obligations, and
clearing settlements;

2) using multilateral settlements and payments
with a large number participants in such operations,
territorially distant from each other;

3) through registration false accounts in
banking institutions, keeping double-entry book-
keeping by a business entity, a banking institution;

4) by moving “converted” funds abroad
through bank accounts of “fake companies”, busi-
ness entities; conversion centres specially created for
their legalization;

5) by conducting financial and economic
transactions using fictitious companies;
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6) using new technologies in the banking
sector, particularly the “cyber payment” system;

7) temporary placement funds in bank
accounts in business entities;

8) placement of the specified funds in small
deposits on deposit accounts;

9) artificial fragmentation of a financial,
financial, and economic transaction, significant or
large sizes into several small (as a rule, fictitious),
etc. [8, p. 83].

In the context countering the legalization
(laundering) proceeds from crime, the financing
terrorism and the financing the proliferation mass
destruction weapons, the Cabinet of Ministers in
Ukraine has implemented the “Strategy for the
Development System for Preventing and Countering
the Legalization (Laundering) Proceeds from Crime,
the Financing Terrorism and the Financing the
Proliferation Mass Destruction Weapons for the
Period Until 2020” (currently in effect — authors) [9].

This regulatory act identifies the risks of the
system for preventing and countering the legalization
(laundering) proceeds from crime and the financing
terrorism, the main in our opinion, are:

— low level financial and legal literacy;

— non-transparent financing political parties;

— distrust the financial system;

— a high proportion cash circulation;

— capital outflow;

— growth organized crime;

— manifestations terrorism and separatism and
the ineffectiveness of measures to counter them;

— financing terrorism and separatism;

— lack of sectoral risk assessment primary
financial monitoring entities in the field of preven-
tion and counteraction to the legalization (launde-
ring) proceeds from crime, financing terrorism, and
financing the proliferation mass destruction
weapons;

— financing terrorism through remote services
[9].

Financing counter-terrorism measures is
carried out at the macro level at the expense state and
local budgets through monitoring financial contracts,
strengthening control over depository corporations in
terms preventing the laundering funds obtained
through crime and as a result fraudulent actions,
arresting bank accounts whose owners are likely to
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be involved in terrorist activities; increasing the
efficiency and implementation modern financial
monitoring mechanisms [2].

The phenomenon terrorism, as one of the
threats to the integrity the state and its financial
stability, requires certain tools of supervision and
influence, the dominant which is financial monito-
ring, which is understood as a set of measures carried
out by financial monitoring entities in the field of
preventing and counteracting the legalization (laun-
dering) proceeds from crime, the financing terrorism
and the financing the proliferation mass destruction
weapons, which include conducting state financial
monitoring and primary [10]. Conducting financial
monitoring measures, by the requirements the Law
of Ukraine “On Ratification the Council of Europe
Convention on the Laundering, Search, Seizure and
Confiscation Proceeds Crime and the Financing
Terrorism” [11], is attributed to the functions the
financial intelligence unit, which in Ukraine is
performed by the State Financial Monitoring Service
of Ukraine (the SFMS).

The State Financial Monitoring Service of
Ukraine (the SFMS) conducts a comprehensive
analysis suspicious financial transactions according
to their risk level, based on which a dossier is formed,
which indicates the probability connection, the spe-
cified transaction with the legalization (laundering)
proceeds from crime, financing terrorism and finan-
cing the proliferation mass destruction weapons, or
is associated with the commission of another socially
dangerous act.

The priority areas of financial investigations
have been determined as follows:

— financing terrorism and separatism;

— laundering proceeds from corruption;

— Cash is used in schemes to legalize proceeds
from crime.

Also noteworthy is that banks are present in
transactions related to financing terrorism and
separatism as a “blind trust”. That is fact, the risk of
financing terrorism and separatism also applies to
banking risks, although this is not regulated by law.

The National Bank of Ukraine identifies only
nine categories of risks: credit risk, liquidity risk,
interest rate risk, market risk, currency risk,
operational and technological risk, reputation risk,
legal risk, and strategic risk. This list should be
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supplemented with compliance risk since banks are
subjects of primary financial monitoring [2].

The State Financial Monitoring Service of
Ukraine approved the Criteria for the Risk of
Legalization (Laundering) Proceeds Crime or Finan-
cing Terrorism [9]. It defined “compliance” as the
bank’s compliance with legislative norms, market
standards, regulations, internal documents, and
procedures for organizing the financial monitoring
system [10].

Compliance risk of financial monitoring is
defined as the risk of legal liability or the risk
applying measures influence by the National Bank of
Ukraine, the occurrence financial losses, and repu-
tational losses that the bank may suffer due to failure
to ensure the proper level of compliance with all
requirements laws of Ukraine, regulatory legal acts,
rules, internal bank documents, and conduct rules
that may be applied during the bank’s performance
of its duties as a subject primary financial monitoring
[12].

Compliance risks are directly related to the
correct organization internal business processes, in
particular, to counteract the legalization funds
obtained through criminal means and the financing
terrorism, which is additionally one of the inspection
subject within the operational risk management
system [13, p. 65]. The compliance peculiarity is that
it is carried out not upon the fact committing illegal
actions but with the aim of their prevention.

The bank ensures the functioning risk mana-
gement system for money laundering and terrorism
financing by:

1) documenting facts that may affect the
formation appropriate level of money laundering and
terrorism financing risk;

2) taking into account the results of the
assessment, monitoring, and analysis the levels of
money laundering and terrorism financing risks
when making decisions by the bank, as well as
assessing the possible impact on the levels of money
laundering/terrorism financing risks bank’s deci-
sions before making them;

3) taking precautionary measures [12].

So far, Ukraine does not have a single
regulatory mechanism for assessing compliance
risks, as all regulations only fragmentarily outline the
subject, object and subject of compliance, without
focusing on the methodology for assessing these
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risks, although it is structural in nature and directly
affects the bank’s liquidity [2].

Some domestic banks still do not clearly
distinguish the functions of the compliance depart-
ment from the other departments activities of. A
creates grounds for inefficient resource allocation in
implementing compliance, threats to the indepen-
dence of the compliance function, and conflicts of
interest. According to the “three lines of defence”
model defined by the regulatory acts of the National
Bank of Ukraine, only the internal audit department
provides an assessment the adequacy and effecti-
veness the compliance function as one of the key
internal control system elements [14].

Despite the obvious expediency applying a
unified approach to conducting financial comp-
liance, deposit-taking corporations individually form
their own assessment methodology and management
program.

We believe that the template program for
managing the compliance risk depository corpo-
rations should accumulate the following platforms:

1) organization the terrorist financing risk
management system and the algorithm for their
assessment;

2) a mechanism for monitoring client risks;

3) measures to minimize the level legalization
proceeds risks obtained as a result of criminal acts,
including terrorist financing;

4) an algorithm for monitoring compliance by
agents with the identification and verification
procedure;

5) improving the specialists competence in the
compliance risk management field,;

6) other [2].

Conclusions

Identifying financing terrorist activities chan-
nels is characterized by increased complexity.
Effective countermeasures in this direction can be
achieved only due to the comprehensive application
capabilities the State Financial Monitoring Service
of Ukraine, law enforcement agencies, and depo-
sitory corporations, united by a single goal.

A scientifically sound approach to understan-
ding the phenomenon of “financing terrorism” will
help expand the set measures, to counter the
financing terrorist activities and will contribute to
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increasing the effectiveness fight against such a
negative phenomenon.

A feature countering the financing terrorism
and separatism is implementing the financial
monitoring procedure. However, until now, common
standards for determining the risks financing
terrorism and separatism and banking risks have not
been unified because the presence fact banks in
transactions related to the financing terrorism and
separatism as a “blind trust” is obvious. That is, de
facto, the risk of financing terrorism and separatism
also applies to banking risks, although this is not
regulated by law.

In our opinion, it is advisable to supplement
the “Regulations on the Organization the Internal
Control System in Ukrainian Banks and Banking
Groups” in defining risk categories terms, with the
category “compliance risk of financial monitoring”
as a risk was being held legally liable, incurring
financial losses and reputational losses that a depo-
sitory corporation may suffer due to non-compliance
with the norms of current legislation and corporate
ethics rules in fulfilling terms its obligations as a
primary financial monitoring entity.

It is urgent to implement a unified methodo-
logy for conducting financial monitoring by primary
monitoring entities, using both the current legislative
framework and Directive (EU) 2018/843 the
European Parliament and the Council dated May 30,
2018 “On the prevention using the financial system
for money laundering or terrorist financing” [15].
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AmnoTanis. Po3po0ieHo Ta 00rpyHTOBaHO KOHIICTIIiO (HiHAHCOBOTO MOHITOPHHTY SIK CYKYITHOCTI 3aXO/iB,
SIKl 3IICHIOIOTHCS Cy0’€KTaMH MEPBUHHOIO 1 JCpPKaBHOTO (hiHAHCOBOIO MOHITOPUHTY Yy chepi mpeBeHIii Ta
MOPOTHIIT JIerai3alii J0X0/iB, OJCpPKaHUX 3JOYMHHUM CIIOCO00M, (hiHAHCYBAHHIO TEPOPU3MY, CEIApaTH3IMY Ta
PO3IOBCIOKEHHIO 30p0i MacOBOTO 3HUIIICHHS.

BusHaueHO HOTHYHICTH KaTeropii “repopusm” i “¢iHaHCH” y TaKWX IUIONIMHAX: TPOIIOBI KOIITH, IO
BUILIAYYIOThCS TEPOPUCTaM 32 BiJMOBY BiJl HAMIpiB BYMHEHHS HACWJILHHULBKUX Jil; HerjaacHe (iHaHCyBaHHS
TEPOPUCTHYHMX OpTraHi3alliii OKPEeMHUMH JepXKaBaMH, HEACP>KaBHUMH (POHIAMH, 3I0YMHHIMH yIPyTNOBAaHHIMHA
Ta IOPUANIHAMH ocobOamu; “BiIMHUBAaHHS TPOLICH” Ta iX BBEJACHHS B JICTANBHHUHA OOIT; CTBOPCHHS TEPOPUC-
TUYHMMH OPraHi3alisiMH BIACHUX CTPYKTYp y KOMEpLilHI# Ta KpeauTHO-(piHaHCOBIH cdepaX; roTIBKOBI pe-
CypCH, OTPHMaHi BHACIIIOK aKTHBHHUX 3JIOUNHHUX OTepalliii.

OKpeclieHO PU3MKH B CHCTEMI 3alo0iraHHs MposiBaM TEPOPHCTHYHMX 3arpo3 Ta MpOTHAIl Jierasizamii
JIOXOJIiB, OJIEp )KaHHUX 3JI0YMHHUM criocoOoM. Takumu riaThopMamu, 30KpemMa, BU3HaueHo: “Herpo3ope” QiHaH-
CYBaHHS MOJITHYHUX MapTiil; OpraHi30BaHO1 3JIOYMHHOCTI; 3HaYHA YacTKa MUTOMOI Baru 00iry roTiBkH; “Bif-
TUTAB” KaITiTaliB; OpaK CeKTOPaTBHOI OI[IHKU PH3HKIB Cy0’€KTiB IIEPBUHHOTO (JiHAHCOBOTO MOHITOPUHTY y cepi
3ano0iraHHs Ta MPOTU/I Jieraizamii (BiIMUBAHHIO) JOXO/IB, OJIEPKAHUX 3TIOYHHHUM CIIOCOOOM.

[piopureTHUMH HampsMamu (iHAHCOBUX pO3CIIJyBaHb BH3HA4YeHO: (IHAHCYBaHHS TEPOPU3MY Ta
cemapaTu3My; BiAMHBaHHS JTOXOJiB, OTPUMAaHMX BiJ KOPYNIIIMHUX [iSHb, BUKOPHCTaHHS TOTIBKH y CXeMax
Jeraizanii JOXO/diB, OJCPKAHUX 3IIOUHHHUM CIIOCOOOM.

Pu3uk ¢iHaHCYBaHHS TEPOPU3MY Ta CEMapaTU3My OMOCEPEIKOM JACMO3UTHUX OMepalliil 3alporoHOBaHO
3apaxyBaTy J0 OaHKiBCHKUX PU3HUKIB.

3arpornoHoBaHoO JONOBHUTH [loy10KeHHs PO OpraHi3allifo CHCTEMH BHYTPILIIHBOTO KOHTPOJIIO B 0aHKax
VYkpaiau Ta 0aHKIBCHKUX TpyIaX, y YaCTHHI BH3HAYCHHS KaTeropiii pu3uKy, Ae(iHILi€r0 “KOMIUIA€HC-PH3HKY
(hiHAaHCOBOT'O MOHITOPHHTY” — PU3UKY HPUTITHEHHS 10 IOPUINYHOI BiAIOBIaIbHOCTI, BAHUKHEHHS (DiHAHCOBHUX
30UTKIB 1 pemyTamiiHUX BTPAT, M0 MOXKE 3a3HATH JICMO3WTHA KOPIOPAIis Y 3B 3Ky 3 HEIOTPUMAaHHIM HOPM
YHHHOTO 3aKOHOJABCTBA i TPABHJI KOPIOPATHBHOI €THKHM B YACTHHI BHKOHAHHS HEIO OOOB’S3KIB Cy0’eKTa
MEepBUHHOTO (hiHAHCOBOTO MOHITOPHHTY.

KirouoBi ciioBa: ¢iHaHCOBHH MOHITOPHHT, (DiHAHCYBaHHS TCPOPU3MY, TEPOPHUCTHYHA 3arpo3a, (iHaH-

COBHMI KOMILTA€HC, KOMIUIAECHC-PHU3UK, Jieramizamis (BiIMUBAHHSI) I0XOiB, MaiiHa, OJEPKAHUX 3IOYMHHUM
cocoOoM, HallloHaJIbHA Oe3meKa.
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