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Y craTTi po3risiHyTO NMpodJeMy 3a0e3nedeHHs JO0CTOBIPHOCTI Ta 0e3leKH NMepCOHAIBHUX
JAHUX, 10 00pPOOJISIIOTECH y JePKABHUX PeeCTpPax, HIAXOM BHKOPHCTAHHS OJIOKYeiH-TEXHO-
JIorii. 3pocTaHHs BUMOT 10 NPO30POCTi Ta CTIHKOCTI AepKaBHUX CHCTEM YNPABJIIHHA JaHUMHU
BHCYBA€ HOBi BUKJIMKH IIOA0 3axXHCTy iH(popMauii Bil HeCaHKIiOHOBAHMX 3MiH, BTPY4YaHb Ta
nigpo0oK. 3anpPONOHOBAHO MeTO/, 0 0a3y€ThCsl HA BIPOBaJKeHHI JelleHTPali30BaHoi 0JI10K-
YeifH-apXiTeKTypH 1/ 3a0e3MedeHHs] HUIICHOCTI AaHMX, iX BiICTeXKyBaHOCTI Ta NMpo30pocTi y
npoiueci 00pooKu i 30epiraHus.

OcHOBOI0 p03p00/IEHOT0 METOAY € BUKOPHCTAHHS PO3NMOAIIEHOTO peecTpy, sIKUil 3a0e3-
ne4yye He3MiHHICTh BHeceHOI iHdopmaii 3aBAsIKM MeXaHi3My JaHIIOTIB 0/10KiB, 110 OB’ A3YIOTh
TpaH3akuii Ta 3MiHM y JaHUX B XPOHOJIOTiYHOMY mopsiaky. CMapT-KOHTPaKTH BUKOPHCTO-
BYIOThCS [IJIs1 aBTOMAaTHU3aNii mpoueciB BHECEHHS, OHOBJICHHS Ta NepeBipKM JaHUX Y JepPKaBHUX
peecTpax, 10 3HUKYE WMOBIPHiCTH JI0AcbKOro (akTopa Ta 3a0e3medye AOBIpy Mixk ycima
YYACHUKAMM CHCTEMH.

3anponoHoBaHUIl MeTOA Ja€ 3MOrY MiABMIIUTH CTilKIiCTh JAep:KaBHMX pee€cTpiB 10 30B-
HIIIHIX 3arpo3, BHYTPIIIHIX MOMWJIOK Ta HeCAHKUIOHOBAHWX 3MiH 3aBASAKH NPO30POCTi Ta
JAeneHTpaJdizanii, BjJacTUBMM OJiok4veiin-TexHosorisM. [IpakTuuHa peanizanisa Meroay mpoje-
MOHCTPYBaJia MOKPalleHHs PiBHA 0e3MeKU MePCOHATLHUX JAHUX Ta e()eKTUBHOCTI (PyHKLIOHY-
BaHHS peecTpaliiHUX CHCTEM HA MPUKJIAAI MOJAeTIOBAHHA 0JI0KYelHH-peecTpy.

KuaiouoBi cioBa: 0J10K4eiiH, JOCTOBipHiCTL JaHMUX, Jep:KaBHi pPeecTPH, AeleHTpai3auis,
Oe3neka iHgopmanii, cMAPT-KOHTPAKTH, PO3MOALJIEeHUIl peecTp.

Beryn
3a0e3mneueHHsT TOCTOBIPHOCTI Ta Oe3MeKH NMEepCOHANBHHUX JaHUX € HaJ3BUYAHO Ba)KITUBHM 3aB-
JIAHHSIM Y TIpolieci nugpoBi3alii qep>kaBHOTO yIpaBiiHHs. JlepkaBHI peecTpH BiJIrpaloTh KIIOYOBY POIb Y
HaJIaHHI MyOJIIYHUX TTOCITYT, 3iCHEHHI aIMIHICTPaTUBHOTO KOHTPOJIIO Ta peatialiii npas rpomaisH. Boan
MICTATh KPUTHYHO BaXUIMBY iHoOpMamito mpo (GisMyHMX Ta IOPHUOUYHHUX OCi0, 110 BUKOPHUCTOBYETHCA Y
cdepax mpaBoOCyZJs, COLIAIBHOIO 3aXHCTy, €KOHOMIYHOTO PEryJIOBaHHS Ta IHIIMX aJAMiHICTPATUBHHUX
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nporecax. [IpoTe neHTpani3oBaHi CHCTEMH YIPaBIiHHS JAHUMH MArOTh CYTTEBI HEJOMNIKH, SIKi 3HHKYIOTb 1X
e(eKTUBHICTh 1 HamiHHICTh. OIHUM 13 TOJOBHUX PHU3UKIB € MOMXJIMBICTh HECAHKIIIOHOBAaHHMX 3MiH a0o0
MaHINyJIAMi#i 13 3amMcamMu, 10 MOXKE NMPU3BECTH 0 CEPHO3HUX FOPUIMYHUX HACHiAKIB. BpazmusicTh 110
kibepaTak, TeXHIYHUX 300TB 1 BHYTPIIIHIX MOMWJIOK TaKOX CTaBUTH IIiJl 3arpo3y LUTICHICTh iH(opMaIiii,
0COOJIMBO KOJIH MJIEThCS MPO ACprKaBHI 0a3u JaHUX, SKI YaCTO CTalOTh 00’ €KTaMM XaKEPChKHX aTakK.

3pocraroda KiIBKICTh IHIHMJCHTIB 13 KOMIPOMETAIEI0 JEpKaBHUX iH(POPMALIHHUX CUCTEM IIiJ-
TBEP/DKYE KPUTHUYHICTB i€l mpobnemu. Hanpuknan, y rpynai 2024 poky B Ykpaini BinOynacs MaciitabHa
aTaka Ha JIep)KaBHI PEECTPH, BHACIHIJIOK SIKOI XaKepW OTPUMANIM AOCTYI J0 KOH(IACHLIHNHUX TaHUX Ta
CHOPUYMHIIN TUMYacOBE MOPYILIEHHS POOOTH KIIOYOBMX iH(oOpMamiiHuX cucteM. Llel iHIMIEHT BKOTpE
NPOIEMOHCTPYBAaB BPa3JIMBICTh LIEHTPAII30BaHUX PEECTPIB 10 KibepaTak i He0OXiAHICTh MePeX0ay A0 OB
CTIMKHX TEXHONOTIYHUX pimteHs. [loaiOHi Bunagku Tpamsiiucs i padime, 30kpeMa y 2021 pori cTaBcs BUTIK
JaHMX 13 AEP)KaBHOTO peecTpy YKpaiHu, 110 MPHU3BIB 10 PO3TOJIOMICHHS NEPCOHATBHOI iH(OopMalii THCIY
rpomaznsH [1]. ¥V CIIA y 2020 poui xakepu 3AiHCHUIM aTaKy Ha CHCTEMY PEECTpALli HEpyXOMOCTI,
BHACITIIOK 4oro OynM BHECEHI HempaBoMipHi 3MiHu 10 3anmciB [2]. Taki mofii BKa3yrOTh Ha CHCTEMHi
npobiemu y cdepi Oe3nexu aepkaBHUX iHOPMALIHHUX pecypciB 1 MiATBEPAKYIOTh HEOOXiTHICTh MOLIYKY
HOBHUX HIIXO/IB 10 3a0e3neueHHs IXHbOI CTIMKOCTI.

OpHUM i3 TOJOBHUX BHKIHKIB, IIO CYHNPOBOIKYIOTH POOOTY IEepKaBHUX PEECTPIB, € oOMexeHa
NPO30PICTh MPOLIECIB BHECEHHS Ta OHOBJICHHA AaHUX. Y TPaIULiMHUX LEHTPATI30BAHUX CHUCTEMaX ayIuT
3MiH MOXe OyTH CKJIQAHUM 1 TPYAOMICTKHM MpPOLECOM, OCKIJIBKM IOCTYIl AO iCTOpii 3amuciB 4acto
oOmesxeHuid. Lle CTBOPIOE PU3UKH SIK U TPOMAaJIsiH, sIKi MOXKYTh CTaTH KEPTBAMU HENPABOMIPHHX 3MiH y
peecTpax, Tak i AJis IepKaBHUX OPraHiB, IKUM HEOOXiHO 3a0€3MeYUTH KOHTPOJIb 33 TOCTOBIPHICTIO TaHUX.
Jlroncekuil hakTOp 3aTUILAETHCS OAATKOBUM DKEPEIOM 3arpo3, OCKUIBKU OyAb-5IKa CUCTEMa, L0 3aJIeKUTh
BiJl pyYyHOTO BBEACHHS iH(OpMaIii, € Bpa3IMBOIO O MOMUIOK a00 HABMHUCHOIO BUKPHBIECHHS JaHuX. B
yMOBax WIBUAKOI HU(PPOBOI TpaHCOpMALil Ta 3pOCTAIOYOi 3aJEKHOCTI AEP)KAaBHUX YCTaHOB BiJl iH(Op-
MalifHUX TEXHOJOTIH MOIIyK e(eKTHBHUX pillleHb AJS 3aXUCTY MEPCOHAIBHUX JaHUX Ta 3a0e3NeUCHHS
HaIHHOCTI PEECTPiB CTa€ KPUTUYHO BAYKIMBUM 3aBIAHHSM.

Ha 11 mmx BUKIMKIB OJOKYEHH-TEXHONOTIi CTalOTh MEPCHEKTHBHUM 1HCTPYMEHTOM, 3JaTHUM
3a0e3MeYnTr MPO30PiCTh, HE3MIHHICTh Ta O€3MeKy HepaBHUX peecTpiB. JleneHTpanizoBaHa CTPYKTypa
0JIOKYCHHY YHEMOXIIMBJIIOE OJHOOCIOHMI KOHTPOJIb HAJl JaHUMH, OCKLIBKH BOHH PO3MOAUISIOTHCS MK
By3JIaMH MEpEexXi, MO poOUTh IX CTIHKUMH /0 300iB i aTak. Bukopucranas kpuntorpadiuHux aaropuTMiB
rapaHTye He3MIHHICTh 3aIHCIB, OCKIJIBKU KOXHA TPaH3aKI[isl JONAEThCS Y OJIOK, KUl 30epirae yHiKaIbHUHA
XelI MOTMEePEeIHIX AaHUX, YHEMOXKIIMBIIOKOUH MiAPOOKY YM HECaHKIIOHOBaHE BHIaJCeHHs iH(popmari [3].
[Ipo3opicTh OJIOKYCHH-PEECTPIB 3a0€3MEUYETHCA MEXaHI3MOM IMYOJIIYHOIO ayAMTy, IO Ja€ 3MOry Iepe-
BIpSITH BCi 3MiHU Ta TpaH3akKIlii 0e3 pu3uKy BTpy4aHHs. KpiM Toro, aBTomMatu3ariisi mporecis uepe3 cMapT-
KOHTPAaKTH JIO3BOJISIE 3HAYHO 3MCHIIMTH BIUIMB JIIOJCHKOTO (pakTopa, OCKIIBKM BOHU 3a0e3MeduyroTh
BUKOHAHHS OTEpalliii BUKIIIOYHO 3a 3a3[aJIeTi/lb BU3HAUCHUMH NpaBHiIaMu [4].

3acTocyBaHHS OJIOKYEHH-TEXHOJIOTIH y cdepi JepKaBHOTO YIPAaBIiHHS BXXE NMPHUBEPHYJIO yBary
OaraThox KpaiH. ECTOHIsI YCIIIIIHO BUKOPUCTOBYE OJIOKYCHH JJIs 3aXKUCTY JACP)KaBHUX PEECTPIB, 30KpeMa y
cucTeMi IUQPoBoi iAeHTHdIKALT TPOMaIsSH, 10 Ja€ 3MOTY 3a0€3IEUUTH J0BIpY 0 JSPKABHUX CEPBICIB i
3MEHIIUTH PHU3UKHK MIaxpaiictBa. Y ['py3ii TexHomorito OyJlo IHTETPOBAaHO B CHUCTEMY peecTparlii
HEPYXOMOCTI, 1110 JTIO3BOJIHJIO CTBOPUTH HE3MiIHHUM U(POBUIL CITijl yCiX TpaH3aKIiH, MiABHUIYIOUYH JIOBIPY
JI0 omepaliiii KymiBii-pogaxy [5]. B iHImmMX KpaiHaX TPUBAIOTh EKCIEPUMEHTH ILIOAO BIPOBAIKCHHS
0JIOKYCHH-DIllICHh Yy JEP)KaBHI CHUCTEMH TOJIOCYBaHHS, MOJATKOBI CIOYXOM Ta CHCTEMH COI[iaJIbHOTO
3a0€3MeYeHHs, 110 CBIAYUTH MPO 3POCTal0uUe BU3HAHHS IMOTCHINATY Ii€] TEXHOJOIIl s Jep:KaBHOTO
CEKTOPY.

Hespakarouu Ha 3HauHI MepeBary, OJIOKYCHH-TEXHOJIOTIT BCE 1€ CTHKAIOTHCS 3 BUKIMKAMHU ITiJ] Yac
BIIPOBapKeHHs. O/IHI€I0 3 OCHOBHUX IPOOJIEM € IHTEerparlis 3 HasBHUMH 1H(GOPMaLiHHAMU CUCTEMaMH, 1110
notpedye amanrauii iHQPACTPYKTypu Ta 3MiHM MiAXOAiB A0 30epiraHHs i oOpoOku manux. lluranHs
MacIITabOBAaHOCTI TAKOX 3AJIMINAETHCS AKTyaJbHHM, OCKIUIBKM TPaAMLiNAHI OJIOKYEHH-Mepexi, Taki fK
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Bitcoin uu Ethereum, o6MesxeHi y mBuakocti 00podku Tpan3zakiiii [6]. KpiMm Toro, HeoOXinHO po3poOuTn
MeXaHi3MH 1eHTH(DIKaIlll KOPUCTYBaUiB 1 yNpaBIliHHS MpaBaMy JOCTYIY, OCKUJIbKH JEp)KaBHI peecTpu
MICTSTh Yy TJIHBI JIaHi, [0 HE MOXKYTh OYTH TOBHICTIO BIIKPUTHUMH JJISl BCiX YYaCHHKIB MEPEXKi.

[Mompu 1i BUKJIWKH, PO3BUTOK OJOKYEHWH-pIlIEHh TPUBAE, & JOCITIHKEHHS CIPSMOBaHI Ha BIOCKO-
HAJICHHS MEXaHI3MiB MaciTaOyBaHHsI, MiIBUIICHHS ¢()EKTHBHOCTI Ta CTBOPEHHS HOBHUX MOJICNICH yIpaB-
JHHS IOCTYIIOM JI0 JaHWX. BpaxoByrouu akTyanbHi MpodieMHu, OB’ s13aHi 13 3aXHCTOM JepiKaBHUX PEECTPIB,
BUKOPHUCTaHHs OJIOKYEHH-TEXHONOTIH MOXXKe cTaTH (yHIAaMEHTaIbHUM KpPOKOM [0 CTBOPEHHS OLUTBII
0e3MeYHnx, IPo30PHX 1 ePEKTUBHAX CUCTEM YIPABIiHHS MEPCOHATHLHUMH JIAHHUMHU.

Oraspn JiTepaTypHHUX JKepet

CyuacHi Jiep)kaBHI peeCTpU € BAXKIMBHM THCTPYMEHTOM JUIsl YIPaBIiHHS 1H(OpMAIIi€l0, MO CTO-
CY€ThCS T'POMAJSH, HOPUIAMYHUX OCI0 Ta ixHIX akTHBiB. BOHHM 3a0e3meuyroTh pealtizaiilo KIHYOBUX
aJIMiHICTpaTHBHUX (DYHKIIH, HaJaHHS JEPKaBHUX TOCIYT Ta MiATPUMKY TpaBoBoi cuctemu. OmHAK 3po-
CTaHHSl OOCSTIB JaHUX Ta X OOpPOOKH CYNPOBO/UKYETHCS YUCICHHUMHU BHKIMKAMH y KOHTEKCTI JOCTO-
BIpHOCTI, O€3MeKH Ta MPO30pocTi iHPopMaIii.

LenTpanizoBaHa apxiTeKTypa ACPKaBHHX PEECTPIB € OJAHUM i3 TOJIOBHMX HEOMIKIB TpaJaMIIHHUX
cucreM. Bona mepenbavae 30epekeHHS JaHWX Y €IUHOMY CXOBHIII, IO CTBOPIOE PH3HMK IX HECAHKIIi-
oHOBaHOT1 MoauGikarlii abo BTpaTtu 4epe3 TexHiuHi 3001 un artaku. [lofiOHa Bpa3nuBicTh MPU3BOIUTH JI0
CHUTYallild, KOJH 3MIHH y PEECTpax 3ajJHMINAI0ThCA HEMOMiYeHUMH ab0 HE MOXKYTh OyTH BIJICTEXEHi, IO
CTaBUTh I1i]] 3arp0O3y JOCTOBIPHICThH JAHUX, OCOOJIMBO Y KPUTUYHO BOXKJIMBUX cCUCTEMax [7].

Ile oqHiero MPOOIEMOIO € HU3bKA IPO30PICTh MPOLIECIB BHECCHHS Ta OHOBJICHHS JaHUX. BiICyTHICTh
e(PEKTHBHOTO KOHTPOJIIO Y IICHTPAJII30BaHUX CHUCTEMax JO03BOJISIE 3JIOBMHCHHKAM a00 BHYTPIIIHIM
IpalliBHUKaM BHOCHTH HEKOPeKTHY iH(popmarito 6e3 Hamexxuoro ayauty [8]. Lle npusBoauTs 10 (iHaH-
COBHUX 30UTKIB, IOPHIMYHUX CYNIEPEUOK Ta BTPATH JOBIPU TPOMAJISH JI0 ACPKABHUX 1HCTUTYIIIMH.

Jlronchkuit pakTop 3aNHIIAETHCS OJHUM 13 KIIFOYOBUX JKEPEIT 3arpo3 JUIsl IEHTPAIi30BaHUX CUCTEM.
PyuHe BHECEHHS TaHUX, TIOMHJIKH OIIEPAaTOPIB Ta 3IIOBMHUCHI i1 3HAYHO T IBUIIYIOTh PU3UK KOMITPOMETAIlii
inpopmarii. [Ipu mpomy crabki MeXaHi3MHU Ballijiallii BHECEHUX JAHUX POOJISATH TaKi CUCTEMH YPa3ITUBHUMU
JI0 HETIPaBOMIpHHUX 3MiH, 10 0COOIUBO HEOE3MEYHO AJIsl Jep>KaBHUX PEECTPIB.

3a3HavyeHi NpoOIEeMH 3aroCTPIOIOTHCS Y KOHTEKCTI CydacHHX Kibep3arpo3. ATaku Ha JAepKaBHi
iHpopMaLiiiHI CHCTEMH 3pOCTAlOTh SIK y KUIBKICHOMY, TaK 1 B SIKICHOMY acleKTax. 30KpeMa, TeXHOJOTii
(himmHTY, CcoIiaNbHOT iHKeHepil Ta mpsMi aTaku Ha 0a3W JaHWX CTAlOTh Je[alli BUTOHYCHIIINMH, IO
noTpeOye MiABUIIEHHS PiBHS 3aXUCTYy Takux cuctem [9].

VY 1bOMy KOHTEKCTI MEPCHEKTHBHUM PILICHHSIM € 3aCTOCYBaHHS OJOKYEHH-TexXHONOTiH. brokueiin
3a0e3neyuye He3MIHHICTh JaHUX 3aBISKU ACLEHTPAIi30BaHiil CTPYKTYpi Ta MeXaHi3My JIAHLIOTiB OJIOKIB, 1€
KO>KHA TPaH3aKIisl 3a[HCY€ETHCS Y XPOHOJIOTIYHOMY MOpsiAKY. Lle nae 3Mory BUPIIMTH TPoOIeMy KOHTPOIIO
BHECEHHS iHQopMarii, 3a0e3neuyour MOXJIMBICTh ayAWTy Ta BiACTeKeHHA Beix 3MiH. JlocmimxeHHs
HiATBEPDKYIOTh, 10 BUKOPHCTaHHS OJOKYEHH MOXKE 3HAYHO MiABUIIUTH PiBEHb IOBIPHU A0 JCpP)KaBHUX
PEeCTpiB 3aBASIKH MPO30POCTI iX PyHKIIOHYBAaHHS Ta CTIKOCTI 10 HECAHKLIOHOBAHUX 3MiH.

OTxe, BUKJIMKH, TOB’s3aHi 3 LEHTPAIi30BAaHUMHU CHCTEMaMH ACPKaBHUX DPEECTPIB, 3YMOBIIOIOTH
HEOOXiAHICTh pO3pOOKM iHHOBAaLIMHUX PIllIeHb, SIKi 3a0e3Medarh iX JOCTOBIPHICTh, O€3MEeKy Ta MPO30PICTh.
3acTocyBaHHs OJOKYEHH-TEXHOJIOTIH € OTHUM 13 MEPCIEKTUBHUX HANPSMIB, 110 Ja€ 3MOTY MOJEPHI3yBaTu
HasBHI CUCTEMH Ta ITiBUIIATH IX CTIAKICTh 10 CY9aCHUX 3arpos.

IMocTanoBka 3anaui
Cyu4acHi Jep)KaBHI PEECTPH CTUKAIOTHCSA 3 HU3KOI IPOOJieM, sIKi 3HIKYIOTh iX €()eKTHUBHICTh Ta
HanilHicTh. LleHTpanbHa apXiTEeKTypa TaKMX CHCTEM € BpAa3IMBOIO JIO TEXHIYHWUX 3001B, KibepaTak Ta
HECAaHKI[IOHOBAHUX 3MiH JIaHUX. BiJCyTHICTh MPO30POCTi MPOIIECIiB BHECEHHS Ta OHOBJIEHHs iH(opMarrii
CTBOPIOE PU3MKH YIS MAHIMYJIALIH, a JIIOIChKUN (haKTOp YacTo CTa€ MPUYMHOIO TOMHUIIOK a00 CBIZOMOTO
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BTpydaHHsa. L[i Hemonmiku MiApHBaIOTH JOBIpPY JO JACPKABHUX PEECTPIB SK IHCTPYMEHTY 30€peiKeHHs
KPUTHUYHO BaXXIIMBUX JIAHUX TPOMAJISH 1 OpraHi3allii.

Bopnouac 65okueiiH-TEXHONOTIT 1al0Th 3MOTy CTBOPUTH CHCTEMY, sIKa 3a0e3Me4nTh HE3MiHHICTB,
IpO30PICTh Ta HAMIWHICTE OOPOOKHU JaHWX. 3aBISKU JIEIIEHTpaTi30BaHOMY 30epiranHio iHdopMarlii KoxHa
omepauiss Moke OyTu 3adikcoBaHa y BHUIVISAI HE3MIHHOTO 3alUCy, @ XPOHOJOTIYHMH JIaHLOr OJIOKiB
rapaHTye HEMOXKIHBICTh BHECEHHS HECAHKI[IOHOBAaHHMX 3MiH [6]. ABTOMaTH30BaHI MeXaHi3MH BajIimarfii
JlaHUX, BOYTOBaHi B OJIOKYCHH, MiHIMi3YIOTb BILTUB JIOACHKOr0 (haKTOpa Ta MiABHILYIOTh CTIHKICTh CHCTEMHU
JI0 BHYTPILIHIX 1 30BHIIIHIX 3arpos3.

OTOX TOCTaE 3aBAaHHS PO3POOUTH METOJ, KM 3a0e3MEYHTh JOCTOBIPHICTh Ta OE3IEKy Mepco-
HANBHUX JAHHUX Y JEPKaBHUX PEECTpax IIISTXOM BIIPOBADKEHHs OJIOKUYEHH-TEXHONOTiiH. Po3pobka Takoro
METO/y Ma€ BpPaxoOBYBaTH OCOONMBOCTI (PYHKIIOHYBAaHHS JACp)KaBHUX DPEECTpPaLliiHUX CHUCTEM, 3a0e3-
NeYyBaTH PO30PUH KOHTPOIIb HAJI OTIEPAITiSIMHU Ta ITiJBUIIYBATH CTIHKICTh 0 CY9aCHUX BUKJIMKIB IU(PPOBOT
Oe3mneKy.

Mera cTarTi noJisirae y po3po0iii MeToy 3a0e3eueHHs TOCTOBIPHOCTI Ta 0€3MeKH NepCOHATBHUX
JTAHNX Ha OCHOBI OJIOKYEHH-TEXHOJIOT1H, 110 CIIPUATHME TTiIBUIIIEHHIO PO30POCTI, CTIHKOCTI Ta HAIIHHOCTI
JIep’KaBHUX PEECTPIB.

3aBaanHA:

1) JocHiuTH OCHOBHI BHUKJIMKH Ta MPOOJIEMH, MOB’s3aHi 3 OE3MEKOI0 Ta JOCTOBIPHICTIO MEpCo-
HAJILHUX JIaHUX Y CYYaCHHX JICP)KaBHUX PEECTpaXx;

2) mpoaHai3yBaTH MOKJIMBOCTI 3aCTOCYBaHHs OJIOKYCHH-TEXHOJIOTI JJIs T IBUIIICHHSI Ha[IiTHOCTI
Ta MPO30POCTi PEECTPIB;

3) po3pobuTH MeTo 3a0e3MeUeHHs JOCTOBIPHOCTI Ta OE3MeKH ePCOHATBHIX JaHUX y OIOKYeHH-
CHCTEMaXx JICPKABHUX PEECTPIB.

OO0rpyHTYyBaTH €(hEeKTUBHICTh 3aIIPOIIOHOBAHOIO METOAY Ha OCHOBI aHai3y HOro mepeBar MmopiBHIHO
3 TpaAUIiHHUMH METOIaMU 3a0€3MeUeHHS IOCTOBIPHOCTI Ta OC3MEKH JaHUX Y JCPKABHUX PEECTPax.

IHoTennian 0J10K4YeiH-TEXHOJIOTIN A MiIBUIEHHS JOCTOBIPHOCTI
Ta 0e3MeKH JaHHuX Y JIeP:KABHUX pPeecTpax

bnokueitH-TeXHOIOTIT € THHOBAIIMHUM DIllICHHSM JIJIsl BUPIIIEHHS TpoOieM, OB’ si3aHuX 13 3a0e3-
NEYEHHSAM JIOCTOBIPHOCTI, O€3MeKH Ta IPO30POCTi AeprkaBHUX peecTpiB. OCHOBHOIO MepeBaroro OJI0KIeHHY
€ HOoro JelleHTpali3oBaHa apXiTEeKTypa, L0 YCyBa€ 3alIeKHICTh BiJ IIEHTPAILHOI'O CXOBHUINA JAHHX.
Iadopmaris y O10K4eiH-cHCTEMaX 3alIMCYETHCS Y BUTIISAL MTOCTIIOBHUX OJIOKIB, IKi OB’ A3aHi MK CO00I0
kpunrorpadiuanME xemamu. Le 3a0e3nedye HE3MIHHICTh JaHUX 1 YHEMOXIIMBIIOE iX HECAHKI[IOHOBaHY
mMoaudikartito abo Bunanenss [10].

VY TpaguuiiHUX Aep’KaBHUX PeecTpax AaHi 30epiratoThbesl y HEHTPATi30BaHUX CXOBHIIAX, 1[0 CTBOPIOE
PU3MK KOMIIpOMeTalii 4epe3 araku abo TOMHIIKM y cucTeMi. BukopucranHs ONOKYelHY Jae 3Mory
PO3IMOIIMTH KOMII peecTpy MiXK By3JIaMH MEpeKi, 3a0e3Meuyoun HaliiHICTh Ta CTIHKICTh A0 3001B. KoxkHa
oreparlisi 3aIUCYeTbCsl Y OJIOK, SIKHUi HE MOXKe OyTH 3MiHEHHH Oe3 KOHCEHCyCy Beiel Mepexi. Lle poOuTh
ONOKYeHH-CHCTeMH CTiiikumE 10 danbcudikarii Ta Maninyssiit ranumu [11].

VY OnokueiiH-cucTeMax KOXKHAa TPaH3aKLisl € JOCTYIHO Ul MEperyisiay yJYacHUKaMH Mepexi, 10
3a0e3rneuye MOBHUI KOHTPOJIb HAJ BHECEHWMH 3MiHAMH Ta MiJBHIYE MPO30PICTh POOOTH JEpKABHUX
peecTpiB. 3aBISKHA LBOMY OyAb-siKi CIPOOM HECAHKI[IOHOBAHOT'O BTPYYaHHS 200 BHECEHHS ITOMMIIKOBHX
JaHUX MOXKYTb OYTH JIETKO BUSIBIICH] Ta yCyHEHi. Takuil MexaHi3M € 0COOIMBO BayKJIMBUM JJIsl IEPKABHUX
YCTaHOB, OCKIIbKHU J103BOJISIE 3a0€3MEYUTH OBIpY rpoMaisi 10 iHpopMaliii y peectpax [12].

ABTOMaTH3allisl MPOLIECIB BajIiiallii Ta BHECEHHS JaHUX 3a JIOIOMOTOK OJI0KUeHH-CMapT-KOHTPAKTIB
Jla€ 3MOTY MIiHIMI3yBaTH BILUIMB JIOJCHKMX MOMWJIOK 200 CBiIOMHX MaHImyssimid. CMapT-KOHTPaKTH €
nporpaMamu, sSKi aBTOMAaTHYHO BUKOHYIOTH YMOBH YrOJHM MiX ydacHWKamu Mepexi. Lle 3abesneuye
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KOHTPOJIbOBaHE BHECEHHS 3MiH y JEp:KaBHUH PEECTp JIMIIE 32 YMOBH BUKOHAHHS 3aJaHUX MpPaBWII, IO
3HAYHO MiBHIIYE piBeHb Oe3neku [13].

BukopucranHst OJOKYEHH-CUCTEM MiIBUILYE CTIMKICTh AEPKaBHUX PEECTPIB 0 KibepaTak 3aBIsKU
PO3IOJIIIEHIH CTPYKTYpi. 3aMiCTh TOTO, MO0 aTaKyBaTH €AMHY TOYKY JOCTYILY, 3JIOBMHUCHHKY HEOOX1JIHO
3MIHHTH BC1 KOTIiI peecTpy Ha BCiX By3JiaX MEpeXi OJJHOYACHO, IO MPAKTUYHO HEMOXKIUBO Yepe3 00vuc-
JIIOBAJIbHY CKJIaIHICTb.

3acTocyBaHHS OJOKYEHH-TEXHOJIOTIH y JepKaBHUX PEECTPax JA€ 3MOTY OOpOOISITH BEUKI 00CATH
JAHHUX 3 MOKJIMBICTIO TX pO3IIUpPEHHS B MailOyTHhOMY. Po3poOka Mojieneli, OpieHTOBaHUX Ha IIBHUIKICTb
TpaH3aKIliid 1 ONTUMI3allil0 30epiraHHs, J03BOJIAE aaNTyBaTH OJIOKYCHH 10 MOTPeO NCpKaBHUX CHCTEM
ynpasiinas [14].

OcHOBHI POOJIEMH IIEHTPAI30BaHUX CUCTEM, TaKi SIK BPa3JIHMBICTh JIO aTakK, BiJICYTHICTh IPO30POCTI
Ta 3aJIC)KHICTh BiJI JIFOJICHKOTO (PaKTOpa, MOYKHA BUPIIIIHMTH 3a JTOTIOMOTOr0 OJI0KUYCHH-TeXHOJIOTiH. Y Tabi. 1
HaBeJICHO TIOPIBHSHHS XapaKTepUCTUK EHTPATi30BaHUX Ta OJOKUYCHH-CHCTEM Y KOHTEKCTI BUPIIICHHS [IUX
BUKJIHKIB.

Tabruys 1

IopiBHsiibHMIT aHATI3 OJI0KYEeHH-TeXHOO0Til
Ta TpaaMUiiiHUX METOAIB YNPABIiHHS IePKABHUMH PeecTpaMu

TpanumiiiHi HeHTpati30BaHi
CHUCTEMH

Kpurepiii bnoxuelH-cucremMu

ApxiTexkTypa

IenrpanizoBaHa (€1uHa TOUKa
30epeIKCHHS TAHUX)

JeuenrpanizoBana (po3mno/iieHnit
peectp)

CrilikicTh 10 300iB Ta aTak

Husbka: pusuk atak Ha
LEHTPaJIbHUHI cepBEP

Bucoxka: 3miHu moTpeOyroTh
KOHCEHCYCY BCiX BY3IIiB

IIpo3opicTs

OO6MexeHa: BiICYTHICTh YiTKOTO
ayauTy 3MiH

Bucoka: Bci 3MiHH BIKCYIOTBCS
Ta IOCTYTIHI AJIS IEPEeBipKU

HesminnicTh 1anux

JlaHi MOKHA 3MIHUTH a00 BUAAJIUTH

He3MmiHHICTE 3aBASIKM JIAHI[FOTOBIN
CTPYKTYpi OJIOKIB

be3neka

3aje)xHa BijJ 30BHINIHIX MEXaHI3MIB
3aXUCTY

BoOynoBanuii 3aXucT yepes
Kpunrorpadiro Ta KOHCEHCYC

ABTOMAaTH3allis npouecis

OOmerkeHa: ToTpedye JF0ICHKOT
TepeBipKu

Bucoka: cMapT-KOHTpaKTH
ABTOMAaTH3YIOTh IPOLIECH

KoHTpoab BHeceHHs 3MiH

HusbkHii: MOXINBI TOMHJIKH
Ta MaHIMyJALii

Bucoxkwii: Bci 3MiHU BaiTyFOThCS
MEpEeKeI0

BurpaTu Ha niATpUMKY

Bucoki uepes 1neHTpanizoBany
H(pacTpyKTypy

[TomipHi: aBTOMaTH3AIS 3HIDKYE
BUTPATH

3 HaBeICHOTO MOPIBHIFHOTO aHAITI3Y BUIHO, 1110 OJIOKYCHH-CHCTEMH 3HAYHO ITePEeBEPIIYIOTh TPaIu-
iHAHI IEHTPaTi30BaHi PIlICHHS 3a KJIIOYOBUMH MOKa3HUKaMH. JlelieHTpalli3oBaHa apXiTeKTypa 3a0e3mneuye
CTIHKICTB 710 aTak i 300iB, @ HE3MIHHICTh TaHUX YHEMOXIIUBIIIOE IX HECAHKIIIOHOBaHY Moau(ikarliro. Bucoka
MPO30PICTh Ta MOXKJIMBICTH TIOBHOTO ayJMTY YCiX 3MiH IiIBUILYIOTH JOBipY KOPUCTYBaYiB, IO € OCOOIUBO
BKIIUBHM JJIs IEPKABHUX PEECTPIB.

OTxe, BIPOBAKEHHS OJIOKYCHH-TEXHOJIOTIH CTBOPIOE YMOBHU JUIs 3a0e3ledeHHs JOCTOBIPHOCTI,
MIPO30POCTi Ta 3aXMCTy JCPKABHUX PEECTPIB BiJ CY4aCHUX 3arpo3, YCYBarOUMd OCHOBHI HEIOJIKU IIEHTpa-
Ji3oBaHuX cucteM [15].



6 B. C. banayweka, B. O. [lobepescnuk, A. B. Cmeganxis, 0. A. [lleguyx

Po3pobka meTony 3a0e3meueHHs1 JOCTOBIPHOCTI Ta 0e3MeKH MEePCOHATBLHUX TAHUX
y Jep:KaBHUX PEECTPAX HA OCHOBI 0J10KYeiH-TeXHOJIOTiii

3anmponoHOBaHUI MeETOJl 3a0e3NeueHHs JIOCTOBIPHOCTI Ta O€3MeKH MEpPCOHANBHUX JaHUX YV
JIeP/KABHUX PeecTpax IPYHTYEThCS HA OIOKYEHH-TeXHONOTiAX. Floro OCHOBHA MeTa — CTBOPEHHS CHCTEMH,
110 3a0e3rnedye He3MiHHICTh, TIPO30PICTh Ta CTIHKICTH JI0 3arpo3 y Mmpolieci 00poOKH Ta 30epiraHHs JaHHX.

KitrouoBoto ifie€ro MeTo Iy € po3MnoisieHuid peecTp OJOKUEHH, y IKOMY KOXHa orepailis QikcyeThest
y OJIOKaX, IO 3B’ I3YIOTHCS Mi>K cO00I0 3a JOMOMOroto Kpunrorpadiuaux xemris. Lle 3a0e3neuye:

1) He3MIHHICTH JaHUX: OYAb-SIKi 3MIHH 3aJIMIIAIOTE CIIiT y CHCTEMI,

2) TPO30PICTh: yCi yYaCHUKU MAIOTh JOCTYII J0 3aMUCIB Y PEECTPi ISl IEPEBIPKH iX JOCTOBIPHOCTI;

3) KOHTPOJIb JAOCTYIIy: CHCTEMa aBTOMATHYHO PETYIIFOE BHECCHHSI Ta OHOBJICHHSI TAHUX HA OCHOBI
CMapT-KOHTPAKTIB.

ApXITEeKTypa 3alpOIIOHOBAHOTO METOY CKIIAAETHCS 3 YOTUPHOX OCHOBHUX KOMITOHEHTIB!

1. Kopucrysau (Data Submitter)
IHinitoe 3amuTH Ha BHECEHHS HOBUX JAHHMX, OHOBJICHHS 1CHYIOUHMX 3amuciB abo meperisin indopmaii y
JepKaBHOMY PEECTPI.

2. Moayas Baminanii (Validation Module)
[lepeBipsie KOPEKTHICTH 3alMTy. CHHTAKCUC JAHMX, IIPaBa AOCTYIy KOPHCTyBada Ta JOTPHUMAHHS MPaBUI
BHECEHHS 3MiH.

3. Cwmapr-kourpaxtu (Smart Contracts)
ABTOMaTHYHO KOHTPOJIOIOTh YMOBH BUKOHAHHS onepauiid. J[03BoisroTh a00 OJI0KYIOT 3MiHH 3aJIEKHO Bij
3aJaHMX MIPAaBUI JOCTYILY.

4.  Baokueiin-peectp (Blockchain Registry)
HeuenTpanizoBana 6a3a naHux, y sikiid QikcyroTbes Bei miaTBepmkeHi onepaunii. HoBuii 610k 3anucyersest y
PEECTp Micisl JOCATHEHHSI KOHCEHCYCY BY3JIaMH MEPExi.

Ha puc. 1 naBeneno 610k-cxeMy poOOTH 3alIpOIIOHOBaHOT'O METOAY, IO BiJOOpaka€ OCHOBHI eTanu
B3a€MOI1T KOMIIOHEHTIB CUCTEMH.

KopuctyBau

|HiyiaLinA aannTy

3anuT He Ko pe KT HUit—— Moaynk Banipauii

3anuT KopeKTHUI

MoeinoMneHHa Npo
MOMMHIKY

CMapT-KOHTpaKT

Onepauyin 3abopoHena MiaTee pAMeHHA

3 igeHTnd ikatopom bnoky

Onepayia JoasoneHa lMNoeigomneHHA npo

sabopoHy onepauil

PopMyBaHHA Brnoky

Nogasannn Gnoky B peecTp

Bnok4yenH-peccTp

Puc. 1. Brox-cxema pobomu memody 3abesneuents 00CmogipHOCMI OaHUX
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Kpok 1. Iniuianis 3anurty

KopuctyBau Hazmcuiae 3amuT Ha BHECEHHS, OHOBJICHHS a00 Heperjisil AaHuX 4epe3 KIIi€HTChKUN
iHTEepdec CUCTEMH.

Kpox 2. Baninauis 3anuty

Moy Bamijanii nepesipse:

iIeHTHdIKaIliI0 KOPUCTYBava Ta HOro npasa J0CTyIy,
KOPEKTHICTh CTPYKTYPH Ta 3MICTY 3aIluTYy;
JOTPUMAHHS IPABUJI BHECEHHS JAHUX Y PEECTP.

Kpox 3. BUKkoHaHHSI CMAPT-KOHTPAKTYy

[Micnsa yeninmHoi Banijaiii cMapT-KOHTPAKT aBTOMATHYHO TIEpEeBipsi€ YMOBHU OIepallii Ta, sSKIIO BCi
KpHUTepii JoTpuMaHi, GopMye HOBHUI OJIOK JUIsl JOJaBaHHs y OJIOKYEeHH-PEECTp.

Kpok 4. ®opmyBaHHs 010Ky

Hosuii 6710k MiCTHTB:

X€III MOTIePETHHOT0 OJIOKY IS 3B’ S3KY Y JIAHITHO31;
94acoBYy MITKy OIeparii;

JIaHi PO KOPUCTyBaya Ta 3MICT OIepaliii;

XEII-KO TPaH3aKIl sIK MMiATBEPIKCHHS IIJIICHOCTI JaHuUX.

Kpok 5. 3anuc y 0;10x4eiiH-peecTp

[licna gocsirHeHHs! KOHCEHCYCY OJIOK JJOAA€ThCs y PO3NOAIICHUN PEECTp, 1€ BiH CTa€ JOCTYIHUM AJIS
TIEPEeBipKU BCiMa YYaCHUKAMH MEPEKi.

Kpok 6. Ayaur i mixTBepa:keHHs1 onepauii

KopuctyBau orpuMye miaTBEepIKEHHS MPO YCHIIIHY ONEpaliio 3 11eHTH(IKaTOPOM HOBOTO OJIOKY.
Bci 3anmcu € JOCTYMHUMY IS ayJUTY Ta MEPEBIPKH iX IOCTOBIPHOCTI.

Puc. 1 Hao4YHO NEMOHCTpYE apXiTEeKTypy MeTomay 3abe3ledeHHs TOCTOBIPHOCTI Ta Oe3MeKH Mepco-
HAJILHUX JIaHUX Yy OJIOKYeHH-crcTeMax JepKaBHHX peecTpiB. OCHOBOIO 3alpOIMOHOBAHOTO TiJIXOAY €
pO3MoTiIeHui OJI0KYeHH-peecTp, y IKOMY KOXHa omepalis (ikcyeTsest y Gopmi HE3MIHHUX OJOKiB, 11O
3B’S3YIOThCS KpHUITorpadiunumu xemamu. Lle 3a0e3nedye sik TeXHIYHY HEMOKIIUBICTh HECAHKIIIOHOBAHOTO
BHECEHHS 3MiH, TaK 1 MPO30PICTh CUCTEMU ISl BCIX YYacHHKIB. Y METOJi iHTEIpPOBaHO aBTOMAaTH30BaHi
MOJYJl BaJlijamii Ta cMapT-KOHTPAKTH, SKi PETyJIOIOTh BHECEHHS W OHOBJICHHS JTaHWX BIIMOBIIHO JO
3aJ[aHuX MpaBui noctyiy [16].

3anponoHOBaHUN aJrOpuTM peajizaiii 0a3yeThbCs Ha YITKIA B3a€EMOMIl MK KIHOYOBUMH KOMIIO-
HEHTAMH CHUCTEMH. KOPHCTYBadaMH, MOJIYJEM BaliJallii, cCMapT-KOHTPAKTaMH Ta OJOKYEHH-PEECTPOM.
KopucryBad Hajicnnae 3anuT Ha BHECEHHS a00 OHOBIICHHS JTAHHX, SIKMH TPOXOIUTH aBTOMATHYHY ITEPEBIPKY
MoayseM Banigauii. CMapT-KOHTPaKTH 3a0€3Me4y0Th KOHTPOJIb 32 BUKOHAHHSAM YMOB OIepallii, MicJIs 4oro
(hopmyeTbes HOBHI O710K. Ilicist ZOCSTHEHHSI KOHCEHCYCY BY3IIiB OJIOK JOAAETHCSA 10 OJIOKYEHH-peecTpy, Ae
JaHi CTal0Th HE3MIHHUMHM ¥ JOCTYITHUMH JAJIS TOJANIBIIOTO ayTUTY.

Oco06uBiCTIO METOLY € HOTO CTIHKICTh IO 30BHIMIHIX 3arp03 3aBISKHU JCIIEHTPATI30BaHii CTPYKTYpi,
sIKa yCyBa€ pU3MK “‘€quHOI TOuku BigMoBH . IIpo3opicTs omepatiil nocaraeTbes yepe3 MOKIUBICTD ayJUTy
OyZAp-SIKOTO 3amucy B PEECTpi, IO MiABHUILY€E NOBipYy KopucTyBadiB. KpiM Toro, aBTomarnsanisi mpoLecis,
3a0e3neyeHa cMapT-KOHTPAaKTaMH, MiHIMi3y€e BILIMB JIIOJCHKOTO (pakTopa, a po3MeKyBaHHS MPaB JOCTYITY
crnpusie eeKTUBHOMY YIPaBIiHHIO iHQOpMALIi€ro.

OTxe, 3anponoHOBaHui MeTo 3a0e3neduye HaaAiiHUN MeXaHi3M KOHTPOJII0 BHECEHHS, OHOBJICHHS Ta
TepeBipKU JaHHX Y IePKaBHUX PEECTpaX, IO MiATBEPIKYEThCS CXeMOo Ha puc. 1. Moro 3acTocysanHs nae
3MOTY MOJICPHI3YBaTH TPaAUIildHI pEeCTpaliiiHi CHUCTEMH, MIJABHIIUTH PiBEHb JOCTOBIPHOCTI IaHHMX,
MiHIMI3yBaTH PU3WKH MaHIMyJSIid Ta 3a0e3nednTH Mpo30picTh QYHKIIOHYBaHHS Jep)kaBHUX iH(opMa-
LIHHUX CUCTEM.
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Pe3yabTaTtu gociaixkeHHs

CyuacHi Aep)KaBHI PEECTPH, 110 0a3yIOThCSA Ha IIEHTPATI30BaHMX CHCTEMaX YIPaBIiHHS JaHUMH,
CTHKAIOTHCS 3 YUCIICHHUMH BHUKJIMKAMH, OB S3aHUMH 13 3a0€3MEYCHHSM JOCTOBIPHOCTI, LIJICHOCTI Ta
oesmeku iHpopManii. Cepes; HAUMOIUPEHIMUX TPOOIEM MOYKHA BUAUIMTH BpAa3JMBICTH 0 3001B uepes
€IMHY TOYKY BiTMOBH, HU3BKUI PIBEHb MPO30POCTI MPOIECIB Ta 3aJEKHICTh BiJl JOACKKOTO (haKkTopa i
yac 00poOku qanux. OKpiM [IOT0, IEHTPAJII30BaHI PEECTPH € BPa3IMBUMH JI0 BHYTPILITHIX 3arp03, OCKITBKH
ajMiHiCTpaTopu a0o iHIN YIIOBHOBa)XKEHI 0COOM MOXYTh 3MIMCHIOBATH 3MiHM Oe3 HajexHoi (dikcamii B
icropii omepartiii [17]. AyauT y Takux CHCTeMax € TPYIOMICTKAM MpPOLECOM, IO MOTpedye 3aaydeHHs
JOJATKOBUX pPecypciB 1 yacy, mo poOuTh iX MeHI e()eKTUBHMMH Yy AMHAMIYHUX yMOBax HHU(POBOI
Tparchopmarii.

3anpornoHOBaHUN MeTOH 3a0e3MeueHHs] TOCTOBIPHOCTI Ta Oe3leKkW JaHWX Ha OCHOBI OJIOKYEHH-
TEXHOJIOT1M € HayKOBO OOIPYHTOBAaHMM pIILIEHHSM, SIKE YCyBa€ HEAOJIKH TPaIULIMHUX CHCTEM 3aBISKH
3aCTOCYBaHHIO PO3MOAIJICHOTO PEECTPY, ABTOMAaTH30BaHMX CMapT-KOHTPAKTIB Ta KPUIITOrpadhiqHOro Xemry-
BaHHs. Voro K/II040Ba OCOBIUBICTH MONATAE Y TOMY, IO KOMKEH 3aIHC y CUCTEMi € He3MiHHHIM, a BCi 3MiHH
¢ikcyroTbes y mpo3opii Ta gocTynHik ans nepeBipku dopmi. Came ne 3a0esneuye (yHIaMEHTaIbHY
JOCTOBIPHICTG 1 IUTICHICTh JaHUX Y PEECTPax, IO € KPUTUYHO BAXKIUBUM Y CYYaCHUX YMOBAaX MOIIUPEHHS
UQPOBHX 3arpo3 Ta iHPOpMALITHUX MaHITyISLIH.

BiaMiHHICTE 3aITPpOMTOHOBAHOTO METOJY Bij IEHTPATi30BaHUX IiJXO/IB MOJSTAE Y HOTO IeleHTpa-
Ji30BaHii apXiTEeKTypi, sika ycyBae mpobieMy “€quMHOT TOUKH BiAMOBH™ Ta 3HAYHO IiJIBUILYE CTIHKICTH 10
30BHIIIHIX 1 BHYTpilIHIX 3arpo3. aHi y O1ok4elH-peecTpi 30epiratoTbes Ha pO3MNOAUICHUX BY3JIaX MEPEXi,
a KOXXeH HOBHUH 050K iH(opMaLii moB’si3aHMH 13 monepeaHiM uepe3 Kpunrorpadiunuii xem. Lle ynemox-
JIMBJIIOE HECAHKLIOHOBAHI 3MiHM, OCKIJIBbKH OyAb-sIKE BTpPYyYaHHsS HpU3BeIe A0 MOPYLIEHHS WiJIICHOCTI
BChOro Januiora. Kpim roro, 6okueiin 3ade3nedye noBHy Ipo30picTh MPOILECiB, JO3BOJSIOUH YYACHHKAM
CHCTEMH y PEalbHOMY Yaci MPOBOAWTH ayAMT OIepaliil Ta mepeBipsATH iX A0ocToBipHicTh. Ha BinMmiHy Bin
LEHTPATI30BaHUX CUCTEM, € TIepeBipKa 3MiH MOTpeOy€e T0JATKOBUX MPOLEAYP, Y OJOKUEHH-CUCTEMI KOXKHA
orepaLisi aBTOMAaTHIHO (IKCY€eThCS Ta CTa€ AOCTYIHOIO JUISI aHAJIi3y.

3anpoBaKeHHSI CMapT-KOHTPAKTIB Yy 3allpONIOHOBAHOMY METOJI BUPILIYE 1€ OAHY BaXKIHUBY MPOO-
JieMy TpaIuLiMHUX PEECTPiB — 3aJI€KHICTh Bifl JIOACHKOTO (akTopa mix yac o0poOku 3anmutiB. CMapT-KOH-
TPaKTH € aBTOMAaTH30BAHUMH AITOPUTMAaMH, IO 3a0€3MeUyI0Th KOHTPOJIb 32 BHECEHHSM 1 OHOBJICHHSM
JIAaHUX BIJMOBIIHO JI0 3aJaHuX yMOB. Lle 1a€ 3Mory He JuIie MiHIMI3yBaTH PU3HMK TIOMHUIIOK, a M IPUIIIBH/I-
HIMTH 00pOOKY orepaltiif, Mo € HaJ3BUYAHO aKTYIILHUM JUIS IEPKABHAX CHCTEM, K IIOJICHHO TPAIFOI0Th
3 BeUKUMU oOcsiramu iHdopmartii [18].

EdexTHBHICTh 3amponoOHOBAHOTO METOAY TPOSBISETHCS Y 3a0e3Me4YeHH] He3MIHHOCTI JaHUX, IO
KPUTHUYHO BaXIIMBO JJISI PEECTPIB HEPYXOMOCTI, PEECTPIB IPOMAJIsIH, BUOOPUMX CHUCTEM Ta iHIIUX iHOP-
MaliifHux 0a3, e TOYHICTh 1 TOCTOBIpHICTH 1H(OpMAIIi BU3HAYAIOTH JIETITUMHICTD YITPABIIHCHKHUX PilllCHb.
Hanpuknan, y peectpi HepyXOMOCTI KOXKHA Omeparlis KyHiBIi-PoAaxy (QIKCyeTbcs SK HE3BOPOTHA
TpaH3aKIlisl, 0 YCYBa€ MOXIIMBICTD IIaXpaicTBa abo MiApoOKH JOKYMEHTIB. Y peecTpi IPUANIHUX 0Ci0
BUKOpPHUCTaHHsI OJIOKYEHH-TEXHOJIOTIH 3a0e3mnedye Ipo30picTh 1 IOBIpY 3aBASKH JOCTYITHOCTI iCTOPIi 3MiH,
1o crpusie epeKTHBHOMY KOHTPOJIIO 3a NisITbHICTIO KOMIIaHil Ta TXHiX OeHediliapis.

Jlns miaTBepIKeHHS JOCTOBIPHOCTI TaHUX, OTPUMAHHUX 13 PEECTPY 3alpPOIOHOBAHOT MO, MOXKHA
CKOPUCTATHCS PUHIIMIIOM “JI0Ka3y iCHYBaHHS JaHUX, SIKHH MOJISTae y TOMY, 0 KOHKPETHI JIaHi iCHYIOTh
y HE3MIHHOMY CTaHi i3 MOMEHTY iX CTBOpPEeHHS. J[OCAITH LOr0 MOKHA 4epe3 MOEAHAHHS TEXHOJIOTIH,
OCHOBaHHUX Ha 3aCTOCYBaHHI NPHUHIIUIY JACLHEHTPAII3allii Ta OJIOKYCHH.

VY takoMy miaxoji i 30€peKEHHS JaHMX JOLIILHO 3aCTOCOBYBATH TEXHOJIOTII, AKI BIAMIHHI Bif
0JIOKYEHH, OCKUIBKH PO3MIp TaHUX HEraTHBHO BILIMBAE HA IIBUKOJII0 MEPEXKI Ta BApPTICTh i1 MIATPUMKH, a
HOro 3acTOCyBaHHsI € JIOUUIBHUM JUIss 30epeKeHHS KPUTHYHUX JaHUX, SKi TOBHHHI 30epiraTucs y
HE3MIHHOMY CTaHi Ta HE MAlOTh 3aiiMaTH MOPIBHSAHO HebaraTo Micis. Jlo JaHUX Takoi Kareropii MoXHa
3apaxyBaTH BiIOMTKU AaHUX. TOOTO 3aCTOCYBaHHS LIbOTO IPUHLUILY IOTPeOy€e PO3MOLTY I 30epeKeHHS
JTAaHUX 1 30epekeHHS J0Ka3y IXHbOI JIOCTOBIPHOCTI.
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[Insxom 3a0e3rneueH s JOCTOBIPHOCTI JaHUX € BUKOPUCTAHHS KPUNTOrpadidHOro XelIyBaHHs, M0
JIa€ 3MOT'Y CTBOPHUTH BIJJOMTOK JaHUX IEBHOTO BCTAHOBJICHOI'O PO3MIipy, HE 3Ba)KaOUW Ha 00°€M BXITHHX
JIaHuX, Oa OLIbIIe, 3aCTOCYBaHHS KPUNTOrpadivyHOrO XCIIyBaHHS JO3BOJISE 3a0E3MCUYUTH HEMOXKIIUBICTD
BIITBOPEHHS BXiJTHUX JaHMX 13 OTPUMAHOIO XEII-KOJTy, IO Ja€ 3MOT'Y 3aCTOCOBYBATH TaKUH MEXaHI3M ISl
00pOOKHM PI3HUX JaHUX, 30KpeMa THX, 10 MiANaIar0Th i KaTeropii: 0OMeXeHHI IOCTYI, MePCOHAbHI
JlaHi, ciayx00Ba iHpopMaIlist TOIIO.

Takoxx Oyab-siKka 3MiHa y JaHUX OyZe MPU3BOJIUTH JI0 IIJTKOBUTOI 3MIHH CaMOT0 pe3yJbTaTy depe3
“maBunHI 3MiHK” [19], 110 TPAKTHYHO YHEMOKIIMBIIIOE Oy/Ib-IKi HECAHKIIIOHOBAHI 3MIHHM JaHHUX, OCKIIbKH
X HasiBHICTH OyJie MPU3BOAUTH JIO 3MIHH CAMOTO XEII-KOAY, IO 0/Ipa3y CBIIYMTHUME MPO 3MiHY JaHHUX.

3acrocyBanus TexHosorii IPFS o0rpyHTOBY€eThCS, 30KpeMa, ii IeLEHTPaTi30BaHO0 MPUPOIOIO, sIKa, 3
0JTHOTO OOKY, 3a1o0irae iCHyBaHHIO KOPUCTYBaUiB 3 0COOJIMBUMH ITPaBaMH B MEPEXKI, a 3 IHIIOTO — I IBUIILY€E
CTIMKICTh CHCTEMH, OCKIJIbKH BHIAIISIE 13 CHCTEMH IICHTPAIBbHY TOYKY BPa3JIMBOCTI, IO JO3BOJUTH (PYHKIIi-
OHYBaTH CHCTEMI, HaBiTh SIKIIO YaCTHHA BY3JiB Buie 3 ynany. llle omHiero mepeBaroo i€l TeXHOJIOrII €
30epeKeHHS JaHuX Y JEeIeHTPalli30BaHOMY BHTIISI, IO A€ 3MOTY 30epiraTi iX y KUIbKOX Pi3HHX By3Jax
MEpPEekKi OJHOYACHO, IO JO3BOJISIE MiABUIUTH IIBUAKICTD JOCTYITY 110 iH(OpMaIllii, 00Mparoyu HaHOIMKIHit
By30J1 JI0 KOPHCTyBauya CHUCTEMH, a TaKOXX 3a0e3ledyuTH JyOJrOBaHHSA IaHWX Ha PI3HHX BY3Jax, IO
3a0e3neuyBaTiMe 30€pekeHHsI TOCTYIY JI0 HUX, HaBITh SIKIIO HAHOIMKYMN BY30Jl 10 KOpHCTyBada Oyie
HEJTOCTYITHHUM.

3rajani MOXKJIMBOCTI TEXHOJIOT1H JaI0Th 3MOTY PO3TIISIIATH MO HAHHS Ostok4eiiH Ta IPFS, sik ocHOBY
JUTSL CHCTEMH, SKa 3MOXe 30epiraty, repeiaBaTy Ta MepeBipsITH JaHi Ha iXHIO JTOCTOBIPHICTD Ta I[LTICHICTB,
110 Ja€ 3MOTY PO3TIISIATH TaKy OCHOBY, SIK OCHOBY JUISL JIEPKABHOTO PEECTPY HOBOTO ITOKOIIHHSI.

Ha puc. 2 300pakeHO CTPYKTYpy IIPOITOHOBAHOTO PEECTPY.

H :
Peectp !
: :
: { CID nauux, :
E ID BnacHuka, reu H
h . Cwmapt :
. Biiokyeiin P P JIaHMX } !
' < KOHTpaKkT |<€ H
’ :
5 :
H y '
' IPFS :
E SID JHaui s :
: BaJTigaii 1
' v ABTopH3aLlis
: 3anuTy CID E
1 > > :
H Moayab Mogayab !
' Bastigawii JOCTyILY '
1 Jani :
! y 7y :
; :
R K N [ .

3anut Bajigauii 3anuT OTPUMAaHHS JTaHUX { Hani, ID BnacHuka }

P pit 4 s

{ ID, SID }
A
< { Hawi, SID }
Bamninarop [TpoBaiigep maHux
KopuctyBau
InenTudikarop cmapr konrpaxty (SID)

Puc. 2. Cmpyxmypa npononoganozo peecmpy 3 guxopucmanns onroxuetin ma |PFS
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VY 1ili KOHIEMIIT KO)KHA CaMOCTIiHHA OMHMI JaHUX, HAITPUKIIA] COPMOBAHUHN JOKYMEHT UM 3aIKC
y peectpi, moctae y hopmi 30epekeHOro y 0JIOKYCHH Habopy 3HAUCHb!

Entry = {SID, CID, ID, H}, (1)
ne Entry - 3anmc y peectpi; SID - inentudikatop cmapt-koHTpakty; CID - inentudikatop aanux y IPFS;
ID - inenTudikarop BIacHUKa; H — XeIl TaHuX.

OxkpiM 3rajlaHuX paHillie TEXHOJIOTiH, B il CHCTEMI HEOOXITHO 3aCTOCYBATH JIOJATKOBI TEXHOJIOT],
30KpeMa CMapT-KOHTPAKTH, SIKi Jal0Th 3MOTY aBTOMATH3YBaTH POOOTY CHCTEMH, IO JO3BOJIUTH 3MEHIINTH
KUTBKICTB JIFOJICBKOTO BTPYYaHHS y CUCTEMY, Ta OJJHOYACHO MiJIHATH JIOBIPY /0 CUCTEMH 1 MiHIMi3yBaTH
KUJIBKICTh KOPUCTYBAYiB 13 0COOJIMBHUMHU IIpaBaMHy, SIKi O MOTJIM HETATHBHO BIUIMBATH HAa pOOOTY CUCTEMH Y1
BUMHATH HECaHKLiOHOBaHi Aii. ba Oinbie, 3acTrocyBaHHs CMapT-KOHTPAKTIB 1aCTh 3MOT'Y aBTOMaTHU3yBaTu
He Juie 30epeXeHHS YU MEPEBIPKY AaHUX, a i pO3MEXyBaTH AOCTYI 33 OTPEOH.

11i0 yac cmeopeHnHs HOB020 3anuUcy 8 peecmpi Al2oPUMM 000A8AHHS OAHUX OYyOe Mamu MAKULl 8UJ0:

1. TIpoBaiifep TaHUX CTBOPIOE HOBI JaHi Ta mepeaae ix Ta igeHTudikatop BiaacHuka ganux (ID) y
IPFS peectpy.

2. IPFS renepye inentudikarop nanux (CID) ta kpunrorpadiunuii Xeu JaHuX i CTBOPIOE Ha OCHOBI
IIBOT'0 CMapT-KOHTPAKT.

3. B cmapTt-konTpakTi Bkazyetscsi CID, xem nanux ta ineHTugikatop BIacHUKA.

4. CMapT-KOHTPAaKT 30epiraeTscs y OJOKUYEHH YaCTHHI peecTpy Ta OTPUMYE ieHTU(IKATOD.

5. KopucryBau otpumye i1eHTH(DIKATOP CMapT-KOHTPAKTY Ta BBRKAETHCS HOTO BIACHUKOM.

6. 3a HeoOXigHOCTI KOPUCTYBad OTPUMYE JIaHi 3 peecTpy depe3 MOIyJb AOCTYIY, HaJalo4H CBiH
ineHTudiKaTop Ta iIeHTU(IKaTOp CMAPT-KOHTPAKTY.

Ompumannsa 0ocmyny 00 OaHUX KOPUCMysaiem Mamume maxi Kpoxu.

1. KopucryBau HaJiCHIIa€ 3aNUT 0 MOIyJIsl TOCTyIy, Haxatouu ID Ta SID.

2. Moaynp AOCTYyIy HpOBOAMTH aBTEHTH(]IKAILiI0 3aMUTy HUISXOM 3iCTABICHHS OTPUMAHOTO ileH-
TUdikaTOpa KOpUCTyBaya Ta iIeHTu(iKaTopa KOpUCTyBaua, SKUH 30€peKeHUH Y CMapT-KOHTPAKTI, HA SIKUH
Bkazye SID.

3. Sxmo ineHTHdiKATOPH 30iratoThCSA, TO MOAYJIH AOCTYITYy HAJICUIIAE 3amuT, skuil Mictuth CID, 1o
IPFS, sikmio ineHTr(ikaTopy He 30iraroThCs — BIIMOBIISE Y TOCTYII.

4. IPFS noBeprae BKa3aHi JaHi J0 MOIYJIS JOCTYITY, MOJYJIb JOCTYIy HaJICHJIA€E qaHi KOPUCTyBady.

Axwo € nompeba nepesipumu ompumani 0aui 6i0 Kopucmysaua, npoyec eanioayii mamume maxi
KPOKU:

1. Bamigatop oTpuMy€ JaHi Ta iJeHTUPIKATOP CMApT-KOHTPAKTY.

2. Bamigarop oOuuncioe kpuntorpadiyHuil Tell JaHUX Ta HaJICUIIA€ 3alUT BaIigallii, SKUid MiCTUTh
o04HCIIeHui rem Ta i1eHTH(IKaTOp CMapT-KOHTPAKTY.

3. Moayinp Bamigailii oTpuMmye i3 OJ0KUYeHHY AaHi JUI BajJigallii i3 cMapT-KOHTPAKTY, iIeHTUu(iKa-
TOpOM sikoro € HagaHui SID.

4, Slxuio obuuciieHui rem Ta 30epeKeHUil Y CMapT-KOHTPAKTI T'elll 30iratoThesl, BT IaTOP OTPUMYE
BIJIMIOBI/Ib NP0 YCHIIIHY BaJiAallifo, SKIIO relll He 30iraroThCs, — OTPUMYE IMOBIJIOMIICHHS PO MOMUJIKY
BaJIiIarii, 1o MoXe CBITYUTH PO MOPYIIECHHS I[1IICHOCTI YK JJOCTOBIPHOCTI JaHUX.

OpHak 3acTOCYBaHHS ITUX TEXHOJIOTI MOYKE MICTUTH 1 HETaTUBHI CTOPOHH, SIKi HAaJaCTiIlIe OB’ 13aHi
13 MPUPOJOI0 cCaMUX TEXHOJIOTIH, SKi 3acTocOBYIOThCS. Hampuknan, po3mip OnokueliHy Oyae HEraTuBHO
BIUIMBATH Ha MIBUIKOJIIIO0 BCI€l CHCTEMH, OCKLIBKM 3 YaCOM BiH POCTHME, a IIBUJKICTh OOPOOKU JTaHUX B
Mepexi 3aJIeKUTh B po3Mipy OmokyeiiH. 11nsaxom BUpilIeHHs OO HEAOMIKY MOXKE CTaTd “0OHYJIEeHHS
OnokueiiHy, konu iHopMalis i3 crapux OJOKIB BUOATSETHCS, a 3IUIIAETHCSA TUIBKM Ielll HONEPeAHbOrO
050Ky, SIKUH Ja€ 3MOTy HiITPUMYBAaTH JIAHLIOKOK y poOOYOMYy CTaHi, a TIOBHa Bepcis Onokueiin 30epi-
raeThCsl B apXiBHUX By3nax. Takuil miaxin Oyne 3HMKYBaTH piBeHb JCHEHTpali3alii B MEpexi, OCKIJIbKH
Mepeka MaTUME 3aJIeKHICTh BiJl IEBHOI KiIBKOCTI apxiBHHX By3:iB [20].
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[HIMM MUTIXOM BUpINIEHHS TPoOIeMH MIBUAKOIT Ta pO3Mipy OJIOKUEHH MOXKE CTaTH 3aCTOCYBaHHS
Layer 2 migxoay. CyTh SIKOTO MOJISITAE Y TOMY, 100 0OpoOIIsATH JaHi 1mo3a OJ0KYelH, a B HhoMYy 30epiratu
Jiine pe3yibraT 00pooku. Hanpukian, Metoa OjoK4elH-posian qa€e 3Mory o0’ €THATH KiJIbKa TpaH3aKIIii,
BUKOHAaHUX 11032 OJIOKYEWH B OJIHY TPaH3aKIIiI0, pe3yJbTaT SIKOi 30epekeThbest y OnokyeiH. Takuid miaxin
JIa€ 3MOT'Y IIABUIIUTH MACIITA00BaHICTh Ta MIBUAKOIII0 OJIOKYCHH MEpPEexi.

[le oHUM BaXKJIMBHM €JIEMEHTOM TaKOT'O PEECTPY € MEXaHi3M NPUHHATTS KOHCEHCYCY, OCKUIBLKH TIe
(byHIaMeHTaIbHUIN TpolleC, AKUK BIAMOBIZAE 3a 30epeKCHHS MaHUX y OyokdyeiHi. [lim vac pobotu 3
JepKaBHUMHE PEECTpaMH JOIIBHUM € 3acTocyBaTu anroputM Proof of Authority. BiaMinuicTs monsrae B
TOMY, IO BiH MOTpeOy€ HAABHOCTI BEIMKHMX OOYHCIIOBAIBHHX MOTY)KHOCTEH, sik y Proof of Work, uu
HAsBHOCTI TIEBHOI KiJTBKOCTI TokeHiB, sk y Proof of Stake. Ileit anroput™ mokmagaeTsCst Ha pEMyTaIlito
ydacHUKa MEPEXi Ta IOBIPY B MEPEXKI, sIKI TalOTh 3MOTY OOMPATH BaJliaTOPIB MEPEKi Ha OCHOBI IEBHUX
XapaKTepUCTUK, HATIPUKIIA, PEIyTallisi, BHECOK B PO3BUTOK MEPEXKi, CTAXK B MEPEKi TOIO. Takuii anroputm
MOYKHa BUKOPHUCTOBYBaTH y MPHUBATHUX OJIOKYEHHAX, Jie BiZIOMI YCi YYaCHHKH MEpPEeXi UM Mepexax THITY
KOHCOPIIiyM, JIe BajIilaTopaMy BUCTYIAIOTh OpPraHi3allii, SKi MaloTh BUCOKUH piBEHb JOBIpH MiX c000I0.
Uepes 11i 0COOIMBOCTI TaKWil alTrOPUTM JTOCATaHHS KOHCEHCYCY MOXE CTAaTH BiJIOBITHAM BapiaHTOM JJIs
noOYZIOBU PEECTPY, OCKIIBKU BIIACHUK PEECTPY 3MOXKE HAlepes] BU3HAYHTH BalliIaTOPIB MEpexi, 1o €
MepeBaroro Iij| 4ac moOyIoBH Jep)KaBHUX PEECTPIB, OCKUIBKH yOE3MeunTh MEPEXKy Bijl 0JIaBaHHS HEBi-
JoMux By3JiB. OTHAaK TaKWH aJTOPUTM Ma€ Psijl HEIOMIKIB, sIKi TOPOpKEHi Horo ocobmuBocTsMu. Y Tabi. 2
HaBeJIeHO TMepeBark Ta HEAOIIKH 3aIPOIIOHOBAHOTO aJrOPUTMY.

3Bakarouu Ha epeBary Ta HeJOJIKH IIbOTO aJlTOPUTMY KOHCEHCYCY HOro BUKOPUCTaHHSA B JEPKABHUX
peecTpax MOXKE BHSBUTHCS IOLITBHUM, OCKIJIBKH JAEp)KaBa 4d Oe3MocepenHi BIACHUK PEECTPY 3MOXKe
KEepyBaTH THM, XTO MOXKE CTAaTH BaliJaTOpoM Mepexi. Takuil migxiZ BHOCUTH NEBHY BiZIMOBY BiJl MOBHOI
JeLeHTpali3aLii, OIHaK Ja€ 3MOry 30eperTyu epxasi KOHTPOJIb HaJ peecTpoM. BogHouac Moxe 3’ IBIATUCS
NEeBHUH PiBEHb HEJOBIPH IO MEpEXi 4epe3 MOMKIMBICTh BIUIMBY Ha Hel, MPOTE TaKy CHUTYalil0 MOXHa
HiBEJIIOBAaTH 30€pEKEHHIM KOy CMapT-KOHTPAKTIB Ta 1HIINX BayKJINBUX €JIEMEHTIB CUCTEMH, Y BIAKPUTOMY
BUTTISIAI, 1100 HamaTH MOXJIMBICTH KOPHCTYBauaM TaKOI'O PEECTPY BIEBHUTHCA Yy JOOPOYECHOCTI
NPOMOHOBAHOI CHCTEMH.

Tabnuys 2
IlepeBaru Ta HeAOJIIKH AJITOPUTMY
Anroputm [lepeBaru Henomixu

— BHCOKA IIBHUJIKOJIiS: Harepe]] BA3HAYCHUX — 3HIDKEHHS PiBHSI JIeIIeHTpai3aIlii:
BaJiIaTOPiB HE MOTPEOYIOTh CKIATHUX oOMe)keHa KUIBKICTh BaJIiAaTOPiB Kepye
o04ncneHs, MEpexero;

. — BHCOKA MacIITabOBaHICTh. OCKUIBKI — PU3HK 3MOBH: y pa3i 3MOBH JIOCTaTHHOT
Proof of Authority . . . . P . yP

KIJIBKICTIO BaJIiIaTOPiB MOXKHA KEPyBaTH; KIJIBKOCTI BY3JIiB BOHH MOXKYTb B3SITH

— eHeproe(peKTUBHICTB: BiICYTHICTh MEpEeXY IiJl KOHTPOJIb Yepe3 MOPiBHAHY
CKJIaTHUX OOYMIICHB, K Y POW, HEBUCOKY 3arajibHy KUTBKICTh
MIPU3BOIMTE 0 MEHIIHX 3aTpaT eHeprii BaJiaTOPiB

OTxe, HayKOBa HOBHM3HA 3aIPOIIOHOBAHOTO METOAY IOJISITAa€ Y CTBOPEHHI iIHHOBAaLiHHOTO MEXaHi3My,
110 MOETHYE TEXHOJIOTI] PO3MOAITICHUX PEECTPIB, CMAPT-KOHTPAKTIB Ta KPUNTOrpadiqHOro XCUTyBaHHS IS
3a0e3MeyeH s TOCTOBIPHOCTI, MPO30POCTi Ta Oe3MEKH Aep:KaBHUX peecTpiB. Ha BiaMiHy Bin TpaauuiiiHuX
CHCTEM IIel METOJ € CTIHKUM 10 3arpo3, MiHIMi3y€ BIUIMB JIOJCHKOTO (hakTopa Ta 3a0e3meuye MOXKIUBICTD
peaNbHOro ay/AuTy omepaliil. Moro BIpoBa/keHHS Na€ 3MOTY IIiJBUINMTH e(EKTHBHICTb YIPABIiHHS
JTAHUMH, 3a0€3MCUUTH TX HalIMHUHI 3aXUCT Ta CTBOPUTH OCHOBY IS LIM(PPOBOT TpaHchopMallii 1eprKkaBHOTO
CEKTOpY.
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BukopucTtanHsi G10K4YEHH-TEXHOJIOTIH Y AepKaBHUX PEECTPAX € HE JIMIIEC TEXHIYHO JOLIIbHUM, a |
CTPATEriyHO BAKJIMBUM PIIICHHSAM, IO BIAMNOBITa€ CY4aCHUM BHUMOTaM TIJI00AIbHOTO iH(OpPMAaLiHHOTO
NPOCTOPY Ta MiJABHILYE PiBEHb AOBIPH A0 IEPKABHUX IHCTUTYLIH.

BucHoBknu

Po3pobneno iHHOBamiiHUI MeTO]| 3a0€3MeYeHHS JOCTOBIPHOCTI Ta O€3MeKH NepCOHABHIX JaHUX Y
JIEp’KaBHUX PEECTpax Ha OCHOBI OJOKYEHH-TEXHOJIOTIH. 3ampoIOHOBAHWN MiAXij BiATOBITaE CydacHUM
BUKJIMKaM y cdepi 3aXucTy iHPOpMAaIlii, BUPIIIYIOUM HU3KY MPOOJIEM, BIACTUBUX TPAJHIIHHUM IIEHTpa-
Ji30BaHUM CHUCTEMaM YNpaBIliHH JaHUMHU.

[To-neprre, BHKOPUCTAaHHS JEIEHTPAII30BAHOI apXiTEeKTypu OJIOKYeWH 3abe3rnedye IUTCHICTD 1
HE3MIHHICTh JJaHUX Yy peecTpax. Lle o3Hauae, 110 KOXKEH 3aIliC y PeecTpi 3aXUIIEHUH BiJl HECAHKLIOHOBAaHUX
3MiH, a Oyab-iKi CHpOOM MaHIMyJAIINd HEralHO CTAIOTh OYCBUIHMMHU 3aBISKH MEXaHI3My KpUITOIpa-
¢iunoro xeuryBaHua. OTxe, cCTeMa rapaHTy€e BUCOKHUI PiBEHb 3aXUCTY KPUTHYHO BaXKIMBOI iH(opMarii.

[o-apyre, BIpOBa/PKEHHSI CMapT-KOHTPAKTIB JIa€ 3MOTY aBTOMAaTH3yBaTH KJIIOUOBI MPOIIECH, TaKi K
nepeBipka JOCTOBIPHOCTI aHMX, KOHTPOJNb 3a JOCTYIIOM Ta BUKOHaHHS TpaH3akuiid. Lle miHimizye
JIOJCHKUH (DaKkTOp, SIKUH 4YacTO CTa€ JHKEPENIOM IMOMMJIOK a00 3JI0BXKHBaHb, 1 3a0e3rneuye eeKTHUBHE
ynpasniHHs JaHuMd. Kpim Toro, aBTromMaru3anisi 3Ha4YHO CKOPOUYY€ Yac Ha BHKOHAHHS ONEpawii, 1o €
0CO0JIMBO BKJIMBHUM JJIsI CHCTEM 13 BUCOKOIO IHTEHCHUBHICTIO OOPOOKH TaHUX.

ITo-Tpete, mpo3opicTh, Ky 3a0e3redye OIOKYEIH, € IIe OJHIEI0 BAXIUBOIO TepeBarow. Yci Iii B
CHCTEMI PEECTPYIOTHCS 1 CTAIOTh JOCTYITHUMHU JUIS TIEPEBIPKU YIaCHUKaMU Mepexi. Takuil mijaxij He TUIbKH
M IBUIIYE TOBIpY TPOMAJISH JI0 Iep’KaBHUX 1HQOPMAIIHHAX CHCTEM, a i 3a0e3nedye HaliiHuH ayauT ore-
pairliii, o BUKOHYIOTHCS B PEECTpax.

JlonaTkoBo, 3aBASKU TOETHAHHIO OJOKYEHHY 3 IHIIUMH TEXHONOTisAMH, TakuMu sk IPFS mus
30epiraHHsi BEUKHX OOCATIB JIaHUX, BAAJOCS BUPIMIUTH MpoOJieMy MaciiTaboBaHOCTI. 30epiraodu Kpu-
THUHY iH(pOpMaLiro 6e3mocepeHbO B OJI0KYEHHI, CHCTEMa PO3MOALIIE BEIUKUI MaCUB JaHUX MIXK BY3/1aMH,
1110 3a0e3Meuye MBUAKHA JOCTYII 1 J0JATKOBUH PiBEHb HAIIMHOCTI.

[IpakTryHa peanizalisi 3alpOIIOHOBAHOTO METOLY IPOJIEMOHCTPYBaIa HOTro €pEeKTUBHICTD Y MOJIEIIAX
OnmoxueiiH-peecTpiB. 30KpeMa, pe3yibTaTH IOKa3add MiABHILCHHS CTIHKOCTI CHCTEMH AO 30BHIIIHIX 1
BHYTPIITHIX 3arpo3, 3HauHe MOKPAIEHHs IIBUIKOCTI OOpOOKM TpaH3aKIliil 1 3MEHIIEHHS PU3WKY HecaH-
KL1OHOBaHMX 3MiH JaHHUX. Y PeecTpax HEPYXOMOCTI, IpoMaisiH a00 IOPUANYHUX 0Ci0 BIPOBAHKEHHS LIOTO
METO/IY J1a€ 3MOTY CTBOPUTH HaJIHy CHCTEMY, 3aTHY IiITPUMYBATH Cy4acHi MoTpeOu AepiKaBHOTO YIIpaB-
JHHS.

OTxe, 3anPOTIOHOBAHMI METOJ] € HE JIMIIEe TeXHIYHUM 1HCTPYMEHTOM, a i CTpaTeriyHuM PilIeHHSIM
JUI TiABUIIEHHS e(EeKTHUBHOCTI AEP>KAaBHOIO yMHpaBiiHHSA. BiH cTBOpIO€ OCHOBY AJsl GUIBII MPO30POroO,
0e31meyHoro Ta e(peKTHBHOTO HAJAHHS MMOCIYT TPOMaJISIHAM, IO € KIFOYOBHM (PAKTOPOM YCHIiXy B YMOBax
uQpoBoi Tpanchopmarii.
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The article considers the problem of ensuring the reliability and security of personal data processed
in state registers by using blockchain technologies. The growing requirements for transparency and
stability of state data management systems pose new challenges to protecting information from
unauthorized changes, interference, and forgery. A method based on implementing a decentralized
blockchain architecture is proposed to ensure data integrity, traceability, and transparency during
processing and storage.

The basis of the developed method is the use of a distributed registry, which ensures the immutability
of the entered information thanks to the mechanism of blockchains that link transactions and changes in
data in chronological order. Smart contracts are used to automate the processes of entering, updating, and
verifying data in state registers, which reduces the likelihood of the human factor and ensures trust between
all participants in the system.

The proposed method increases state registers’ resistance to external threats, internal errors, and
unauthorized changes due to the transparency and decentralization inherent in blockchain technologies.
The practical implementation of the method demonstrated an improvement in the level of security of
personal data and the efficiency of the functioning of registration systems using the example of modeling a
blockchain register.

Keywords: blockchain, data reliability, state registers, decentralization, information security, smart
contracts, distributed register.



