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The rapid expansion of the Internet of Things (IoT) has resulted in a substantial increase of diverse 

data from distributed devices. This extensive data stream makes it increasingly important to implement 
robust and efficient real-time anomaly detection techniques that can promptly alert about issues before 
they could escalate into critical system failures. Anomaly detection in data is essential in today's 
interconnected landscape, as it facilitates the early identification of deviations from established baseline 
behavior that may indicate system malfunctions, security vulnerabilities, or operational inefficiencies. By 
promptly identifying these deviations, organizations can reduce downtime, optimize performance, and 
safeguard critical assets. 

This article provides a comprehensive review and comparative analysis of modern methods for 
detecting anomalies in distributed IoT systems. It examines a wide range of techniques, including 
traditional statistical approaches, distance-based methods, machine learning models, deep learning 
architectures, and explainable AI frameworks. Each category is evaluated with respect to detection 
accuracy, computational efficiency, and interpretability. Real-world examples – ranging from predictive 
maintenance in industrial IoT and energy management in smart grids to fraud detection in financial 
networks – demonstrate the broad practical applications of these techniques. 

The review further identifies current challenges and promising future research directions, 
including active learning-based approaches, which offer potential solutions to improve adaptability and 
reduce the reliance on large labeled datasets. The insights from this review provide a strong foundation 
for future research aimed at developing hybrid anomaly detection models that integrate advanced 
techniques to further enhance system adaptability and security in distributed IoT environments. 

Key words: IoT, anomaly detection, real-time processing, machine learning, deep learning, 
explainable AI, distributed systems. 
 

Problem Statement 

The rapid expansion of the Internet of Things (IoT) has fundamentally transformed data generation 
and management across different industries (Idhalama, 2024). In today’s interconnected world, devices such 
as sensors, meters, smart appliances, and industrial controllers continuously produce massive volumes of 
mixed data (Giannoni, 2018). This dynamic environment creates both opportunities and challenges. One of 
the most critical challenges is the detection of anomalies – data points or patterns that deviate from what is 
considered baseline behavior (Zakariah, 2023). 

Anomalies can signal a variety of issues, from early signs of system malfunctions and equipment failures 
to potential cyber-attacks that threaten operational integrity (Chang, 2025). Although the introduction of advanced 
data processing and communication technologies has enabled more efficient management of large-scale systems, 
traditional security mechanisms that rely on static, rule-based approaches are increasingly insufficient (Ukil, 
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2016). The need for real-time, adaptive anomaly detection is evident as organizations aim to maintain system 
reliability, reduce downtime, and safeguard sensitive information (Alrashdi, 2019). For example, a sudden and 
unexplained spike in water consumption from smart metering data may indicate a leak, prompting immediate 
action to mitigate resource loss and potential damage. 

This article provides a comprehensive review and comparative analysis of modern methods for real-time 
anomaly detection in distributed IoT systems. It examines a broad spectrum of techniques – from traditional 
statistical models and distance-based approaches to modern machine learning, deep learning, explainable AI, and 
active learning strategies. By analyzing the strengths and limitations of each approach, we aim to offer valuable 
insights into which methods are most promising for future research and practical implementation. 

In order to conduct this review, a systematic approach to literature search and selection was adopted. 
Primary sources included major academic databases such as Scopus, Web of Science, IEEE Xplore, and 
Google Scholar. The search focused on studies addressing anomaly detection in IoT, emphasizing various 
modern methodologies and prioritizing publications from the last five years. Selected articles were 
subsequently subjected to a d etailed analysis, concentrating on their methodological approaches, 
experimental outcomes, and overall contributions to the field. 

 

Analysis of Recent Studies and Publications 

The central challenge in real-time anomaly detection in distributed IoT systems is represented in 
processing and analyzing large volumes of heterogeneous data with minimal delay (Martins, 2022). Data are 
collected from devices utilizing different communication protocols, and their dynamic and diverse nature 
complicates the establishment of “baseline” behavior. Furthermore, many IoT devices have limited 
computational resources, making the deployment of resource-intensive algorithms problematic (Hichem, 
2016). Additionally, for security-critical applications, the interpretability of detection outcomes is crucial 
(Cauteruccio, 2021). These factors necessitate methods that are not only accurate and efficient but also 
capable of providing transparent explanations for their decisions. 

 A systematic data anomaly detection literature overview (Jot, 2023) also provides an extensive 
insights of anomaly detection techniques in IoT. It overviews a broad range of methods and discusses the 
challenges related to real-time processing, scalability, and the adaptation of algorithms across different data 
domains. It concludes that although promising methods exist, further research is required to address 
persistent gaps in scalability and real-time processing efficiency. 

Building on this foundation, study (Mutambik, 2024) focuses on deep learning approaches specifically 
applied to IoT devices. The paper examines CNN-based and RNN-based neural network architectures, along 
with autoencoder-based methods, to extract complex features from high-dimensional IoT data. It 
demonstrates that deep learning can achieve impressive detection accuracy, although these models demand 
considerable computational resources and often lack transparency. 

In contrast, framework (Gad, 2025) uniquely combines threshold optimization with causal analysis using 
an explainable Random Forest model. By utilizing the linear non-Gaussian acyclic model, the framework 
uncovers causal relationships in network traffic data, thereby refining the detection thresholds and enhancing 
interpretability. The study reports near-perfect classification metrics on the CICIoT2023 dataset, illustrating the 
potential of integrating causal inference with machine learning for robust IoT security. 

Study (Kaya, 2025) proposes a graph-based approach that transforms dynamic network data captured 
by Wireshark into visual graph representations. This method not only detects anomalies in real time but also 
provides an intuitive visualization of network behavior, enabling system administrators to quickly interpret 
and respond to deviations. The work demonstrates that graphical models can significantly enhance the 
understanding of complex network interactions. 

A learning-driven framework for anomaly detection in IoT-based monitoring systems is presented in 
the article (Anusha, 2024). This research evaluates several machine learning models – including decision 
trees and ensemble methods – and finds that ensemble techniques, particularly Random Forests, offer high 
accuracy and efficiency. The experiments, conducted in real-world settings, confirm that an optimized 
learning-driven approach can substantially reduce downtime and improve system reliability. 
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Article (Aminu, 2024) focuses on the use of streaming data platforms for real-time anomaly detection. 
Focusing on architectures based on Apache Kafka and associated streaming APIs, this study demonstrates 
that event-driven data processing can dramatically reduce latency compared to traditional batch processing, 
although it may introduce challenges related to message ordering and additional computational overhead. 

The unsupervised learning approaches for real-time data anomaly detection (Gupta, 2024) includes 
methods like clustering (k-means, DBSCAN), dimensionality reduction (PCA, autoencoders), density-based 
approaches (Isolation Forest, LOF), and one-class SVMs. The analysis concludes that unsupervised methods are 
highly adaptable for scenarios with limited labeled data, yet challenges such as concept drift and processing 
efficiency remain. Another study (Balega, 2024) focuses on optimizing IoT security through machine learning-
based anomaly detection. It evaluates models including XGBoost, SVM, and deep convolutional neural networks 
across multiple datasets. Results reveal that XGBoost outperforms the other models in terms of accuracy (up to 
99.98%) and training efficiency, making it a strong candidate for securing IoT applications. 

As a method of enhancing anomaly detection in IoT systems through explainable AI techniques the 
XAI-IoT framework was introduced (Gummadi, 2023). The framework integrates both single and ensemble 
AI models with a suite of XAI tools (such as SHAP, LIME, and ALE) to elucidate feature importance. The 
evaluation on real-world datasets underscores that incorporating XAI improves transparency without 
sacrificing detection accuracy. 

The literature on a nomaly detection in IoT systems includes a broad array of approaches, each 
designed to address the unique challenges of processing heterogeneous data in real time. In reflecting on the 
methods proposed by researchers, several key categories emerge, each with its own advantages, 
disadvantages, and future potential. 

Traditional Statistical and Distance-Based Methods rely on established statistical models and distance 
metrics to determine baseline behavior and identify outliers (Hu, 2020). Their simplicity and inherent 
interpretability are major advantages; they are straightforward to implement and often require less computing 
resources (Dickson, 2024). However, as several studies have noted, these methods tend to struggle with the 
high dimensionality and non-stationary nature of IoT data. Their performance is typically sensitive to the 
assumptions made about data distribution, which may not hold in dynamic real-world environments. In 
practice, while these methods can serve as u seful baselines, their limited scalability and adaptability to 
complex, evolving data patterns restrict their long-term applicability. 

Supervised and ensemble approaches, such as Random Forests, Support Vector Machines (SVMs), and 
XGBoost, have been extensively applied to anomaly detection in IoT contexts. These methods have 
demonstrated high accuracy in detecting subtle anomalies by learning complex decision boundaries from 
historical data (DeMedeiros, 2023). Ensemble techniques, in particular, help reduce overfitting and improve 
robustness. However, these models often require extensive data pre-processing, including feature selection and 
normalization, and they may demand significant computational resources (Tyagi, 2021). Moreover, many 
supervised approaches depend on large labeled datasets, which can be a major limitation in environments where 
anomalies are rare or evolving. The trade-off between accuracy and computational efficiency is a recurrent 
theme, with studies suggesting that while models like XGBoost offer an excellent balance, methods such as 
SVMs might become impractical when scaled to very large IoT networks (Lee, 2025). 

Deep learning methods, including Convolutional Neural Networks (CNNs), Recurrent Neural 
Networks (RNNs), and Autoencoders, have shown great promise in automatically extracting hierarchical 
features from complex data streams (Diro, 2021). These models are particularly effective at capturing non-
linear relationships and temporal dependencies in time-series data, which are common in IoT applications 
(Cook, 2020). Despite their superior accuracy, deep learning approaches have several notable disadvantages: 
they require large amounts of training data, demand advanced computing infrastructure, and often operate 
with limited transparency (Jaiswal, 2024). These factors make them challenging to deploy in resource-
constrained IoT environments, and their high computational cost can be a critical barrier in real-time 
applications (Sahu, 2020). 

The integration of explainable AI methods has emerged as a crucial advancement, particularly for 
applications where understanding model decisions is as important as high accuracy (Abououf, 2023). 
Techniques such as SHAP, LIME, and ALE provide insights into which features contribute most significantly 
to the detection of anomalies. By making these complex models more transparent, XAI frameworks enable 
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stakeholders to trust and verify the decisions made by the anomaly detection system (Nguyen, 2024). However, 
this increased interpretability often comes at the cost of additional computational overhead and complexity in 
model integration (Abudurexiti, 2025). Despite these challenges, the promise of XAI in introducing more 
transparent models makes it a valuable direction for future research (Kalutharage, 2023). 

Active learning represents a relatively recent approach in which the model iteratively selects the most 
informative samples for labeling (Nixon, 2024). This strategy is especially beneficial in the IoT context 
where labeled data are limited and anomalies are rare (Stradiotti, 2024). By reducing the manual labeling 
load and focusing on samples that are likely to improve the model, active learning can enhance detection 
performance in real-time environments (Yang, 2018). While the approach can adapt quickly to evolving data 
patterns and concept drift, its effectiveness heavily depends on the quality of the sample selection strategy 
and may require continuous human intervention, which can introduce variability and potential delays in 
model updates (Liao, 2022). 

In summary, while traditional statistical and distance-based methods provide valuable simplicity and 
clear interpretability, their limitations in handling high-dimensional and real-time data suggest that more 
advanced techniques are necessary for robust anomaly detection in IoT systems (Table 1). Machine learning 
models, particularly ensemble methods like XGBoost, offer high accuracy but come with increased 
computational requirements and dependency on extensive pre-processing. Deep learning approaches surpass 
in feature extraction yet introduce challenges in terms of resource demands and model transparency. XAI 
frameworks and active learning strategies, meanwhile, provide promising approaches for enhancing model 
interpretability and adaptability, addressing some of the key disadvantages of other methods. Future research 
is expected to benefit from hybrid approaches that integrate these techniques, establishing pathways for more 
scalable, efficient, and transparent anomaly detection systems in IoT environments. 

 
Table 1 

Data anomaly detection method categories comparison 

Method Category Complexity Accuracy Efficiency Scalability 

Statistical & 
Distance-Based 

Methods 
Low to moderate Moderate, effective 

in simple settings 
High, low 

computational cost 

Limited in high-
dimensional, non-

stationary data 

Machine Learning 
Models Moderate to high 

High, particularly 
with ensemble 

models 

Moderate, requires 
extensive pre-

processing 

Good when 
optimized, may 

struggle with very 
large datasets 

Deep Learning 
Approaches High 

Very high, when 
trained on large 

datasets 

Low, 
computationally 

intensive 

Challenging without 
high-end hardware 

Explainable AI 
(XAI) Frameworks Moderate to high 

Comparable to 
underlying ML 

models 

Moderate, 
additional overhead 

for explanation 

Good if integrated 
with scalable ML 

models 

Active Learning 
Strategies Moderate High with iterative 

model updates 

High, reduces 
labeling burden 

over time 

Excellent, adapts to 
evolving data patterns 

 

Formulation of the Article’s Objective 

Recent studies have advanced the field of real-time anomaly detection in IoT systems by proposing 
innovative algorithms and frameworks that address the unique challenges created by distributed, high-
velocity data. In the survey (Chandola, 2009), the authors present a comprehensive classification of anomaly 
detection techniques, categorizing methods into statistical, distance-based, and machine learning approaches. 
They conclude that while numerous techniques exist, significant challenges remain in scaling these methods 
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and in achieving a balance between accuracy and interpretability. In the article (Krzyszton, 2024) authors 
offer an experimental comparative analysis of anomaly detection methods in IoT networks. By evaluating 
both supervised and unsupervised techniques on benchmark datasets, they highlight the trade-offs between 
model complexity, resource demands, and detection performance. Their findings emphasize that ensemble 
methods often show the best overall performance while pointing out the limitations of centralized approaches 
in distributed environments. 

The purpose of this article is to present a comprehensive review and comparative analysis of current 
methods for real-time anomaly detection in distributed IoT systems. By examining traditional statistical 
methods, distance-based techniques, machine learning models, deep learning approaches, and explainable 
AI frameworks, this work aims to assess the effectiveness of various approaches, identify the key challenges 
inherent in distributed IoT environments, and propose future research directions to improve scalability, 
resource efficiency, and adaptive learning capabilities.  

The object of this research is the process of real-time anomaly detection in scalable distributed data 
processing systems for IoT devices. The subject of this research is real-time anomaly detection methods in 
distributed IoT systems, focusing on integrating diverse methodologies – from traditional statistical models 
to deep learning and explainable AI – to effectively address challenges related to data heterogeneity, 
scalability, and computational efficiency. 

 

Main Results 

Understanding Data Anomaly Detection 

Data anomaly detection is the process of identifying patterns or individual data points that deviate 
significantly from expected behavior. In practice, this process is essential for the early identification of issues 
such as equipment malfunctions, cybersecurity breaches, and operational inefficiencies (Škvára, 2024). The 
real-life impact of anomaly detection is significant: early detection can prevent catastrophic failures and 
reduce downtime by ensuring the reliability of critical systems (Wang, 2024). 

From a practical standpoint, anomaly detection involves several key steps: establishing a baseline of normal 
behavior, continuously monitoring real-time data streams, and flagging deviations that could indicate potential 
issues. This is particularly challenging in IoT environments, where data are often high-dimensional and exhibit 
non-stationary characteristics (Sakong, 2024). For example, sensor data from industrial IoT applications may 
fluctuate due to changes in operational conditions, making it difficult to distinguish between normal variability 
and true anomalies (Nizam, 2022). Fig. 1 shows a t ime series dataset from an IoT device with outliers that 
significantly deviate from the usual values, which therefore could be treated as data anomalies. 
 

 
Fig. 1. Data points with significant deviations (anomalies) 
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A generic anomaly detection pipeline includes essential stages of processing data from IoT devices 
(Zeng, 2025). The pipeline begins with the collection of raw data from various sensors and devices, followed 
by data pre-processing where cleaning and normalization ensure data quality. This is succeeded by the 
feature extraction phase, which involves selecting and transforming relevant features. Subsequently, the 
model training phase employs machine learning or deep learning techniques to build a predictive model, 
which is then deployed in the real-time detection stage to monitor incoming data continuously (Fig. 2). 
Finally, the system transitions to post-processing where detected anomalies are aggregated and alerts are 
generated. This flowchart provides a clear and structured framework, serving as a blueprint for understanding 
how raw data is transformed into actionable insights within distributed IoT systems. 

 

 
Fig. 2. Generic Anomaly Detection Pipeline Flowchart 

 
Various methods have been proposed to address the challenges of data anomaly detection in a 

distributed IoT systems: 
• Statistical Methods 
These techniques model data distributions and identify outliers as deviations from the norm. They are 

computationally light and easily interpretable, but commonly have difficulty with high-dimensional data or 
non-Gaussian distributions. 

• Distance- and Density-Based Methods 
Approaches such as k-NN and LOF detect anomalies by measuring the distance or density of data 

points relative to their neighbors. These methods work well in capturing local irregularities; however, they 
can become computationally expensive and sensitive to the choice of parameters when applied to large 
datasets. 

• Machine Learning Models 
Supervised classifiers (e.g., SVM, Random Forests, XGBoost) and ensemble methods have 

demonstrated high accuracy in detecting anomalies by learning complex decision boundaries from historical 
data. Their major drawback is the need for extensive pre-processing and large labeled datasets, which are 
not always available in dynamic IoT scenarios (Vajda, 2024). 

• Deep Learning Approaches 
Techniques such as CNNs, RNNs, and autoencoders excel at automatically extracting intricate 

features from raw data. While these models can achieve impressive detection performance, they demand 
significant computational resources. 

• Explainable AI (XAI) Frameworks 
Integrating methods like SHAP, LIME, and ALE with traditional ML models helps clarify which 

features drive anomalies, thereby enhancing confidence in the system’s outputs. This transparency is crucial 
in critical applications, although it may add computational overhead. 
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• Active Learning Strategies 
These methods iteratively select the most informative data samples for labeling, thereby reducing the 

reliance on large labeled datasets and adapting quickly to new or evolving anomalies. Active learning shows 
promise in environments with dynamic real-time data but depends heavily on an effective sample selection 
strategy 

. 

Discussions and Further Research 

The reviewed literature indicates that while significant advances have been made, several challenges 
remain in real-time anomaly detection for distributed IoT systems. Scalability remains a pressing issue as 
systems must manage ever-increasing data volumes without compromising detection speed (Odoh, 2022). 
Moreover, methods such as deep learning, although highly accurate, are resource-intensive and less 
interpretable. Future research should focus on hybrid models that integrate the strengths of statistical, ML, 
deep learning, and XAI approaches. Federated learning and active learning represent promising avenues to 
enhance adaptability and reduce labeling load in dynamic environments (Nguyen, 2019). Real-world case 
studies underscore the practical importance of these methods and the need for continued innovation in this 
field (Iturbe, 2023). 

 

Conclusions 

This article has provided a comprehensive overview of real-time anomaly detection methods in 
distributed IoT systems. Traditional statistical and distance-based approaches offer simplicity but have 
disadvantages in handling the complexity of IoT data. In contrast, machine learning and deep learning 
methods deliver high accuracy yet require significant resources and often lack interpretability. The 
integration of explainable AI techniques has started to reduce this gap by enhancing the transparency of 
model decision processes. Finally, active learning strategies offer a promising solution to address the 
challenges of limited labeled data. 

A summary of the reviewed method categories is as follows: 
• Traditional Statistical and Distance-Based Methods computationally light and highly 

interpretable due to their reliance on established statistical models and distance metrics, but 
limited in their ability to handle complex, high-dimensional, and evolving data patterns. 

• Machine Learning Model sachieve high accuracy in detecting subtle anomalies through complex 
decision boundaries, yet they often require extensive data pre-processing and large labeled 
datasets, which can be impractical in dynamic IoT scenarios. 

• Deep Learning Approaches surpass in automatically extracting intricate features from raw data 
and capturing non-linear relationships, but their high resource demands limit their deployment in 
resource-constrained environments. 

• Explainable AI (XAI) Frameworks significantly enhance transparency by clarifying feature 
importance, but it increases computational overhead and integration complexity. 

• Active Learning Strategies reduce the dependency on large labeled datasets and adapts quickly 
to evolving anomalies, but its effectiveness is heavily dependent on the quality of the sample 
selection process. 

In summary, while each method category has distinct strengths, significant trade-offs exist between 
accuracy, computational efficiency, scalability, and interpretability. Future research should explore hybrid 
models that integrate the simplicity and interpretability of traditional methods with the high accuracy of 
machine learning and deep learning techniques, while also incorporating explainable AI elements to enhance 
transparency without incurring prohibitive computational costs. Scalability and efficiency must remain 
central concerns, with particular attention given to distributed and federated learning frameworks that can 
manage the increasing data volumes generated by IoT systems. 
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Стрімке поширення технології Інтернету речей (IoT) призвело до безпрецедентного росту 
обсягів неоднорідних даних з розподілених пристроїв. Цей величезний потік даних робить все 
більш важливим впровадження надійних і ефективних методів виявлення аномалій в режимі 
реального часу, які можуть попередити про проблеми у розподілених системах. Виявлення 
аномалій даних є критично важливим у сучасному світі, оскільки воно дозволяє на ранній стадії 
виявляти відхилення, які можуть свідчити про збої в роботі системи, порушення безпеки або 
операційну неефективність. Вчасне виявлення цих відхилень може скоротити час простою, 
оптимізувати продуктивність і захистити критично важливі активи. 

Стаття містить огляд і порівняльний аналіз сучасних методів виявлення аномалій у 
розподілених системах, заснованих на технології Інтернету речей. У ній розглядається широкий 
спектр методів, таких як традиційні статистичні підходи, дистанційні методи, моделі машинного 
навчання, алгоритми глибинного навчання і методи пояснювального штучного інтелекту. Кожна 
категорія оцінюється з точки зору точності виявлення, обчислювальної ефективності та 
інтерпретованості. Реальні приклади – від прогнозування технічного обслуговування в 
промисловому IoT та управління енергією в розумних мережах до виявлення порушень у 
фінансових мережах – демонструють широке практичне застосування цих методів. 

В огляді також визначено поточні виклики і перспективні напрямки майбутніх досліджень, 
зокрема федеративне навчання і підходи, засновані на активному навчанні, які пропонують 
потенційні рішення для підвищення адаптивності і зменшення залежності від великих маркованих 
наборів даних. Висновки, зроблені в цьому огляді, створюють основу для майбутніх досліджень, 
спрямованих на розроблення гібридних моделей виявлення аномалій, які інтегрують передові 
методи для подальшого підвищення адаптивності та безпеки систем в динамічних середовищах 
Інтернету речей. 

Ключові слова: Інтернет речей, виявлення аномалій, опрацювання в реальному масштабі 
часу, машинне навчання, глибинне навчання, пояснювальний ШІ, розподілені системи.


