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Abstract. This article addresses the issue of combating deepfakes, which has recently gained significant 

relevance. With the emergence of publicly available artificial intelligence tools capable of generating highly 
convincing images, video clips and other types of content, as well as a favorable digital landscape for their 
dissemination, deepfake technology has become increasingly prevalent. Given the risks of deepfakes, 
reasonable expectations are placed on the law designed to protect our fundamental values, which are often 
jeopardized by deepfakes. The spread of harmful deepfakes poses risks to the individuals depicted, causes 
damage and destroys the reputation of affected organizations, and can be dangerous for society by serving as an 
effective means of disinformation and manipulation of public opinion. Therefore, the author examines 
deepfakes as a challenge, exploring the concept in depth and highlighting some of the contentious issues. This 
article outlines four criteria to differentiate harmful deepfakes from harmless ones: a) consent of the 
individual–whether a person featured in a deepfake has agreed to its creation and dissemination, b) absence of 
criminal acts–whether a deepfake involves any illegal activities, c) indication of artificial intelligence usage–
whether a deepfake clearly demonstrates characteristics of being created by artificial intelligence,  
d) understanding of their intents considering serving a social good. The author also attempts to provide his own 
definition of the concept of a deepfake, and to outline its components: technological and intellectual. Alongside 
traditional images and videos, he considers that audio recordings should be regarded as a type of deepfakes. 
Furthermore, this article discusses the relationship between the dissemination of harmful deepfakes and 
relevant legal categories such as revenge porn, defamation, right to privacy, unfair competition, and 
disinformation known in contemporary legal systems. 
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Introduction 
The rise of deepfakes–video clips, images and 

other types of content that have been convincingly 
altered with advanced artificial intelligence systems–

has become widespread, posing threats to the rights 
and interests of individuals (such as revenge porn and 
violations of the right to publicity), organizations 
(through unfair competition), and society in general. 
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Deepfakes can be used to misinform and manipulate 
public opinion, for example, by creating fake news 
reports or altering political speeches. The availability 
of advanced artificial intelligence systems capable of 
generating highly believable images and videos, com-
bined with a favorable digital environment for infor-
mation exchange, has led to the growth of deepfakes. 

Given the risks of deepfakes, reasonable 
expectations are placed on the law designed to protect 
our fundamental values, which are often jeopardized 
by their spread. In this article, the author offers a 
thorough examination of the deepfakes phenomenon 
as a legal challenge, highlighting the importance of 
addressing the issue of combating deepfakes, which is 
especially relevant in today’s context. 

 
Literature Review 

Since 2017, when the term “deepfake” first 
emerged, there has been a growing number of 
publications addressing the problem of combating 
deepfakes, as well as an expansion in the scope of 
related research topics. Although the term originates 
from the pseudonym of a user who replaced one 
person’s face with another in a video clip [19] its 
etymology has later been associated either with the 
use of deep machine learning techniques – as 
further explained in this article – or with the idea 
that a deepfake is a fake of exceptional realism 
(with deep meaning, among other things, profound 
or extraordinary). 

Deepfakes, often in conjunction with artificial 
intelligence, are examined in various contexts in mo-
dern research. In our opinion, there are three important 
interrelated areas of such research.  

First, deepfakes as a phenomenon. This area 
focuses on the essence of the concept of a deepfake, 
the emergence of deepfakes and their evolution, 
deepfakes' classification, the distinction between 
deepfakes and other similar concepts, etc. [18; 26; 
28; 34; 46]. We would like to mention Westerlund’s 
article, which provides a comprehensive analysis of 
the phenomenon of deepfakes, referring to hyper-
realistic videos that apply artificial intelligence to 
depict someone saying and doing things that have 
never happened [46, p. 39]. Vasist and Krishnan 
summarize the state of the art studying the deep-
fakes phenomenon and define further prospects for 
research, understanding deepfakes as hyperrealistic 
synthetic media [41].    

Second, deepfakes can be viewed as a tech-
nique or a counter-technique. This area is explored 
in various related to IT works discussing the 
creation of deepfakes and their detection [23; 30; 
42; 43]. The study of Nguyen et al. should be 
mentioned first of all due to its contribution to the 
systematizing of methods for deepfakes’ creating 
and detecting, enumerating AI-based tools and their 
characteristics, and explaining how they work in 
general. This article describes two approaches to the 
concept of a deepfake denoting content synthesized 
with the help of artificial intelligence: broad and 
narrow, depending on whether face-replacement 
technology or also other technologies are used to 
create a deepfake [35]. 

Third, deepfakes as a threat. While having a 
significant impact on society [15], deepfakes pose 
risks of various kinds, from creating distrust in the 
news to emerging a new means of disinformation [10; 
40]. Botha and Pieterce discuss deepfakes in the same 
context of 21st-century information security threats as 
fake news and call deepfake a technology that 
combines and superimposes existing images and 
videos onto source content using Generative Adve-
rsarial Networks (GANs) [7]. The study by Kir-
chengast highlights the dangerous side of image mani-
pulation and its harmful implications, such as political 
deception, voter manipulation, commercial fraud, and 
revenge porn. In the same study, deepfakes are 
defined as a type of human image synthesis, where an 
existing image is superimposed into a video to change 
the identity of those depicted in the video [20]. 
Meskys et al. identify four categories of deepfakes: 
ranging from rather harmful deep fake porn and 
deepfakes in political campaigns to less harmful 
deepfakes for commercial uses and creative deepfakes. 
They also provide the definition of the term “deep 
fakes” (separate writing) as face-swapping techno-
logies that enable a quick creation of  incredibly 
realistic images and videos [27]. 

 
Purpose 

The purpose and objectives of this study are 
to address the rapid development of technologies 
for creating deepfakes. As the creation and disse-
mination of deepfakes become increasingly com-
mon, this article focuses on defining what a deep-
fake is and how to differentiate harmful deepfakes 
from harmless ones.  
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This article aims to provide a comprehensive 
review of the concept of deepfakes. Such purpose is 
caused by the lack of a generally accepted definition 
that can be used in the law.  

The specific objectives of the article are as 
follows:  

1. To explain the term “deepfake” ety-
mology and its possible usages.  

2. To identify the key features of deepfakes 
as existing forms of content. 

3. To establish criteria for distinguishing 
between harmful and harmless deepfakes. 

 
Methodology 

This study is based on the concept of deepfake, 
which is often confused with the term “fake”. First, we 
explore the origins of the term “deepfake” and its 
relationship to the more well-known concept of fake. 
After analyzing existing definitions and uses of the 
concept of deepfakes, we employ the method of 
generalization to clarify it further. 

Using a systematic approach, we examine the 
key characteristics of deepfakes, including their va-
rious forms, types of depiction, and means used to 
achieve their notable feature–being hyper-realistic. 
A crucial part of our study involves developing 
criteria to differentiate between harmful and harm-
less deepfakes. 

Considering the possible negative conse-
quences of deepfakes related to such phenomena as 
revenge porn, defamation, right to publicity viola-
tions, and disinformation, we have established crite-
ria that could serve as a foundation for ethical 
guidelines and legal regulations. 

 
Results and Discussion 

The term “deepfake”, derived from English, 
combines elements related to deep learning–a form of 
artificial intelligence that mimics the processes of the 
human brain using artificial neural networks. The se-
cond part of the term, “fake”, has been widely adopted 
in modern languages to convey various meanings, from 
false news (“fake news”) to fake profiles of public 
figures on social networks. One of the definitions of 
fake news is that it is a form of forgery, a falsity dis-
seminated specifically to misinform the audience [32]. 

Is it reasonable to derive the meaning of 
“deepfake” from the neologism “fake”? On one 
hand, both terms are associated with misleading 

through misinformation. On the other hand, the 
word “fake” emphasizes lies in content, generally 
presented as news, while “deepfakes” indicate false 
representations in other formats, including video 
clips and images. Understanding the etymology of 
“deepfake” clarifies that not all falsified materials in 
media, especially on social media, are classified as 
deepfakes. We believe that the term “deepfake” 
should be considered beyond just a category of 
fakes to gain a more comprehensive understanding 
of combating deepfakes.  

When discussing the essence of deepfakes, 
the question arises which element should be empha-
sized: the ability of a deepfake to appear believable, 
fostering mimicking authenticity, or the fact that 
deepfakes are created using specialized software 
based on deep machine learning, a branch of arti-
ficial intelligence.  

The term “hyperrealistic” is often used to 
describe the believability as a feature of deepfakes, 
which derived from the art world to indicate some-
thing that looks so real that it could be mistaken for 
reality. Consequently, one often perceives deepfakes 
as genuine due to their high level of believability and 
convincing authenticity. Unfortunately, identifying a 
deepfake and recognizing its false nature, especially 
when it is generated using advanced software, typi-
cally requires sophisticated detection tools. The focus 
on deep machine learning, which is based on imitating 
the functioning of human brain neural networks, 
reflects the technological component of a deepfake. At 
the same time, the effect of high believability as 
another component can also be achieved through other 
means, such as editing images with graphic software 
or creating videos involving a celebrity’s double. 

From a legislative perspective, we believe that 
videos or images generated by artificial intelligence 
using deep learning should be treated the same way as 
those produced through other methods, as the impact 
of their disseminating can be equally damaging. Theo-
retical discussions, meanwhile, often highlight that a 
deepfake has been created with the help of artificial 
intelligence, with machine learning serving as one of 
its foundational elements [3; 8; 9].  

The effect of high believability pertains to the 
presentation of information rather than its accuracy. 
A video may appear realistic until we analyze the 
likelihood of the depicted event actually occurring. 
In some cases, even after analysis, it may be still 
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challenging to determine the truth. Therefore, the 
definition of a deepfake should emphasize its hyper-
realistic form and the likeness to the individual it 
includes, rather than its factual accuracy. Moreover, 
not all deepfakes pose a danger. For instance, a 
humorous video that is readily perceived as fake 
does not carry the same risks as a video that appears 
realistic.  

Additionally, the involvement of artificial 
intelligence in the creation of deepfakes, namely the 
method of deep learning, presents a double-edged 
sword in formulating a definition. On one hand, 
artificial intelligence ensures that videos or images, 
or perhaps other types of content, become con-
vincing due to the ability of generating a brief, 
unique analog of reality. On the other, the outcome 
of this process is not reality but rather a fictional 
representation embodied in a content, according to 
the parameters set by the user of the software. We 
can see that artificial intelligence not only imitates 
human abilities, but may also exceed them while 
producing a video clip or image. Artificial intelligence 
can copy a person–not in real life, but within the 
virtual space–showcasing their actions, speech, sin-
ging, or other behavior. This observation expands our 
understanding of artificial intelligence by including its 
significant peculiarity that is often overlooked in 
traditional definitions. 

Despite the apparent connection with arti-
ficial intelligence (technological component) and 
high believability of the content (intellectual com-
ponent) disseminated for some purpose, the concept 
of a deepfake lacks a generally accepted under-
standing.The phenomenon of deepfakes clearly 
refers not only to video clips in which one person's 
face is replaced with that of another, often a well-
known individual. This narrow interpretation stems 
from the origin of the term “deepfake”, which was 
initially used for videos with altered faces shared on 
the social network Reddit).  

Any synthetic content closely resembling rea-
lity can be categorized as a deepfake. We can also 
state that a deepfake may not feature a specific actor 
but instead depict events where the identity of 
individuals is irrelevant (for example, a group of 
protesters whose faces are hidden while chanting 
slogans or posted on some Ukrainian telegram 
channels video showing a statue of Taras Shev-
chenko in Lviv moving as it were alive). Although 

these deepfakes may not pose a challenge since they 
do not infringe upon anyone’s right to publicity or 
constitute defamation, they can harm societal 
interests through hidden manipulation and misin-
formation; deepfakes, where the identity of a depic-
ted person is not important, can also be utilized for 
fraudulent purposes.  

At this point, the concept of a deepfake can 
encompass a wide array of content, provided it 
contains technological and intellectual components. 
The understanding of deepfakes might be broadened 
by including video clips, images, audio recordings, 
and texts. The common practice of using modern 
software to replace the voice of the original per-
former in a well-known song with another voice 
highlights the necessity of viewing combating 
deepfakes as a wider issue than just fake videos.   

Furthermore, we should note that the term 
“deepfake” is not fixed; it is used in various 
contexts. In addition to referring fake images, video 
clips, or other forms of content representation, 
“deepfake” can also denote the technology respon-
sible for creating such content. This dynamic nature 
of the term is illustrated in many contemporary 
articles, where authors explore the technology 
behind deepfakes [1; 5; 33; 38]. 

We believe that the following four criteria 
should be used to distinguish harmful fakes from 
harmless ones. 

Criterion 1: Consent. Deepfakes represent 
situations that individuals did not actually engage 
in, making them fundamentally different from 
photographs or video clips that capture real-life 
events. However, deepfakes utilize genuine charac-
teristics of a person, such as their appearance, facial 
expressions, and body structure. In several count-
ries, these characteristics are protected under the 
right to publicity, which safeguards various mani-
festations of a person–from name to signature–
against unauthorized commercial use. 

The right to publicity shares similarities with 
trademark protection, linking it to the realm of 
intellectual property [11]. While the protection of 
human identity through the right of publicity is 
well-established in U. S. law, particularly high-
lighted by three landmark cases involving Bette 
Midler, Vanna White, and Tom Waits in the latter 
half of the 20th century [24], various legal systems 
also recognize certain personality rights [31].  
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Consequently, any commercial use of a per-
son's voice, image, and other attributes should 
require their consent to avoid potential legal issues. 
With respect to deepfakes, the right to publicity and 
an individual’s ability to control the meaning of 
own identity [25] applies in cases where deepfakes 
are used for advertising or other commercial 
purposes. Furthermore, we believe that obtaining 
consent from the individual depicted is essential to 
differentiate between harmful and non-harmful, 
non-commercial uses of the technology. 

Criterion 2: Prohibitions of criminal law. 
While prohibiting certain acts under the threat of 
penalties, criminal law encompasses various crimes 
involving the use of deepfakes, such as revenge 
porn, fraud, defamation, and manipulation across 
different countries.  

Revenge porn is related to the publication of 
explicit photographs and videos without the indi-
vidual's consent. According to the Merriam-Webster 
dictionary, it occurs when sexually explicit images of 
a person are posted on the Internet without his or her 
consent, especially as a form of revenge or harassment 
[29]. Despite their falsity, deepfakes can also be 
considered revenge porn, given the factor of their 
perception as accurate. In addition, revenge porn 
should be separated from child pornography, 
depending on the age of the individuals depicted in the 
photos or videos, focusing primarily on adults [13].  

The article’s title, “The Development of 
Blackmail through Deepfakes” [6], clearly reflects 
the interconnection of deepfakes and another crime, 
closely related to revenge porn, when the individual 
is coerced into performing specific actions, first and 
foremost paying a large sum of money under the 
threat of negative consequences. The creation of 
deepfakes and their dissemination may lead to 
defamation. However, not all countries have given 
rise to criminal liability in addition to civil liability. 
Defamation, meaning disseminating false informa-
tion that harms individuals’ or organizations’ inte-
rests, has ignited debates over whether it should fall 
under criminal law [4]. 

In our brief overview of deepfake-related 
prohibitions, we should also mention the manipu-
lations that become more widespread in recent poli-
tical campaigns [22]. Some countries, including 
Singapore [44], have already enacted laws 
criminalizing the use of deepfakes.  

Deepfakes may serve as a tool for fraud and 
other illegal activities, including identity theft, ille-
gal migration, and espionage [2]. Sandal et al. have 
recently explored the phenomenon of deepfakes 
within the criminal justice system and covered 
actual prohibitions in more detail [37]. 

The challenges posed by deepfakes are 
expected to be considered for improving criminal 
legislation and developing case law. A comparative 
approach, where states borrow norms from one 
another to introduce new crimes into their legal sys-
tems, is preferable. Thus, a deepfake should not be a 
means of committing a crime based on the corpora 
delicti of the criminal law. 

Criterion 3: Content labeling. Scholars are 
increasingly studying the idea of marking the origin of 
content created by artificial intelligence about creating 
and disseminating deepfakes [14; 21; 45]. This 
suggestion is also being supported at the level of 
government agreements. One of the key principles of 
the G7 is to “develop and deploy reliable content 
authentication and provenance mechanisms, where 
technically feasible, including watermarking or other 
techniques to enable users to identify AI-generated 
content” [12]. The rules on labeling are becoming a 
part of the legislation, first of all, under the progressive 
EU AI Act (Article 50).  

The issue of content labeling raises several 
organizational and legal dilemmas. 

1. Given the ongoing debate around gene-
rative artificial intelligence, what content should be 
marked? 

2. What kinds of signs are the most suitable 
for different types of content? Should these markings 
be embedded in the file’s technical information or 
demonstrated in the content of a deepfake? 

3. What are the responsibilities associated 
with refusing from labeling? This brings up another 
question about whether the responsibility for labe-
ling lies with the developer of the AI system that 
generates the content, with the supplier, or poten-
tially with the user. 

Criterion 4: Public Good. The final criterion, 
which we consider the most controversial, cannot be 
ignored, as more and more deepfakes are created 
and disseminated to misinform and manipulate 
public opinion. This criterion relates to subjective 
assessments regarding how much a deepfake contri-
butes to the public good.  
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On one hand, there may be no direct legal 
prohibitions against deepfakes in the country where 
they are created or disseminated. The principle of 
freedom of information might be undoubtedly 
recognized as the grounds for justifying harmful 
intentions (but unpunished). On the other hand, even 
in the absence of criminal law provisions, the release 
of deepfakes can violate existing ethical standards, 
erode public trust in information technology, and 
negatively impact fundamental democratic values. 
This type of thing is typical to political campaigns and 
media coverage of significant global events. 

Considering these factors, we offer some 
examples of deepfakes that benefit society: (1) the 
area of healthcare – using face replacement techno-
logy to protect patient privacy [48] and making 
patient prototypes to develop the professional level 
of doctors [16]; (2) the area of education–re-
creating historical events and utilizing multimedia 
technologies more effectively [36] (3) enter-
tainment–reviving an image of a deceased pro-
minent person, like Salvador Dali, as a guide in a 
museum [17], or diversifying game scenarios [39]. 

 
Conclusions 

According to the study results, we define 
deepfakes as highly believable video clips, images, 
audio recordings, and other content created using 
artificial intelligence for specific purposes. The 
nature of these purposes largely determines whether 
deepfakes can harm the legitimate rights and 
interests of individuals, organizations, and society. 
Two key features should be considered when 
defining deepfakes: the intellectual and techno-
logical components. We argue that it is unreaso-
nable to limit the definition of deepfakes to harmful 

video clips, often of a pornographic character, 
created through deep machine learning. Instead, one 
should recognize different forms of content that can 
be used to create deepfakes; and deepfakes can also 
depict non-recognizable human beings. This topic 
warrants further exploration, particularly concer-
ning whether special laws should be enacted to 
combat deepfakes or whether the existing legal fra-
mework is sufficient. 

Even in the absence of special laws that could 
contain the features showing what constitutes a 
deepfake as opposed to other forms of content, the 
criteria described in this article will be helpful in a 
deeper study of the phenomenon of deepfakes. 
Based on legal grounds, these criteria provide a 
practical tool for assessing deepfakes from the 
standpoint of legality, aiding in their classification 
into harmful and harmless.    
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Діпфейки: визначення поняття і критерії розмежування  
шкідливих та нешкідливих діпфейків 
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Анотація. Стаття присвячена проблемі боротьби з діпфейками, яка набула особливої актуаль-
ності на сучасному етапі. Внаслідок появи загальнодоступних можливостей на базі штучного інтелекту 
створювати дуже правдоподібні зображення, відеокліпи та інші види контенту, а також формування 
сприятливого цифрового середовища для їхнього поширення, технологія діпфейків стала широко засто-
совуваною. Через небезпеку діпфейків виникла нагальна потреба у вдосконаленні права, що забезпечує 
охорону основоположним цінностям, для яких діпфейки часто становлять загрозу. Поширення 
шкідливого діпфейку загрожує правам людини, яка є дійовою особою діпфейку, спричиняє збитки для 
організації, на інтереси якої він впливає, руйнуючи позитивну репутацію, а також  може бути небез-
печним для суспільства загалом – як ефективний інструмент дезінформування та маніпулювання 
громадською думкою. Відповідно у цій статті автор розглядає явище діпфейків як виклик та розкриває 
суть поняття діпфейку, зауважуючи окремі спірні моменти. Названо чотири критерії, завдяки яким 
можна відрізняти шкідливі діпфейки від нешкідливих: згода особи (чи показана особа дала свою згоду), 
відсутність злочину (чи не має стосунку діпфейк до складу можливого злочину), позначення викорис-
тання штучного інтелекту (чи сам контент містить вказівку на те, що він створений з використанням 
штучного інтелекту), а також сприяння суспільному благу (чи поширення діпфейку корисне для 
суспільства). Автор зробив спробу навести власне визначення поняття діпфейку, а також виокремити 
його складові: технологічну та інтелектуальну. Крім широко розповсюджених зображень та відеокліпів 
як форм діпфейків, зазначено доцільність долучати до діпфейків й аудіозаписи. У статті порушено 
питання взаємозв’язку між поширенням шкідливих діпфейків та відображенням у праві сучасних дер-
жав таких категорій, як порнопомста, дифамація, право на приватність, недобросовісна конкуренція, 
дезінформація та ін. 
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