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Power Line Communication is a technology that enables the transmission of data signals over existing
power lines, allowing electrical wiring to serve a dual purpose: delivering power and enabling data
communication. It is widely used in both residential and industrial settings to create communication
networks without the need for additional dedicated wiring. Proposed technology can be a highly
effective for the systems with limited physical access, or even for the already built systems mo-
dernization. This paper describes the modified physical layer inside of the PLC networks. This type of
communication intended to work for DC power nodes. The data transmission takes place between PLC
host and PLC nodes. Each step of the signal transfer is validated on the laboratory bench setup with
signal quality calculations. Bench measurements are followed by a software simulation. The PLC Host
receives transmission data from NFC EEPROM and performs signal procession then, forms analog
waveform for injection. The paper contains a detailed NFC-V protocol analysis and description with
communication waveform sample capturing and decoding operations. As the result of signal proces-
sion, the main PLC controller block forms a certain sequential analog signal, that is injected into feed-
back of the DC-to-DC converter. The PLC controller output signal described as a custom physical layer
for proposed communication protocol. The PLC node, connected to a powerline, powered by the PLC
Host. The node uses only the negative and positive power rails as the signals for both data transfer and
self-powering functions. The received modulated signal passes through a band pass filter with 15 kHz
centre frequency, 158 MHz bandwidth and amplification stage of 20 dB. The analog to digital decode
operations are handed by a mixed signal ASIC. The decode results are validated on laboratory bench
setup with visual ASK to SPI decode operation representations. The modulation signal, injected into the
power line, is compared with return signal, received from power node after the filtering and ampli-
fication stages. Paper contains a resulting quality parameter analysis and system feasibility conclusions.
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Introduction

The PLC Network [1] consist of three basic components: PLC Host, power line and PLC nodes. The
PLC Host is a central node that initiates communication and sends or receives data and injects modulated
data signals onto the power line. Power Line acts as a shared transmission path for both power and data.
PLC Nodes — end devices such as smart meters, sensors, or appliances. They receive and decode the data;
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120 L. Tarasenko

some nodes may respond or retransmit data. This diagram in Fig. 1 illustrates the architecture of a Power
Line Communication (PLC) system used for both power delivery and data transmission across multiple
nodes. At the beginning of the setup, power input (PWR IN) is supplied to a central PLC Host. This host
device serves as the main controller and initiator of communication within the network. It injects both
power and data signals into the system through the shared Power Line. From the PLC Host, the power line
continues and distributes both electrical power and communication signals downstream.

PWR IN
—l PLC Host —— Power Line —I-> PLC Node 1

|—> PLC Node n

Fig. 1. PLC system general diagram

Multiple PLC Nodes are connected along the power line — labelled as PLC Node 1, PLC Node 2,
and so on, up to PLC Node n. These nodes act as receivers or endpoints in the communication network.
Each one can interpret the signals sent by the host and, depending on the protocol, may also send data
back. The topology shown is a bus configuration, where all nodes share the same power and commu-
nication line. This is a common layout in industrial and smart energy applications because it reduces wiring
complexity and allows for easy scaling by simply adding more nodes to the power line.

Power Line Communication (PLC) traditionally refers to the transmission of data over existing
power lines, allowing devices to communicate without the need for additional wiring. While it is com-
monly used on AC mains infrastructure, PLC can also be implemented on DC power lines, which are in-
creasingly prevalent in applications such as electric vehicles, industrial automation, battery management
systems, and DC microgrids. In a DC PLC system, the DC power line serves a dual purpose — supplying
power and acting as the communication medium. Instead of using high-frequency carriers superimposed on
an AC waveform as in traditional PLC, the data signal is embedded into the voltage ripple of the DC power
rail itself. This is made possible through modulation techniques applied in the feedback loop of DC-DC
converters [2]. A DC Power Line Communication (PLC) system can be effectively integrated into a variety
of modern electronic and power infrastructures. In Battery Management Systems (BMS) [3], it enables
efficient cell-level monitoring and control across series-connected battery strings without additional com-
munication wiring. In the automotive sector, DC PLC reduces wiring complexity by allowing commu-
nication between electronic control units (ECUSs), sensors, and actuators over the same lines used for power
distribution. In DC microgrids and renewable energy applications, PLC facilitates data exchange between
distributed power converters and central supervisory controllers, enhancing system coordination and ener-
gy efficiency. LED lighting systems benefit from simplified installation and operation by transmitting con-
trol commands through the same DC lines used to power the lights. In the healthcare industry, DC PLC can
be used in medical devices and diagnostic equipment to transmit control and monitoring data over shared
power lines, minimizing cable clutter, and improving safety and maintainability in sensitive clinical
environments.

2. The PLC host overview

The PLC host circuit designed to perform data modulation directly on a DC power line by
leveraging the feedback path of a step-down DC-DC converter. The system also integrates NFC EEPROM
for wireless configuration, making it well-suited for intelligent and reprogrammable power distribution or
control networks [4].
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Fig. 2. PLC host block diagram

The system receives a DC input voltage in the range of +20 V to +15 V, which powers the entire
PLC host. This input is routed to a step-down DC-DC converter, which generates a stable +12 V output for
the power line. The core of the modulation process take place in the feedback loop of the DC-DC
converter. A PLC Modulator block dynamically adjusts the feedback reference using a controlled ASK
signal that encodes data. This adjustment causes subtle, controlled variations in the output voltage (ripple)
of the converter, which the receiving nodes along the power line can interpret as digital data — effectively
using the power line for both energy and information transfer. To supply the PLC modulator, a Low
Dropout Regulator (LDO) converts the +20-15 V input rail into a stable +5 V power source. The
modulator injects data into the feedback loop of a step-down DC-DC converter, which produces a +12 V
output line with ASK-modulated communication signals superimposed. This modulated power line is then
distributed to downstream PLC nodes, enabling both energy delivery and data transmission over a single
conductor. Configuration data for the modulator is stored in an NFC EEPROM, which interfaces with the
modulator via 12C and can be updated wirelessly using an NFC-enabled device, such as a smartphone.

Near Field Communication is a wireless technology that enables devices to exchange data over very
short distances, usually within a few centimetres. It’s commonly used for contactless payments, ticketing,
access control, file sharing, and product authentication. NFC is energy-efficient, easy to use, and allows
quick, secure transactions with minimal user input. Communication usually takes place between NFC
readers (devices) and NFC tag [5], but also exists applications where NFC reader exchanges data with
another NFC reader or NFC reader exchanges data with multiple tags at the same time.

NFCIP-2 (ISO/IEC 21481)

NFCIP-1 (ISO/IEC 18092)

Terminal - to - Terminal
Communication

Protacol
Ll . ISO/IEC ISO/IEC
ISO/IEC FeliCa 14443
14443 Type B 15693

Type A

Fig. 3. NFC tag standards
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The NFC tag type 1 based on NFC-A technology, simple memory structure. NFC Tag Type 1 is a
low-cost, simple tag based on ISO 14443A, offering basic read / write capability at 106 kbit/s with memory
typically around 96 bytes (up to 2 KB). It lacks encryption but can be permanently write-locked. Best
suited for simple tasks like linking to URLs or basic identification in low-security, high-volume
applications.

The NFC tag type 2 also uses NFC-A; supports NDEF and is widely adopted. One of the most
noticeable technologies for type 2 is MIFARE Ultralight by NXP. NFC Tag Type 2 is a widely used, cost-
effective tag based on ISO 14443A, offering 48 bytes to 2 KB of memory at 106 kbit/s. It supports NDEF
formatting, basic read / write operations, and permanent locking, but lacks encryption. Ideal for apps like
business cards, and product labels.

The NFC tag type 3 Utilizes NFC-F (FeliCa); offers higher data rates. NFC Tag Type 3 is a high-
speed, high-capacity tag based on FeliCa (JIS X 6319-4), offering up to 1 MB of memory and speeds of
212 or 424 kbit/s. It supports NDEF and moderate security, making it ideal for transit cards and payment
systems, though it’s less common and more expensive than Types 1 and 2.

The NFC tag type 4 compatible with both NFC-A and NFC-B; supports ISO/IEC 14443-4. NFC Tag
Type 4 supports 1SO 14443A/B offers up to 32 KB memory and speeds up to 424 kbit/s, with strong
security features like encryption and authentication. It’s ideal for secure applications like e-Passports and
payment cards but is more expensive and complex than lower tag types.

The NFC tag type 5 based on NFC-V (ISO/IEC 15693); designed for longer range applications.
Type 5 uses ISO/IEC 15693 for long-range communication (up to 1 meter) and offers up to 64 KB of
memory at 53 kbit/s speed. It’s ideal for asset tracking and inventory management but has slower data
transfer and basic security. It’s less commonly supported than ISO 14443-based tags.

Table 1
General NFC tag comparison
Tag Type Tech Base Memory Speed
Type 1 NFC-A 96 B to 2 KB 106 kbit/s
Type 2 NFC-A 48 Bto 2 KB 106 kbit/s
Type 3 NFC-F Upto1lMB 424 kbit/s
Type 4 NFC-A, NFC-B Up to 32 KB 424 kbit/s
Type 5 NFC-V Up to 64 KB 53 kbit/s

Each tag type integrates into the NFC protocol stack at different layers, depending on its underlying
technology and supported standards. For instance, Type 2 tags, based on NFC-A, interact primarily at the
physical and data link layers, while Type 4 tags, supporting ISO/IEC 14443-4, have more complex
interactions across all layers. Proposed PLC system includes NFC-V EEPROM, that enables long-range,
contactless data transfer at 13.56 MHz with data rates up to 53 kbps. It uses passive tags with 8-byte UIDs,
supports read / write and anti-collision, and is ideal for inventory and asset tracking due to its longer range
and moderate speed. The ISO/IEC 15693 standard defines a set of standardized commands that a reader
can send to a tag to perform operations like identifying, reading, writing, and configuring the tag.

According to ISO/IEC 15693 the transmission protocol defines the mechanism used to exchange
instructions and data between the NFC reader / writer or host and the NFC tag in both directions. It is ba-
sed on the concept of “NFC host talks first”. This means that the device does not start transmitting unless it
has received and properly decoded an instruction sent by the NFC host. The protocol is based on an ex-
change of a request from the host, and a response from the device. Each request and each response are
contained in a frame. The frame is delimited by a Start of Frame (SOF) and End of Frame (EOF). The
protocol is bit oriented. The number of bits transmitted in a frame is a multiple of eight, that is an integer
number of bytes. A single-byte field is transmitted least significant bit first. A multiple-byte field is trans-
mitted least significant byte first, and each byte is transmitted least significant bit first.
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The NFC Reader request consists of an SOF, flags, a command code, parameters and data, a CRC,
an EOF. In a request, the “flags” field specifies the actions to be performed by the NFC Tag and whether
corresponding fields are present or not.

SOF Request_flags Command code Parameters Data 2 bytes CRC EOF

SOF Response_flags Parameters Data 2 byte CRC EOF
Fig. 4. NFC communication routine

The NFC tag response consists of an SOF, flags, parameters and data, a CRC, an EOF. In a
response, the flags indicate how actions have been performed by the NFC Tag and whether corresponding
fields are present or not. The response flags consist of eight bits.

Table 2
NFC-V Request word description

Bit Request Flag Name Response Flag Name
0 | Sub-carrier flag Error flag

1 |Data rate flag Extension flag

2 |Inventory flag Final response flag

3 | Protocol extension flag Extension flag

4 |Select flag Block security status length flag

5 | Address flag Block security status length flag

6 |Option flag Waiting time extension request flag

7 |RFU Reserved for future

Data coding for the host and field (NFC tag) devices are different. The host uses pulse position
modulation technique, where the position determines two bits at a time. The field device uses Manchester
coding for data transfer and response. The NFC tag encodes bits using Manchester coding, according to the
following schemes description for the low data rate, same subcarrier frequency is used. In this case, the
number of pulses is multiplied by 2 and all times increase by this factor.

Proposed PLC communication system uses “Write single block” command for EEPROM data
update. The PLC transmission data byte stored in EEPROM block “0”, which corresponds 12C memory
address “0x00”.

Write Single EOF Wi SOF Write Single

_ek Block request Block response

EOF

Fig. 5. Tag to host communication frame

When NFC Tag receives “Write single block” command, the device writes the data contained in
the request to the targeted block and reports whether the write operation was successful in the response.
When the Option flag is set, the device waits for an isolated EOF to respond. The Inventory flag must be
set to 0. During the RF write cycle, there must be no modulation, otherwise the device may not correctly
program the data into the memory.
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RequestSOF Request_flags | Write Single Block m Block number m CRC16 | Request EOF

| 8 bits | | 64bits | 8 bits | 32bits | 16 bits | \
[ 8 bits | tebis | |

Fig. 6. “Write single block™” command implementation

An NFC communication demonstration was provided using a smartphone and an ISO 15693-
compliant RFID tag. EMI [6] probe and digital oscilloscope used to capture and analyse the transmitted
signals.

HEW_FLAG:  Ux 2

Option Flag

Address Mode ( ‘_I

Select Made

High dats rate ( \I
A

Format Extencion

CMD_CODE  Ox -'Ml105mqlqﬁock
Manufacturer O -

Ui Ox 0D 35F09C03 26 02 E0
Command:

22 210D 35 FO 9C 03 26 02 E0 0000000000
Result:
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Fig. 7. “Write single block™ command waveform capture setup

A smartphone acts as the Vicinity Coupling Device (VCD) [7], generating an NFC request frame
using ISO 15693 protocol. Rather than placing the phone over a physical tag, an electromagnetic
interference (EMI) probe is positioned near the phone’s NFC antenna. The EMI probe is designed to detect
high-frequency magnetic field variations, such as the 13.56 MHz carrier used in NFC systems.
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The probe is connected via coaxial cable to a high-bandwidth oscilloscope. This allows real-time
monitoring of the NFC field, capturing both the modulated downlink (reader-to-tag) request and the load-
modulated uplink (tag-to-reader) response. The oscilloscope provides detailed visualization of signal
structure, timing, and modulation integrity (Fig. 8).

This oscilloscope capture, taken using a Siglent SDS6204A, shows a full RF communication cycle
between an ISO/IEC 15693 host and a passive RFID tag. The waveform clearly illustrates both the
downlink (request) and uplink (response) phases of the standard reader-tag interaction at 13.56 MHz, the
operating frequency defined by ISO 15693. By zooming in a request operation waveform, can see a typical
data structure that corresponds to a first three bytes of VCD “Write single block” command (Fig. 9).

Request Response

MEASURE Top(C1) Top(C2)
e - 2wy u 1 e T

[ ACIM : Timebase Trigger  C2DC b &
0X: 2,00V + [80.4ms  2.00msfdiv. [smp 156V 22.40:46
oM 000V |500Mpts  1.00GSals Edge Rising 20257511

Fig. 8. “Write single block” command waveform

IR

0x22 0x21 0x0D

Fig. 9. “Write single block™ request part waveform

By zooming in a response operation waveform, in Fig. 10 can see a typical data structure that
corresponds to the NFC tag “Write single block™ command successful response.

SOF - a0 t.n .- bs a4 bs .6 7 . EOF

0x00 0x78 OxFO

Fig. 10. “Write single block™ response part waveform
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This demonstration successfully validates the use of ISO/IEC 15693 NFC communication for
EEPROM memory operations using the “Write Single Block” command. The experimental setup,
comprising a smartphone as the Vicinity Coupling Device (VCD) and a high-resolution signal monitoring
system built with an EMI probe and Siglent SDS6204A oscilloscope, enabled accurate observation of both
the request and response phases at the physical layer. Detailed waveform analysis confirmed correct frame
structuring with clearly identifiable Start of Frame (SOF) and End of Frame (EOF) markers, as well as
precise pulse position modulation corresponding to the transmitted data. The downlink was successfully
decoded to show the expected 0x22, 0x21, and first byte of UID, matching the “Write Single Block”
protocol specification. The uplink confirmed a successful response (0x00), indicating that the EEPROM
block at address 0x00 was correctly updated. The use of an EMI probe allowed for non-invasive, high-
fidelity capture of the 13.56 MHz carrier and its modulation, providing a robust method for analysing RF
behaviour in real time. This approach is especially valuable in NFC debugging, protocol validation, and
system integration tasks where direct probing of the tag is not possible. Overall, the test demonstrates a
fully functional 1ISO 15693 NFC-V write operation, verifies correct handling of timing constraints such as
EOF isolation, and confirms reliable communication between a commercial smartphone and a passive
RFID tag under high data rate conditions.

PLC Host is implemented as a compact transmitter system that combines amplitude modulation,
power supply, and wireless configurability. Built on a prototyping board, it enables ASK-modulated data
transmission over a shared DC power line to downstream nodes.

Modulation Signal
& Power IN
Connector

CY8CKIT-059

Power IN

MP1584 DCDC
Module

100R Load
Resistor

LDO

5

L

TIEPEhy |
Power OUT & e NFC-V Tag

Fig. 11. PLC host prototype

Power and modulation are fed into the system through a common input connector. The incoming
signal is routed to an MP1584 step down converter feedback, which regulates the voltage and provides a
stable modulated output through the “Power OUT” terminal. A 100Q resistor serves as a load to stabilize
and simulate typical system operation.

The modulation function is handled by a PSoC 5 microcontroller, deployed using the CY8CKIT-059
development board. This microcontroller reads data from EEPROM memory and generates an Amplitude
Shift Keying (ASK) signal that is superimposed on the DC power line. The data used for modulation is
stored in the NFC-V Tag’s EEPROM and can be updated dynamically with the help of VCD device.

In this system, a PSoC 5LP microcontroller CY8C5888LTI-LP097 is configured to generate an
analog output voltage through its internal 8-bit VVoltage Digital-to-Analog Converter. The analog voltage
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level is controlled via 12C communication initiated by an external master device. Within the firmware
design, the microcontroller sends digital commands over the 12C interface, where the data (SDA) and clock
(SCL) lines are connected to pins P2 [6] and P2 [7], respectively. These pins are configured to operate in
I2C master mode, allowing the device to receive data values from the host controller. Once a digital value
is received via the 12C interface, it is forwarded to the VDACS peripheral, which converts the 8-bit digital
input into a corresponding analog voltage. The system’s architecture allows seamless digital-to-analog
conversion, enabling the host to dynamically control analog parameters without physical interaction.

The microcontroller is powered using separate analog and digital supply domains to maintain proper
operation and noise isolation between functional blocks. This type of configuration is useful in applications
requiring programmable analog output, such as sensor simulation, voltage reference generation, or analog
modulation, all controlled through a simple two-wire digital interface.

The Embedded firmware routine used in a PSoC 5LP-based system generates an ASK (Amplitude
Shift Keying) modulated signal. The design combines analog waveform generation using a DAC with
digital control provided via an 12C interface and EEPROM-based configuration. The microcontroller used
is the CY8C5888LTI-LP097, which includes integrated 12C communication and an 8-bit VDAC module
capable of producing analog voltage levels from a digital lookup table.

‘ 12C VDACS8 1

2C VDACS8
Start for(;;) Cycle - — 5 SDA
l l - =scL @ VDAC_Out
Master
Init 12C and DAC Read EEPROM

l l m'“““ﬂ

Generate ASK
Signal Based on
EEPROM Data

l

Delay 1s i —

| EEFTIEECEL] Eaens

Fig. 12. PLC host embedded workflow
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The program execution begins with an initialization phase where both the 12C interface and the
DAC peripheral are set up. The 12C bus, connected through pins P2 [6] and P2 [7], enables external access
to the EEPROM. This non-volatile memory holds the modulation data that defines the ASK signal
characteristics. Once the hardware interfaces are initialized, the firmware constructs a digital sine wave
array. This array, stored in memory, contains discrete amplitude values that represent one full cycle of a
sine wave. These values will later be streamed to the DAC to synthesize a continuous analog waveform.
After this setup, the program enters an infinite loop, ensuring continuous operation. In each cycle, the
microcontroller reads the current modulation data from the EEPROM using the 12C interface. This data
may encode the on/off keying pattern or amplitude control logic that determines which portions of the sine
wave are transmitted and which are suppressed, thus forming an ASK-modulated output. The VDACS8
block receives the appropriate values from the sine wave array based on this logic, converting them into
corresponding analog voltages. The analog signal is then output through pin PO [0], which has been
configured as the DAC output.
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To manage timing and ensure repeatable output intervals, the system incorporates a 1-second delay
after each modulation cycle. This delay acts as a transmission pacing mechanism, allowing the system to
periodically refresh the ASK signal based on updated EEPROM content.

200 ps
-

1.8 ms

\

<
-

Fig. 13. PLC host analog waveform representation

The waveform shown is a time-domain representation of an Amplitude Shift Keying (ASK)
modulated signal generated by the PSoC 5LP system described earlier. The signal consists of a sinusoidal
carrier whose amplitude is modulated according to digital data retrieved from EEPROM memory.

The horizontal axis represents time, with the total waveform duration extending over 1.8
milliseconds. The first 200 microseconds and the final part of the waveform exhibit a flat baseline,
indicating the absence of a carrier signal, which corresponds to a logical “0” in ASK modulation. Between
these zero-amplitude sections lies the modulated portion of the signal, where a continuous sine wave is
present. This region spans approximately 1.6 milliseconds and demonstrates multiple cycles of a high-
frequency carrier whose amplitude likely varies based on the corresponding EEPROM content.

SOF Logic O Logic 1

Fig. 14. PLC host analog waveform coding diagram

The image presents three segments of an ASK (Amplitude Shift Keying) modulated waveform, each
representing a distinct symbol used in the encoding scheme implemented by the PSoC 5LP system. This
waveform is generated using a precomputed sine wave array and selectively output through the internal DAC
based on EEPROM data, forming the structure of the transmitted message. The first segment is labelled SOF,
which stands for Start of Frame. This burst of sine wave cycles serves as a synchronization pattern, alerting the
receiving system to the beginning of a new data frame. The amplitude and duration of the SOF pattern are
consistent and distinct, allowing it to be easily detected by a demodulation routine. The second segment,
labelled Logic 0, shows a group of sine wave cycles with noticeably lower amplitude. This reduction in
amplitude is deliberate and encodes a logical zero according to the ASK modulation scheme. By gating the
output waveform or scaling the DAC values for this portion, the transmitter differentiates it from other symbols.
The third segment, labelled as Logic 1, displays a burst of sine waves at full amplitude, corresponding to a
logical one. The higher amplitude makes this symbol distinguishable from Logic 0 and maintains symmetry
with the Start of Frame signal, which may share a similar amplitude envelope.
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Together, these three waveform segments demonstrate how digital bits and framing information are
encoded into an analog waveform through amplitude variations of a carrier signal. This encoding technique
enables digital communication over analog channels, such as a DC power line or capacitive coupling path,
using only a DAC output and timing control implemented in firmware.

Vv

SOF b7 b6 b5 b4 b3 b2 bl b0

Fig. 15. Transmission word example, value in hex-2A

The Waveform in Fig. 15 illustrates the transmission of an 8-bit data frame using ASK (Amplitude
Shift Keying) modulation as implemented in the described PSoC 5LP-based communication system. The
waveform is divided into distinct segments, each corresponding to a specific part of the transmission
protocol. The process begins with a Start of Frame (SOF) segment, which is represented by a high-
amplitude sine wave burst. The SOF acts as a synchronization header, informing the receiver that valid
data transmission is about to follow. Following the SOF, the transmission proceeds with the data byte,
which is transmitted bit by bit from the most significant bit (b7) to the least significant bit (b0). Each bit is
encoded using ASK, where a full-amplitude sine wave represents a logic “1” and a reduced-amplitude sine
wave represents a logic “0™”. This modulation scheme allows the receiver to distinguish between binary
values by simply comparing the amplitude of each carrier burst within its respective time slot. The precise
timing and shaping of each burst are managed by the DAC in the PSoC device, which outputs values from
a preloaded sine wave array in synchronization with the EEPROM-defined data. The entire process
demonstrates a compact, self-sufficient digital-to-analog transmission system capable of low-speed data
signalling over analog channels.

The PLC host system functions as a standard buck converter during power-up, converting a higher
DC input voltage to a regulated lower output.

@ uiy  oisplay M Acqure ™ Tigger FF Cursors By Measure D Mam B Analysis
- v

4

—_V OUT Sigal ___|

Fig. 16. PLC host operating waveform

Once the converter reaches steady state, the PLC communication is initiated by injecting a high-
frequency ASK-modulated signal onto the output line. This modulated signal appears as a brief burst of
high-frequency ripple superimposed on the otherwise stable DC voltage. In the waveform, it is visible as a
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cluster of rapid oscillations that briefly disturb the flat DC level, corresponding to digital data encoded by
turning the carrier on and off (amplitude modulation). The rest of the output remains clean, indicating that
communication occurs only during defined intervals, without affecting the power delivery function.

Modulation Signal trace shows a short burst of high frequency ASK modulation superimposed on
the steady DC level of the output rail. This modulated waveform represents digital data being transmitted
over the power line using the output ripple as a carrier. The input voltage ramps from 0 V to a final level of
16.0 V. The controlled and gradual nature of the ramp suggests soft-start behaviour, typical of a buck
converter designed to limit inrush current and ensure smooth start-up. The output voltage of the converter
rises to and stabilizes at approximately 11.94 V. This output corresponds to a typical step-down conversion
from the 16 V input and exhibits excellent regulation. The waveform is clean and shows no significant
oscillations or overshoot, apart from a brief segment where the ASK modulation is visible.

Performing a Fast Fourier Transform (FFT) on a signal is essential when need to analyse frequency
content. In the context of a DC-DC converter with superimposed communication — like a power line
communication system — FFT is especially valuable for several reasons: identify modulation components,
distinguish power and communication spectrum, noise and harmonic analysis, demodulation and decoding
aid, debugging and compliance. FFT helps detect the frequency and amplitude of the ASK-modulated
carrier signal. Since ASK involves toggling a carrier frequency on and off, FFT can reveal this carrier as a
distinct spectral peak, confirming the presence and integrity of the modulation. The DC-DC converter’s
switching frequency typically dominates the lower part of the spectrum. FFT analysis allows engineers to
verify that the communication signal (often in a higher frequency band) does not interfere with the
converter’s normal operation and vice versa.

If the receiver uses frequency-domain filtering or detection, the FFT provides a practical view of
how well the signal stands out from the noise floor. It helps design band-pass filters and detect symbol
transitions more robustly. FFT makes it possible to identify and quantify noise components, harmonic
distortion, and unwanted spurious signals. This is crucial for optimizing signal-to-noise ratio (SNR) and
minimizing total harmonic distortion (THD), which affect both power quality and communication
reliability.

THD + N _100%* \/Vsizg_z +Vsizg_3 *.. +Vsizg_n +an)ise_1 +an)ise_2 +.. +Vniise_n (1)
Vsig 1
where Vg, , — fundamental harmonic amplitude in Vrws; V;, , —second harmonic of fundamental signal

amplitude in Vrus; V — amplitude of each noise harmonics in Vgrus.

noice_n

v
- 20
Voo =10 2,
)
SNR; :10Iogmg 1 2
Pnoise [}
2 2 2 2
I:)signal — VRMS_signaI — Vsig_2 +Vsig_3 to. +Vsig_n
2 2 2 2 !
I:’noise VRMS_noise Vnoise_l +Vn0ise_2 oot Vnoise_n
where Py, — carrier signal power in W; B, —noise power in carrier signal spectrum in W.
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The Power Line Communication modulator setup represents the first signal pass stage of the
undergoing validation on a laboratory test bench. At this stage, the primary objective is to verify the
generation and integrity of the modulated signal prior before it injects into the power line.
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Fig. 17. PLC injection signal waveform and FFT, THD+N =4.8

The modulator hardware is implemented using a microcontroller development board capable of
generating a carrier waveform and applying amplitude shift keying (ASK) modulation. This is the initial
analog output produced directly by the modulator’s digital or mixed-signal block. A probe connected to the
oscilloscope captures this signal for both time-domain and spectral analysis. The oscilloscope displays
waveform corresponding to the time-domain view of the ASK-modulated signal. The clear periodic
structure with amplitude variations confirms successful carrier generation and baseband modulation. The
amplitude of Logic 1 is 1.024 V,., Logic 0 is represented as 0.512 V., sinewave. This waveform reflects
the raw output of the modulator before any signal conditioning. The upper FFT trace reveals the signal’s
spectral composition. The sinewave is still digitalized, as it is generated by VDAC block. The spectrum
looks quiet flat. The harmonics “10” shows a discretization frequency, that corresponds to DAC output
value update. The amplitude distribution across frequencies allows the evaluation of spectral purity,
harmonic distortion, and signal-to-noise characteristics.
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Fig. 18. Unmodulated DC-DC signal waveform and FFT

Information and communication technologies, electronic engineering, Vol. 5, No. 2, pp. 119-139 (2025)



132 L. Tarasenko

The second stage of the Power Line Communication is evaluated as a DC-DC converter system,
focusing on output spectral integrity and noise behaviour. The setup shows an unmodulated DCDC output
spectrum. The hardware under test is a buck converter operating under typical load conditions, assembled
on a prototyping platform.

The oscilloscope probe is used to measure the converter’s output directly, capturing the resulting
voltage waveform for frequency-domain analysis. In frequency range from 10 kHz to 900 kHz spectrum
looks mostly flat. The noise harmonics starting from 990 kHz, frequency range domain. Fundamentally,
the selected DCDC converter MP1584 operates within a switching frequency range of 100 kHz to 1.5 MHz
This flexibility is achieved by configuring an external resistor. The PLC system works on 990 kHz
switching frequency.

After the ASK signal injection, the SNR ratio significantly increase. The measurement represents the
raw signal acquired from a Power Line Communication (PLC) system during its early transmission stage.
In this process, a modulated signal is actively injected onto a DC power line using a microcontroller-based
modulator circuit. The transmission occurs by superimposing an ASK-modulated carrier onto the power
rail, typically within the tens of kilohertz range, to enable data communication without disrupting the
primary power delivery.

During signal acquisition, an oscilloscope is used to capture both the time-domain waveform and its
corresponding frequency-domain representation using a Fast Fourier Transform (FFT). The time-domain
view reveals periodic oscillations resulting from the ASK modulation, which are embedded within the DC
bias. The FFT analysis highlights a dominant spectral component cantered around 14.8 kHz, corresponding
to the carrier frequency. Additional harmonic components are observed at integer multiples of the carrier,
indicating nonlinearities and possible spectral distortion.
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Fig. 19. Modulated DC-DC signal waveform and FFT. THD+N =19.6 %, SNR = 14.5 dB

From a signal integrity perspective, the Signal-to-Noise Ratio (SNR) is a critical performance
metric. It is evaluated by comparing the power of the fundamental signal component to the surrounding
noise floor. In this case, the noise level remains significantly lower than the main peak, yielding a high
SNR indicative of a strong and detectable signal. However, the presence of elevated harmonics suggests
some degree of distortion, likely introduced by switching noise or parasitic impedance in the modulation
circuit. These distortions may impair the reliability of symbol detection, particularly under varying load or
line conditions. This measurement phase serves to validate the strength, purity, and spectral composition of
the transmitted signal before downstream processing or demodulation. It is a foundational step in
characterizing PLC system behaviour and guiding further refinement of the modulation hardware and
filtering strategy.

IHboxoMyHIKaIi#iHI TEXHOIIOTII Ta eNeKTpOHHa imkeHepis, Bum. 5, Ne 2, C. 119-139 (2025)



Power line communication system with NFC control for loT devices 133

3. The PLC node overview

On the other side of PLC communication system stays a PLC node. It operates by extracting both
power and data from a single two-wire line carrying a +12 V DC supply with superimposed ASK-
modulated communication signals. Upon entry, the +12 V line is directed into two parallel processing
paths. The first path supplies energy to a step-down DC-DC converter, which generates a regulated +5 V
output.

__ +12V & ASK Modulation Step-Down DCto | +5V
- DC Converter

+s5v Y +5v
SPI

-1 Band Pass Filter —|[r—1 Pl C Demodulator [p—-

Fig. 20. PLC node block diagram

This regulated voltage is used to power the subsequent functional blocks within the node, ensuring
stable operation regardless of minor fluctuations in the input voltage. The second path handles the
communication aspect. The combined power and modulation signal is routed to a band-pass filter that is
designed to isolate the frequency band used for ASK modulation. This filtering stage suppresses the low-
frequency DC component and broadband noise, allowing only the desired carrier frequency and its modu-
lated envelope to pass through. This stage is critical for preserving signal integrity and reducing distortion
prior to demodulation. The filtered signal is then processed by the PLC demodulator, which recovers the
original digital data encoded in the amplitude variations of the carrier. The demodulated data is output via
an SPI interface for integration into higher-level control or monitoring systems.
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Fig. 21. BPF board with schematic diagram
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The Filter stage of the PLC system is responsible for filtering and signal decoding. It performs two
essential functions: suppression of high-frequency switching noise originating from the DC-DC power
converter, and AC coupling to block the DC component of the power line while preserving the modulated
communication signal. The analog front-end includes a carefully designed active band-pass filter imple-
mented with precision operational amplifiers. This filter attenuates low-frequency and high-frequency
components, allowing only the frequency band containing the ASK-modulated carrier to pass through.
Additionally, the AC coupling capacitors remove the DC offset, ensuring that only the communication
signal is presented to the decoding logic.

The filtered signal is then processed by a configurable GreenPAK IC, which utilizes internal comparators
to detect amplitude transitions and reconstruct the original digital data. These comparators convert the analog
ASK envelope into a digital stream suitable for further communication, typically interfaced via SPI or similar
protocol. The GreenPAK device offers a programmable logic environment, enabling the integration of
comparator thresholds, logic gating, and basic timing without the need for external digital ICs.

This block is crucial for reliable PLC reception, as it isolates the signal from power delivery noise
and translates the analog modulation into a clean, logic-level representation for system-level data handling.
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Fig. 22. BPF simulation setup

To design and characterize this filter, an initial simulation was carried out as the first step in the
development process. The simulation setup demonstrates the behaviour of a first-order active band-pass
filter designed specifically for a PLC receiver front end. The filter's centre frequency is set at 15 kHz,
corresponding to the carrier frequency used in the ASK-modulated communication signal.

Fig. 23. BPF block measurement setup

The circuit employs two cascaded operational amplifiers configured to perform both high-pass and low-
pass filtering actions. The first stage provides AC coupling and high-pass filtering to remove the DC offset and
suppress low-frequency noise, while the second stage implements a low-pass function to attenuate higher-
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frequency components such as switching transients from the DC-DC converter or electromagnetic interference.
This type of first-order analog filtering stage is particularly important in power line communication systems
where signal integrity must be maintained in the presence of noise and varying power conditions, ensuring
reliable demodulation in downstream processing stages. This setup represents the bench evaluation process of a
first-order analog band-pass filter developed for a PLC receiver. The goal of this procedure is to experimentally
validate the frequency response characteristics that were previously verified through simulation.

The filter under test was initially designed with a centre frequency of 15 kHz, targeting selective
amplification of ASK-modulated signals typical in PLC applications. In simulation, the circuit demonstrated a
band-pass response with flat gain near 15 kHz and attenuation at both lower and higher frequencies. The design
incorporated AC coupling and active filtering stages to suppress the DC offset and reject unwanted spectral
content originating from sources such as DC-DC converter noise. For physical characterization, a vector
network analyser (VNA) is used to measure the gain across a broad frequency range. The filter is powered and
connected via SMA interfaces, and the VNA applies a swept-frequency test signal while measuring the
corresponding output amplitude. The plot displayed on the right confirms the expected band-pass behaviour,
with a gain peak cantered near the target frequency and a consistent roll-off beyond the passband.

This empirical result closely aligns with the simulation output, validating the design’s effectiveness
and confirming that the filter reliably passes the desired PLC communication band while attenuating out-
of-band disturbances. This step is critical in transitioning from theoretical design to practical deployment,
ensuring predictable signal integrity in real-world operating environments.

In comparison to the simulation, the measured frequency response on the bench exhibits a similar
overall shape and confirms the expected band-pass behaviour cantered around 15 kHz. The peak gain, roll-
off slopes, and bandwidth closely match the simulated results, demonstrating that the filter operates as
designed under real conditions.

Minor discrepancies between the simulated and measured plots are attributed to tolerances in the
passive component values used in the physical circuit. Specifically, the capacitors in the filter network
have a tolerance of +20 %, while the resistors have a tighter deviation of £1 %. These variations slightly
shift the filter’s corner frequencies and may also affect the peak gain and symmetry of the response.
Despite these inherent tolerances, the experimental result remains within acceptable margins and validates
the robustness of the design for its intended PLC application.

The last step of the bench evaluation process for the PLC receiver subsystem is shown in Fig. 24. At
this point, the system is fully assembled and operational, and the focus is on verifying the integrity of the
filtered signal that has traversed the analog front end.

Fig. 24. PLC host to PLC node signal quality measurement setup
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A modulated signal containing an ASK carrier is injected onto the power line, passing through the
designed band-pass filter. The output of the filter is then probed and observed using a high-bandwidth
oscilloscope. The waveform displayed confirms the successful recovery of the carrier envelope, demonstrating
clear amplitude modulation characteristics. The captured signal represents the return path after filtering, where
low-frequency power rail fluctuations and high-frequency switching noise have been effectively attenuated.
Only the desired communication band — cantered around 15 kHz — is preserved. This clean, demodulation-
ready waveform is essential for ensuring reliable symbol decoding in the subsequent digital stage. This
measurement validates that the analog front end performs as expected under real operating conditions, including
actual power supply interference and component tolerances. It confirms the combined effect of AC coupling,
band-limiting, and amplifier stages in preparing the signal for digital interpretation by the comparator-based
decoding circuit. The result ensures that the system is ready for deployment in power line communication
applications where robustness and signal fidelity are critical.

The bench measurement setup was conducted to obtain the spectrum of the return signal after it
passed through the analog front end. This evaluation aimed to verify the effectiveness of the filtering stage
in isolating the modulated carrier from noise sources, particularly those introduced by the DC-DC
converter. By capturing the frequency-domain representation of the processed signal, it was possible to
confirm the suppression of unwanted components and assess the impact of the filter on signal quality,
including any distortion or harmonic content introduced during filtering. this spectrum represents the final
filtered signal observed at the output of the PLC analog front end. It shows the frequency-domain and
time-domain characteristics of the ASK-modulated carrier after passing through the custom-designed band-
pass filter. The primary spectral peak is located at approximately 14.1 kHz, corresponding to the target
modulation frequency. The filtering stage effectively suppresses broadband switching noise originating
from the DC-DC converter, which was previously present in earlier measurement stages. As a result, the
noise floor is significantly reduced, falling below -110 dBV across much of the spectrum, indicating
successful removal of high-frequency interference and low-frequency ripple components.
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Fig. 25. PLC host to PLC node signal waveform and FFT.
THD+N =8.6 %, SNR =52.5 dB

A slight increase in total harmonic distortion (THD) is visible, with harmonic components
observable at integer multiples of the fundamental frequency. These residual harmonics are likely intro-
duced by the non-linear phase or gain characteristics of the analog filter and active amplifier stages.
However, the amplitude of these harmonics remains substantially lower than the fundamental, ensuring
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that signal integrity is preserved for reliable digital demodulation. This spectrum validates the performance
of the band-pass filter in isolating the desired communication signal while mitigating noise and distortion,
thereby confirming the readiness of the analog front end for integration into a complete PLC system.

The GreenPAK IC project implements a custom digital decoding logic that transforms the filtered
analog PLC sinewave into a synchronous SPI data stream. The core of this architecture is based on the use
of integrated analog comparators, digital counters, delay blocks, and LUT logic to detect and process the
modulated signal envelope. The incoming sinewave signal, representing the ASK-modulated PLC data, is
fed into two analog comparators. These comparators are referenced to fixed threshold levels — one high
(96 mV) and one low (-640 mV) — to capture the zero-crossing and amplitude excursions of the signal.
The output of each comparator is then used to clock associated 3-bit counters, which serve to quantify the
signal timing and ensure consistent pulse shaping. To mitigate unwanted high-frequency artifacts —
specifically a 1 MHz component observed in the frequency domain of the returned PLC signal — each
comparator output is passed through a 100 ns digital delay.
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Fig. 26. ASK to SPI decoder design

These delay elements act as temporal filters to suppress fast switching transients that do not carry valid
data content. The CS (chip select) signal is derived from a Start-of-Frame (SOF) detection mechanism
implemented via a finite state machine (FSM) triggered by specific comparator events. This FSM coordinates
the timing for SPI transaction framing. SPI-compatible signals — such as SDO, SCK, and CS - are generated
directly by LUTs and output blocks within the GreenPAK configuration. This implementation allows real-time
digital decoding of amplitude-modulated PLC waveforms without a traditional microcontroller, enabling
efficient signal recovery and serial interfacing in compact, low-power embedded systems.

This setup illustrates the evaluation process of a PLC decoder circuit, which is responsible for
converting an amplitude-shift keyed (ASK) signal into a digital data stream. The decoder under test
receives a modulated sinewave signal from the power line — previously filtered by the analog front end —
and processes it using a combination of comparators, delay blocks, and digital counters.

The oscilloscope captures in the top three quadrants display multiple signal traces that correspond to
different stages of the decoding process. The uppermost waveform in each plot shows the modulated ASK
signal, which varies in amplitude and duration depending on the encoded data. Beneath it are logic-level
signals derived from the decoder’s internal timing and logic stages.
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Fig. 27. ASK to SPI decoder bench testing results

The circuit uses analog comparators to detect signal thresholds and mark transitions. These transitions
clock digital counters that segment the waveform and extract bit timing. Additional delays and filtering logic are
applied to reject unwanted high-frequency artifacts and to enforce temporal coherence. The outputs form a valid
digital reconstruction of the original data, presented as SPI-like sequences at the lower part of each capture.
Each frame represents a recognized bit pattern, such as Ox1A, 0x11, or 0x4D, indicating successful demo-
dulation of the original message. The bottom-right quadrant of the image shows the bench test environment.
The complete PLC receiver chain is assembled and powered, with oscilloscope probes attached at critical signal
nodes. The decoder is based on a GreenPAK device, which interprets the incoming analog waveform and
generates the synchronized digital output. This evaluation confirms that the decoder is functioning correctly,
accurately translating ASK modulated signals into clean digital words. The waveforms demonstrate the
decoder's sensitivity to signal timing and amplitude, as well as its robustness against potential noise or distortion
from the power line.

Conclusion

The FFT of injected signal in Fig. 28 shows the original ASK-modulated signal prior to any transmission
or filtering. The fundamental component is centred at approximately 14.1 kHz, with a clean spectral profile and
well-defined harmonic structure. The harmonics visible here, while present, are part of the expected spectral
content due to the modulation envelope. The noise floor is relatively low, and the waveform in the time domain
exhibits a well-shaped ASK-modulated sinusoid — indicating a high-quality source signal. The FFT of return
signal shows the signal after it has propagated through the power line, passed through the analog filter, and been
re-acquired for analysis. While the fundamental at 14.1 kHz is preserved and dominant, the harmonic content
has been reduced and smoothed.
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Fig. 28. Comparison between return (on the left) and injected (on the right) signals

The suppression of higher-order harmonics and spurious peaks suggests that the band-pass filter has
effectively limited spectral leakage and removed high-frequency noise, particularly from switching sources
like the DC-DC converter. However, this filtering introduces a slight total harmonic distortion, observable
as a minor loss in harmonic fidelity. The THD increases swing is only 3.8 %. In conclusion, the com-
parison confirms that the signal remains structurally intact after transmission and filtering. The key mo-
dulation frequency is preserved with sufficient amplitude, while noise and high-frequency content have
been attenuated. This validates the analog front end’s ability to extract and preserve communication con-
tent while mitigating interference from the power environment. The return signal spectrum doesn’t have
any affect in respect to original signal that was injected into the powerline. The signal quality analysis
(THD+N =8.6 %, SNR = 52.5 dB) are demonstrating a high probability of signal capturing even with low
quality hardware. Most LDOs have high PSRR parameters in low frequency range, so the power domain of
target device on PLC node will not be affected with harmonics, generated by the PLC host.
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PLC CUCTEMA 3 NFC KEPYBAHHSIM
JIJISA IPUCTPOIB Y COEPI IHTEPHETY PEUEHA

JleB Tapacenko

Hayionanvuuii ynisepcumem ““Jlvgiscorxa nonimexnixa”, ¢ya. C. Banoepu, 12, Jlveis, 719013, Vipaina

TexHoOTIsI IepejaBaHHsl JaHUX B Mepexax nocriiiHoro crpymy (PLC) 3abe3neuye niepenaBaHHs
iH(pOpMaIiHUX CUTHAJIB 4Yepe3 HasBHI CHUJIOBI JIiHII, Jal0OYM 3MOTY €NEKTPUYHHUM IPOBiTHHKAM
BUKOHYBATH TO/IBiliHy ()DYHKIIi10 — KUBJIEHHS Ta TlepeaBaHHs JaHHX. [T IIMPOKO 3aCTOCOBYIOTh K
y moOyTOBHX, TaK i B MPOMHCIOBUX YMOBaX JJIsi CTBOPEHHS MEpex 3B’SA3Ky 0e3 He0OXiJHOCTI B
MIPOKJIaJaHHI JOJATKOBUX CIEIiali30BaHUX KaOelniB. 3alpoNOHOBAaHA TEXHOJIOTiS MOXKE CTaTH
€()EKTUBHOIO JIJIsl CUCTEM 3 OOMEXEHUM (DI3UUHHM JOCTYIIOM a0o0 Ui MOJEPHi3allil BXKe HasIBHUX
pimens. Y wiit poboti onmcano MoandikoBaHui (izudyHMI piBeHb KOMYHIKalii y Mepexxax PLC.
Taxuii THIT OOMiHY JaHHUX HMPU3HAYCHUH JUIA pOOOTH 13 By3JIaMH XKHUBJIEHHS IIOCTIHHOTO CTPyMY.
[lepenaBaHHs maHWX 3MIACHIOETHCA MiXK roloBHUM mpucTtpoeM PLC i miaKIIOYCeHUMHU BY3IaMu.
KoxkeH etam mepenaBaHHS CHTHATYy BepH(]iKyeTbcs Ha JaOOpaTOPHOMY CTCHII i3 CYHpPOBITHUME
pO3paxyHKaMu IapaMeTpiB KocTi curHary. CTeHIOBI BUMipIOBaHHS JOTIOBHIOIOTHCS MPOTPAMHAM
MonemoBaHHAM. ['onoBHMIT mpuctpiit PLC otpumye mani ans nepenaBanas 3 NFC-V EEPROM,
00pobiisie ix Ta hopMye BiAMOBIIHY aHAIOTOBY (OPMY CHUTHAITY AJIS iH)KeKIii. Y cTaTTi HaBeACHO
netanbHUi aHani3 i onuc npotokoiay NFC-V, pa3oM i3 mpuKiIagaMy oCHUIIOIpaM 3aXOIUICHHS Ta
JIEKOTyBaHHS KOMYHIKaLliIfHOTO CHTHaly. Y pe3ynbTaTi oOpoOKHM CHT'HATy TOJIOBHHI KOHTPOJIEp
PLC ¢opmye aHajoroBuii CHUrHajl MEBHOI IOCTIJOBHOCTI, SIKMH IHXKEKTYETbCS y 3BOPOTHHI
3B’S30K IMIYJbCHOTO mepeTBoproBada. Lleil curHanm po3rsimacrbes sAK  (DI3MYHHA piBEHb
CHeLiaJIbHOTO THITY JJIsl 3aIlIPONIOHOBAHOTO MPOTOKOIY 3B’sI3Ky. By30J1, MiKIIOYeHUH 10 CHIOBOT
JiHIi, KUBUTBCS BiX mepenaBada. By3on BHKOpPHCTOBYe JHMIIE NMO3WTHBHUHM Ta HEraTHBHUI
TEpPMIHAIM JKUBJICHHA SIK KaHaJIM JUI OJHOYACHOTO IIepelaBaHHS [aHWX 1 MOTYXHOCTI.
OTpuMaHuii MOAYJIBOBAaHMH CHTHal IIPOXOJWTh YEpe3 CMYroBHH (IIbTp 13 LEHTPaIbHOIO
gacrororo 15 kl'm, cmyroro mpomyckanas 158 MI'm i migcunennsm 20 nb. Omeparii anamoro-
udpoBOro MeKOAyBaHHS BUKOHYE cremianizoBana ribpuanHa mikpocxema (ASIC). Pesynbratu
JIEKOJYBaHHS TIEPEBIPAIOTHCS HA JIAOOPATOPHOMY CTEHII i3 Bi3yali3alli€ro Mpolecy nepeTBOPEHHS
curHaiy 3 ASK y SPI. MoaynboBaHMi CUTHAJ, IH)KEKTOBAaHUW Y CHIJIOBY JIHIIO, TIOPIBHIOETHCS 3
CUTHAJIOM, II[0 TOBEPTAETHCSA 31 cmyroBoro ¢imptpa PLC-Bysnma micis eramiB 3pi3y 4acToOT Ta
MiJCWICHHS. Y CTaTTi HABENIEHO aHali3 MOKA3HUKIB SIKOCTI CUTHATY Ta 3pO0JICHO BUCHOBKH IIIOJ0
€(eKTUBHOCTI 3aIIPOMOHOBAHO1 CUCTEMHU.

KirouoBi ciioBa: ivnyascruti nepemsopiosau, 36opomuuii 36’130k, mooynayisi, THD, SNR, NFC.
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