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The article presents the development of an integrated system for monitoring and managing
residential environment parameters, based on the ESP32 microcontroller and the ESP-NOW
wireless communication protocol. The proposed system features an adaptive architecture with a
clearly defined modular structure, ensuring flexibility, scalability, and ease of operation. The
choice of the ESP32 microcontroller as the central element of the system is justified by its high
performance, energy efficiency, the availability of a wide range of peripheral interfaces, and sup-
port for Wi-Fi, Bluetooth, and ESP-NOW wireless connectivity. This technology is key to the
modular architecture, providing high-speed, stable, and energy-efficient data exchange between
components, which eliminates the need for an external router or cloud services. The functional
features and interaction of each of the four main modules are described: the central controller,
which performs comprehensive data processing and provides the user interface; the climate control
module, responsible for accurate monitoring of temperature and relative humidity; the motion and
lighting control module, which detects presence and regulates light intensity; and the peripheral
device control module, designed for automating external equipment. Particular attention is paid to
the implementation of fast and energy-efficient wireless data transmission, as well as the con-
struction of an intuitive user interface on a touch-sensitive TFT display. This interface allows for
system control in both fully automatic and manual modes, providing the user with complete
control and customization capabilities. The results of a comprehensive experimental study con-
ducted on a real system prototype convincingly demonstrate its high effectiveness in monitoring
climate parameters, automatic lighting regulation, and reliable control of external devices. Inte-
grated smart systems of this type significantly contribute to enhancing residents' comfort, opti-
mizing energy resource consumption, and ensuring rational space utilization through individual
adaptation of functionality to user needs.

Keywords: modular system, home monitoring, ESP32 microcontroller, ESP-NOW, energy effi-
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Introduction

Integrated Monitoring Systems (IMS) are fundamentally unified structures designed for collecting,
analyzing, and processing data from various monitoring points. These systems operate in real-time,
combining different data streams for holistic, informed decision-making [1]. Such systems find wide appli-
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cation both in industry, for controlling production processes, monitoring equipment, and ensuring oc-
cupational safety, and in residential buildings, where they form the basis for “smart” homes, providing
comfort, security, and energy efficiency through the automation of climate control, lighting, and security
systems. The integration of microcontrollers and 10T technologies allows for effective energy manage-
ment, optimized space utilization, and significantly improved security.

Today, the market offers a multitude of home automation solutions, but most of them encounter
certain limitations. These include high cost, complex setup, and insufficient flexibility for adaptation to in-
dividual user needs. These factors often become an obstacle to the widespread implementation of “smart”
technologies in everyday life. Meanwhile, the growing popularity of microcontrollers opens up new op-
portunities for creating individual projects in the field of the Internet of Things (loT) [2, 3]. The ESP32
microcontroller deserves special attention, as it successfully combines high performance, energy efficien-
cy, and an affordable price. This makes it an ideal choice for developing flexible and scalable home moni-
toring and automation systems that can overcome the existing shortcomings of commercial offerings.

2. Analysis and problem formulation

Existing approaches to smart systems demonstrate significant diversity in their goals, architecture,
and capabilities, covering a wide range of functionalities. Basic monitoring systems focus on controlling
temperature, humidity, lighting, and the status of doors / windows. They typically use ESP32 as a con-
troller and employ Wi-Fi with the MQTT protocol for communication, which can be connected to a cloud
or local server. Their main advantages are low cost and simplicity of implementation, but a significant
limitation is their dependence on stable Wi-Fi and an internet connection.

In contrast to basic systems, autonomous security systems extend their functionality to perimeter
control, motion detection, and video surveillance. They can use STM32-based controllers in conjunction
with ESP32 or Raspberry Pi 4. For sensor communication, Zigbee or Z-Wave are often used, supplemented
by LTE/4G for backup communication. Sensors include PIR motion detectors, magnetic door/window
sensors, gas sensors, and IP cameras. Such systems are distinguished by their autonomy and high re-
liability, capable of functioning even without internet access, but their implementation is more expensive
and complex to set up [4].

Energy-efficient smart homes aim to optimize energy consumption and automate lighting and
heating. They integrate ESP32 with Zigbee coordinators (e.g., CC2531, Sonoff Zigbee Bridge). Sensors
such as DS18B20 for temperature, TSL2561 for illumination, and PZEM-004T for power consumption are
used. Communication is carried out using Zigbee, Wi-Fi, and MQTT. Such systems often utilize smart
relays (Sonoff, Shelly), motorized thermostatic heads, and smart lamps (Philips Hue, Yeelight). Their
value lies in reducing electricity costs and providing flexible control, although they require careful con-
figuration to achieve optimal results.

The most comprehensive approach is intelligent automation, which represents a deep level of
automation, including voice control and full integration with various IoT devices. These systems often use
more powerful controllers, such as Raspberry Pi 4 or x86-based servers, with ESP32 peripherals. They
support a full set of sensors (temperature, lighting, CO2, water/gas leaks) and a wide range of
communication protocols, including Zigbee, Z-Wave, Matter, and Thread. System control and interaction
are implemented through voice assistants (Google Assistant, Alexa) and Al analytics capabilities.
Although these systems provide full control and a high level of comfort, they are characterized by sig-
nificant implementation complexity and high cost [5].

Considering the analyzed limitations of existing approaches, the goal of this work is to develop an
integrated monitoring system with an adaptive modular architecture based on the ESP32 microcontroller,
which will overcome the identified shortcomings of commercial solutions. Specifically, the emphasis is
placed on creating a flexible, scalable, and energy-efficient architecture that uses the ESP-NOW protocol
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for reliable wireless interaction between components, while ensuring affordable cost and ease of setup.
Each module of the system must function autonomously, while maintaining system integrity and effective
interaction between components.

To ensure the effectiveness and universality of the developed system, key technical requirements
covering the main aspects of its operation were defined. First and foremost, special attention was paid to
energy efficiency: the system modules must be characterized by low power consumption, which is
critically important for ensuring long-term autonomous operation, especially in the absence of a constant
power source. No less important is the compactness of the devices, which involves optimizing their overall
dimensions to simplify the integration process into various spatial constraints and environments.

Furthermore, the system must be flexible and scalable, meaning it should be capable of expansion
and modernization without the need for complete reconfiguration or alteration of the already implemented
architecture. Ease of setup implies the development of an intuitive user interface that allows for parameter
configuration without the involvement of highly qualified specialists. An important functional component
is also the ability for real-time monitoring, which involves continuous tracking of module operation
parameters with data transmission to a central controller or cloud service for operational analysis and
decision-making.

Particular emphasis is placed on the requirement for universal interaction with sensors and executive
mechanisms, which ensures support for a wide range of external devices. This, in turn, increases the
functional adaptability of the system to various operating conditions and scenarios of its practical use. An
important aspect of the project is the application of the ESP-NOW wireless protocol, which provides fast
data transmission between modules with minimal delays. Unlike traditional Wi-Fi solutions, ESP-NOW
does not require a constant connection to a router or cloud services, which reduces maintenance costs and
improves the system’s energy efficiency.

3. Research results

The developed system supports two operating modes: automatic and manual. All modules are designed
with energy consumption minimization in mind, ensuring long-term autonomous operation even with limited
access to the power grid. This is achieved by using energy-efficient components, optimized operating
algorithms, and reducing data transmission frequency when environmental parameters remain unchanged.

In the structure of the developed integrated monitoring system, according to the logic of functional
division, four main modules are envisioned, each performing specific tasks within the overall system
architecture. Specifically, the central module serves as the primary control element of the system. Its
functional purpose is to ensure two-way communication with other modules, centralized processing of data
received from them, and providing the user with convenient access to information through the built-in
interface. The display, integrated into this module, serves for real-time data visualization and simplifies
interaction with the system.

The climate control module performs the function of monitoring environmental parameters,
including temperature and relative humidity. The collected data is promptly transmitted to the central
controller, where it is processed with the possibility of further system response, for example, by controlling
air conditioning or ventilation devices.

The motion and lighting module detects motion in the controlled area and determines the level of
illumination. Based on the received data, the system can perform intelligent lighting control, changing the
intensity of the light flux depending on current conditions and the presence of people in the room, which
contributes to energy saving and increased comfort.

The device control module is responsible for implementing executive functions in the system. It
ensures communication with peripheral devices and controls them based on commands received from the
central module. This realizes the automation of household or technical processes, allowing the system to
adapt to various usage scenarios.
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The coordinated interaction of these modules ensures the comprehensive functionality of the system,
its flexibility, scalability, and adaptability to operating conditions. The functional diagram of the proposed
system is presented in Fig. 1.

The selection of the ESP32 microcontroller as the central component of the developed integrated
modular monitoring system is justified by a number of its unique technical characteristics and functional
advantages, which ensure optimal performance, flexibility, and energy efficiency of the system. The dual-
core Tensilica Xtensa LX6 computing architecture with a clock frequency of up to 240 MHz provides the
ESP32 with significant computing power. This allows for efficient execution of parallel tasks, including
sensor data processing, peripheral device control, and real-time implementation of complex control logic.
A key advantage of the ESP32 is its built-in support for Wi-Fi and Bluetooth wireless communication
protocols. This is critically important for modular architecture, where wireless data transfer between
components forms the basis for implementing a flexible and scalable solution. The ESP-NOW technology
is particularly valuable, providing fast and energy-efficient data exchange between multiple devices
without the need for deploying external network infrastructure, which reduces latency and increases
communication reliability. Additionally, the ESP32 demonstrates high reliability in varying environments
due to its extended operating temperature range from —40 °C to +125 °C and built-in self-calibration
schemes. These features allow the microcontroller to adapt its operation to current conditions, com-
pensating for potential instabilities of external components. Support for power-saving modes, such as Deep
Sleep, is critically important for autonomous power projects, ensuring long-term operation of portable
modules or systems with limited energy resources. Finally, the ESP32 stands out for its high level of
integration of peripheral interfaces, including up to 48 programmable GPIOs, as well as the presence of
UART, SPI, I?C, I?S, PWM, ADC, and DAC. Such diversity ensures universality and compatibility with a
wide range of sensors and executive devices, allowing the system to be easily adapted to specific usage
conditions and its functionality expanded in the future [6].

Climate control module

2.8" TFT
320x240

Peripheral device
control module

Fig. 1. Functional diagram of the integrated monitoring system

To ensure a convenient and informative user interface in the central module of the system, a touch-
sensitive TFT LCD display based on the 1L19341 controller was chosen. This display has a resolution of
240x320 pixels, allowing for the creation of clear and vivid graphical interfaces. A key advantage of the
selected display is its support for touch control, ensuring direct interaction with the user. The presence of
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an SD card slot allows for efficient use of external storage for storing and loading graphical elements,
configurations, or other large volumes of data [7]. This frees up limited microcontroller memory resources
and expands the functional capabilities of information display. The implementation of connecting the TFT
display to the central module via the SPI interface significantly simplified its setup and operation. As
shown in Fig. 2, this minimized the number of required input/output ports of the ESP32 microcontroller.

Fig. 2. Implementation of connecting a TFT display
to an ESP32 microcontroller

For the climate control module, the digital combined sensor BME280 was chosen, which allows
accurate measurement of humidity, pressure, and temperature. This sensor is based on proven measu-
rement principles (capacitive for humidity, piezoresistive for temperature and pressure), ensuring high
measurement accuracy (temperature error £0.5-1 °C, humidity £3 %). Thanks to its small dimensions and
low average current consumption (3.6 PA in active mode and 0.1 pA in sleep mode), the BME280 is
excellent for battery-powered devices, meeting the energy efficiency requirements of the modular system.
Due to its support for 12C/SPI interfaces and a wide range of operating temperatures (from —40 °C to
+85 °C) and pressures (from 300 to 1100 hPa), the BME280 sensor ensures flexible integration and reliable
operation in various environmental conditions [8].

To implement the functionality of motion detection and lighting monitoring in the system, the PIR
motion sensor HC-SR501 and the photoresistor KY-018 were selected. The PIR motion sensor HC-SR501
is a versatile component that effectively tracks changes in infrared radiation for presence detection. Its key
advantages include a wide sensitivity range (up to 7 meters and 120 degrees) and the ability to adjust the
motion detection time (from 3 seconds to 5 minutes).

The photoresistor KY-018 is used to measure the intensity of ambient light. Its operating principle is
based on the change in resistance depending on light brightness, which allows for accurate determination
of illumination level using a voltage divider. Compact size and operating voltage from 3.3 V to 5 V make it
ideal for integration into the module, providing accurate data for automated lighting control [9].
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For efficient and reliable wireless data transmission between the system’s modular components, the
ESP-NOW protocol was chosen. This is a wireless communication protocol developed by Espressif, which
enables direct data exchange between ESP32 microcontrollers without the need to connect to a traditional
Wi-Fi network or router. Each module uses its unique MAC address for addressed message transmission,
allowing the central module to correctly identify the information source (e. g., climate module, motion
module, or peripheral control module) and ensure accurate data processing (Fig. 3).
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Fig. 3. Diagram of wireless interaction of modules using the ESP-NOW protocol

ESP-NOW is optimized for transmitting small volumes of data (up to 250 bytes) with minimal
delays, which is critically important for systems requiring a quick response to changes in environmental
parameters or operational control commands. The protocol supports multi-point communication, allowing
one ESP32 device to establish up to 20 simultaneous connections (with or without encryption). This
ensures the system’s scalability and the ability to connect a large number of modules without the
complexity associated with setting up traditional network infrastructure. The protocol supports AES-128
encryption, which allows for the protection of confidential and critical data during transmission, increasing
the overall level of information security of the system.

Thus, ESP-NOW is a simple, reliable, energy-efficient, and flexible solution for creating a local
wireless network in a home monitoring system, ensuring stable and fast data exchange between all its
modular components without dependence on external network resources.

The functioning of the developed modular monitoring system is based on cyclical interaction
between sensor modules, the central controller, and executive mechanisms, ensuring environmental
parameter monitoring, data processing, and adaptive control. The process begins with data collection from
sensors: the climate control module continuously monitors changes in temperature and humidity, the
motion module detects movement in the coverage area, and the photoresistor tracks the illumination level.
Each of these sensors, integrated with its microcontroller, performs primary data processing and transmits
it to the central controller.
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At the data processing stage, the central controller receives and analyzes information from all sensor
modules. Based on this data and established algorithms, it makes decisions regarding the activation or
deactivation of the system's executive elements.

Next, interaction with the executive elements occurs: in response to changes in conditions (e. g.,
motion detection or exceeding a set humidity level), the central controller generates commands. These
commands are sent to the relay module for switching electrical appliances on / off, as well as to the
MOSFET transistor for regulating lighting brightness. The system provides for both an automatic lighting
control mode based on photoresistor data and the possibility of manual brightness adjustment by the user.
The final stage is visualization and control, carried out through the central module’s touch screen. The
display shows current environmental parameters (temperature, humidity, system status) and provides the
user with an intuitive interface for interaction. Thanks to the touch interface, the user can change system
settings and promptly receive feedback on the status of connected devices, ensuring flexible control and
immediate response to parameter changes in real-time. Fig. 4 shows the block diagram of the central
module’s operation algorithm.
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Fig. 4. Block diagram of the central module operation algorithm

Upon system activation, the user is presented with the main screen interface (Fig. 5, a), which
provides intuitive navigation and access to functional sections. It displays four main icons, each
corresponding to a separate module or system function. Specifically, these include icons for accessing
indoor temperature and humidity parameters, monitoring motion detection and controlling illumination
levels. There are also icons for managing connected external devices and accessing system settings for
configuration. This interface structure is aimed at maximizing user convenience and interaction efficiency
with the monitoring system.

The lighting control system is implemented with support for two main modes: automatic and
manual, ensuring flexibility and adaptability to user needs. In automatic mode, the system autonomously
regulates lighting based on the analysis of data received from relevant sensors. Specifically, if the
illumination level in the room is insufficient and motion is simultaneously detected, the lamp automatically
turns on. Conversely, if the lighting is sufficient or there is no motion, the lamp remains off. The display
interface shows an indication of the activated automatic mode and the current status of motion detection
(Fig. 5, b). Manual mode provides the user with the ability to directly control lighting, regardless of sensor
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readings. On the touch display, the user can manually turn the lighting on or off. This allows for individual
control over lighting, for example, keeping the lamp on even in the absence of motion, which satisfies
specific user requirements.

Thus, the implemented main sections of the system provide the user with an intuitive and effective
interface for monitoring and managing various aspects of the home environment.

I HII ]]1 ]
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Fig. 4. User interface of the central unit: main screen (a), “Motion and illumination” window when motion is detected (b)

Conclusion

In the framework of the conducted research, an integrated monitoring system was developed, which
is based on an adaptive modular architecture and utilizes wireless interaction via the ESP-NOW protocol.
Experimental results confirmed that the proposed system effectively implements climate parameter
monitoring, lighting control, and peripheral device management.

The application of the ESP-NOW protocol ensured stable and energy-efficient communication
between all components, which significantly increased the overall operational efficiency of the system. The
modular architecture, consisting of a central module, a climate control module, a motion and lighting
module, and a peripheral device control module, provides a high level of flexibility. This allows for easy
adaptation of the system to individual user needs and the expansion of its functional capabilities by adding
new modules. The integration of relevant sensors for data collection contributes to the automation of daily
processes in the home environment, which positively affects comfort levels and promotes energy
consumption optimization. The developed software demonstrated stable operation in real-time conditions,
providing users with the ability for both automatic and manual system control.
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PO3POBJIEHHA IHTETPOBAHOI CACTEMM MOHITOPUHI'Y 3
AJAIITUBHOIO MOAVJIBHOIO APXITEKTYPOIO TA BE3IPOTOBOIO
B3AEMOIIEIO ESP-NOW

Ouabra llumaumun®, Map’sin Ilumunmun?, Anapiii 3sopebkniit
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OmnucaHo po3po0JIeHHs iHTErpoOBaHOT CUCTEMH MOHITOPHHIY Ta KEPYBaHHS MapameTpamH >KUTIIO-
BOTO CEPEIOBHIIA, KA IPYHTYEThCS Ha MikpokoHTposiepi ESP32 ta mporokomni 6e3xpoToBoi B3ae-
mopii ESP-NOW. 3ampomnoHoBaHa cucTeMa BHPI3HAETHCS aJallTHBHOIO apXITEKTYypOI 3 YiTKO
BH3HAYEHOIO MOAYJIEHOIO CTPYKTYPOIO, 110 3a0e3Meuye THy4KiCTh, MacIITabOBaHICTh Ta 3py4YHICTh
ekcryaranii. O6rpyHToBaHO BubOip MikpokoHTpojiepa ESP32 sik meHTpanbHOro ejeMeHra Cuc-
TEeMH 3aBIIKH HOT0 BUCOKIH MPOTYKTUBHOCTI, €HEeproe(eKTUBHOCTI, HASBHOCTI IIUPOKOTO CIIEKT-
pa nepudepiiinux iHtepdeiicis i miarpumui 6e3aporoBoro 38’s3ky Wi-Fi, Bluetooth ta ESP-
NOW. LI TexHOJOTISA € KIIOYOBOIO TS MOIYJIBHOI apXiTeKTypH, 3a0e3ledylour BUCOKOIIBU-
KicHUH, cTaOimpbHUN Ta eHeproe()eKTUBHHUNA OOMIH JaHUMH MiX KOMIIOHCHTAMH, 3aBISIKH YOMY
HeMae MOTpeOH y y 30BHIIIHBOMY MapIIpyTu3aTopi abo XxMapHHX cepBicax. OnmcaHo ¢yHKIIiO-
HallbHI OCOOJINBOCTI Ta B3a€MOAII0 KOXKHOTO 13 YOTHPHOX OCHOBHHX MOJYJIB. IIEHTPAILHOTO
KOHTpOJIepa, IO 3IiICHIOE KOMIUICKCHE OIPAIIOBAHHS AaHWX Ta 3a0e3leuye KOPHUCTYBallbKHUii
inTepdeiic; Moaysi KIIMaT-KOHTPOJIIO, BIAMOBIJAIBHOTO 332 TOYHUI MOHITOPUHI' TEeMIIEpaTypH Ta
BiTHOCHOI BOJIOTOCTi; MOIYJISI KOHTPOJIO PyXy W OCBITICHOCTI, IIO AETEKTYE HAsBHICTH Ta PEry-
JIIO€ {HTEHCUBHICTH CBITJIAa; Ta MOIYNA KepyBaHHA NepudepiiiHUMU MPUCTPOSIMH, MIPU3HAYCHOTO
JUIA aBTOMAaTH3allil 30BHIMIHROr0 oOnagHaHHA. OcoOIMBY yBary 3BEepHEHO Ha peallizalliio IIBH-
KOTO Ta €HEeproomajHoro 6e3IpoTOBOTO MepefaBaHHs NaHWX, a TaKOX MOOYIOBY 1HTYITHBHOTO
KopHCTyBaIpKoro iHTepdeticy Ha ceHcopHomy TFT-mucrurei. Lleit inTepdeiic mae 3mory 3midcHIO-
BaTH KEPYBaHHS CHCTEMOIO SIK B IOBHICTIO aBTOMaTUYHOMY, TaK 1 B py4HOMY peXHuMax, HaJarloun
KOPHCTYBa4eBi MOBHUI KOHTPOJIb Ta MOXKJIMBICTh IIEPCOHAII3ALIIT.

PesynpraTy BCeGIYHOTO EKCIIEPUMEHTAIBHOTO JOCIIIKECHHS, 3IIIICHEHOTO Ha peaJbHOMY INPOTO-
THUITl CHCTEMH, MEPEKOHJIMBO JEMOHCTPYIOTh ii BUCOKY €(EKTHBHICTH Y MOHITOPHHTY KJIiMaTH4-
HUX MapaMeTpiB, aBTOMATHYHOMY PETYIOBaHHI OCBITICHHS Ta HAIIHHOMY KepyBaHHI 30BHIITHIMHI
IpUCTPOsiIMU. [HTETpoBaHi PO3yMHI CHCTEMHU TaKOTO THITY 3a0€3Me4yl0Th BarOMH BHECOK Y TIijI-
BHIIIEHHS PiBHSA KOM(OPTY MELIKAHINB, ONTHUMI3AIliI0 CIIOKUBAaHHA €HEpropecypcis Ta 3abesre-
YEeHHS PaLliOHAJHHOTO BUKOPHUCTAHHS MPOCTOPY 3a PaxyHOK iHAMBIAyadbHOI amanTtamii ¢yHKIio-
Hally /10 OTped KOpHCTyBaya.

Kuro4oBi ciioBa: moodyavrna cucmema, domawniu mounimopune, mikpokoumponep ESP32, ESP-
NOW, enepeoegpexmusnicme.
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